KoHTpo/1bHO-01IeHOYHBbIE CPeACTBA I POBEIeHNUs TEKYIero
KOHTPOJISt
no OII.11 be3onacHocTs HHPOPMALTUOHHBIX CHCTEM
(4 xype, 7 cemectp 2022-2023 yy. r.)

Texkywmmit konTpoab Nel

®opma kouTpoJsi: Tectuposanue (Ompoc)

OmnucarenbHas yacTb: [luceMeHHOE TECTUPOBaHUE

3aganue Nel

OTBeTUTH HA BONIPOCHI TeCTA.

1. BcraBbTe MpOITyIIEHHOE CII0BO.

«Ilox uHpOPMALIMOHHOM 6€30MacHOCTHIO Oy1eM MOHMUMATh 3aIIMIIEHHOCTh HHPOPMALIUHU H ... OT
CITyYalHBIX WM IPETHAMEPEHHBIX BO3/ICHCTBHIA €CTECTBEHHOTO HIIM HCKYCCTBEHHOTO XapaKTepa,
KOTOpBIE MOTYT HAaHECTH HEeTpHeMJIeMblil yiiepO cyObekTaM HH(POPMAIIMOHHBIX OTHOIICHUH, B TOM
YrCIIe BJIA/ICbIIaM U MOJIb30BaTEIsIM HH()OPMAITUK U TIOJICPKUBAIOIICH HHPPACTPYKTYPBI»

a) MOJIIeP KUBAIOIIEH HHPPACTPYKTYPHI

0) yenoBeka

B) KOHGUACHIINATIbHBIX TaHHBIX

2. 3amura uHGOpMaUH — 3TO ...

a) KOMITJIEKC MEPONPUATUI, HAapaBICHHBIX Ha obecredeHre nH(HOPMAaLMOHHON O€301MacCHOCTH

0) COBOKYITHOCTh METO/IOB, CPEJICTB M MEp, HaIIpaBJIIEHHbIX Ha o0ecrieueHrne NHPOPMaIMOHHOMN
6e30macHOCTH 00I11eCTBa, FOCYIapCTBA M IMYHOCTH BO BCEX OOJIACTAX UX KU3HEHHO BaXKHBIX HHTEPECOB

B) KOMIUIEKC MEPONPUATHH, TPOBOJUMBIX COOCTBEHHUKOM MH(OPMAIMH, TIO OTPaXIEHUIO CBOMX NPaB Ha
BJIaJICHUE U paclopskeHue HHpopMaliei, Co3JaHu0 YCIOBUN, OTPaHUYMBAIOLIUX €€ paclpoCTpaHEeHHe
1 UCKJIHOYAIOIIMX WU CYIIECTBEHHO 3aTPYIHAIOLIMX HECAHKIIMOHUPOBAHHBIN, HE3aKOHHBIN JOCTYII K
3aceKpeyeHHON HHPOPMAIIUU U €€ HOCUTEISIM

T') BCE ONpeiesieHUs] KOPPEKTHBI

3. AKTyaJIbHOCTb M HEITPOTUBOPEUUBOCTh HH(OPMALINH, €€ 3aIUIIEHHOCTh OT Pa3pyIICHUs U
HECAaHKIMOHUPOBAHHOI'O U3MEHEHHUs HAa3bIBACTC:

a) JJOCTYITHOCTBIO UH(POPMALIUU

0) 11eT0CTHOCTHIO UHPOPMALIUU



B) IIpe0CTaBIeHUEM HHPOpMALUH
I') KOH(UIEHIIMATBHOCTbIO HHPOPMAIUH

4. COBOKYITHOCTb JOKYMEHTUPOBAHHBIX YIPABICHUECKUX PEUICHH, HAIIPaBJIEHHBIX Ha 3aILUTY
uHpOpMAILIUU U ACCOLIMUPOBAHHBIX C HEH PeCypCOB MPUHSATO CUNUTATh:

a) MOJUTUKOHN 0e301acHOCTH

0) MeTo1aMu 3aIIUThl THPOPMALIUU

B) OrpaHMYEHHEM JO0CTyIa K MHQOpMaIiu

I') YYETHBIMH 3aIIUCSIMHU TOJIb30BaTENeH

5. HexoTopast yHuKalbHasi UH(OpMaIHs, HO3BOJISIONIAs pa3INyaTh M10JIb30BaTeNeii Ha3bIBACTCS:
a) uaeHTUuKaTop (JIOTUH)

6) mapoinb

B) y4eTHas 3aluch

T) KIII0Y

6. HeKOTopaﬂ CCKPCTHAaA I/IH(bOpMaL[I/IH, HN3BCCTHAsA TOJBKO IIOJIB30BATCIIIO U HapOHLHOﬁ CUCTCMEC, KOTOpas
MOJKET OBITh 3aIIOMHEHA IT0JIb30BaTeIeM U MpEaAbABICHA HapOHBHOfI CHCTEMEC HA3bIBACTCA:

a) uaeHTUPUKaTop (JIOTUH)

0) mapoJib

B) yueTHasl 3allUCh

T) KJII0Y

6. COBOKYMHOCTh MJICHTU(PUKATOPA U MTAPOJIS TOJIH30BATENSI HA3bIBACTCS:
a) JIOTHH MOJIb30BaTEeIIS

0) y4eTHas 3aruch MOJIb30BaATEIS

B) KJIIOY MOJIb30BaTENs

7. IlpricBO€HKE NOIB30BATENSIM UACHTU(PUKATOPOB U MPOBEPKA MPENBABIAEMBIX HICHTU(HUKATOPOB IO
CIIMCKY IIPUCBOCHHBIX SIBJISETCS:

a) uaeHTUPUKAIMEH TOIb30BATEIS
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0) ayTeHTH(UKAIIMEH TTOJIH30BATES

B) OIO3HAHUEM IOJIb30BATEINS

I') CO3JJaHHEM YUETHOM 3alKCH MOJIb30BATENS

8. [IpoBepka mpuUHAIIICKHOCTH TMOIB30BATEIIO MPEIBIBICHHOTO UM UIACHTU(UKATOPA SBIISACTCS:
a) HACHTH(PUKAIMEH MOIb30BaTEIISA

0) ayTeHTH(UKAIIMEH TTOJIH30BATES

B) perucTpanuei nojab30BaTels

I') CO3JJaHHEM YUETHOM 3alKCH M0JIb30BATENS]

9. @aKT MoayYeHUs OXPAHIEMBIX CBEJICHUN 3JI0YMBINIJICHHUKAMH WJIM KOHKYPEHTaMH Ha3bIBACTCSI:
a) yTeUKOn

0) pasriameHuemM

B) B3JIOMOM

9. YMEBIIIIIEHHBIC UITH HCOCTOPOKHEBIC ﬂGfICTBI/ISI C KOH(l)I/I,HeHHI/IaJ'IBHI)IMI/I CBCIACHUAMU, IIPUBCALUINC K
O3HAKOMIJICHUIO ¢ HUMHU JINI, HC JOIMYIICHHBIX K HUM, HAa3bIBACTCA:

a) yTeuKon
0) pasriamieHueM
B) B3JIOMOM

10. BeckOHTpOIBHBIN BBIX0J] KOH(UACHINAIBHOW HHPOPMALIUY 32 MPEIebl OpraHu3aluy Wik Kpyra
JIMLI, KOTOPBIM OHA ObLIA JOBEPEHA, HA3bIBACTCA:

a) yTeUKOn
0) pasriameHuemM

B) B3JIOMOM

Onenka |Iloka3zarenu oneHKH

3 3 - 6 NIpaBWIBHO BHIMIOJIHEHHBIX 33JJaHUI
4 7 - 8 IpaBWJIbLHO BBINOJHEHHBIX 3aJaHUI
5 9 - 10 npaBUIBLHO BBINOJHEHHBIX 3aaHUI
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3aganue Ne2

OTBeTUTH HA BONPOCHI TeCTA.

1. Hapymienue kakoro u3 acrekToB HH()OPMAIIMOHHON O€30MacCHOCTH BJICUET 3a COOOM UCKaXKEHHE
ounmansHOi HHPOPMALIMKU, HATPUMED, TEKCTA 3aKOHA, BBIJIOKEHHOTO Ha cTpaHulie Web-cepBepa Kakoii-
100 MPABUTENBCTBEHHON OpraHu3aIum’?

a) 1OCTYIHOCTh HH(pOpMaLuu

0) uenocTHOCTh MH(pOpMaLUU

B) IIpeI0CTaBlIeHUE HHPOPMAIIH

I') KOH(UIEHIIMAIBHOCTh HH(pOpMALUK

2. Mepsl kakux ypoHeit HE BxoasT B opranusanuio cucteMsl ooecreyeHus: HHPOpMaIOHHOM
0€30MacHOCTH:

a) 3aKOHOJATEJIbHOIO YPOBHS

0) aAMUHUCTPATUBHOTO YPOBHS

B) MPOLIEAYPHOTO YPOBHS

I') IPOrPaMMHO-TEXHUYECKOT'O YPOBHS

1) IPOTpaMMHO-aINapaTHOrO YPOBHS

3. MHoroo6pasue HOpMaTUBHBIX JOKYMEHTOB IPEACTABICHO MEX1yHAPOIHBIMHU, HAIIMOHAIBHBIMH,
OTpacieBBIMH HOPMAaTHUBHBIMH ToKyMeHTaMu. Kakas opranmsanus HE 3aanmaetcs Bompocamu
(bopMHUpOBaHUS 3aKOHOJATEILCTBA B chepe MHPOPMALTMOHHBIX pecypcoB?

a) ISO

6) ITU

B) ANSI

r) NIST

1) NASA

e) SWIFT

x) GISA

4. YMBIIIJICHHbIE WM HEOCTOPOXKHBIE IEHCTBUSA ¢ KOH(UICHIMAIBHBIMU CBEICHUSIMH, IPUBEIIINE K
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03HAKOMJICHHUIO C HUMHU JTUII, HE TOMYIIEHHBIX K HUM, Ha3bIBACTCS:
a) yTeUKon

0) pasriameHuemM

B) B3JIOMOM

5. BO3MO>XHOCTb 3a pueMiIeMOE BpeMsl MOIYYUTh TpeOyeMyro HHPOPMAIIMOHHYIO YCIYTy Ha3bIBaeTCs:
a) TOCTYMHOCThIO HH(GOPMAITIH

0) LEeIOCTHOCTHIO HH(OpMALIUU

B) IIPEA0CTaBICHUEM UH(POPMAIITUH

6. Boripocsl cepTudukauy u IMICH3UPOBAHUS CPEACTB oOecreueHus: MH(HOPMaAIMOHHOW 0€30MMacHOCTH
B Poccum paccmarpuBaer:

a) @enepanbHas Ciryx0a 10 TEXHUYECKOMY U 3KCIIOPTHOMY KoHTpoutto nipu [lpesunenre PO

0) @enepanbHas cayx)06a 6ezonacHocTu Poccuiickoit denepanuu

B) Cny>x0a BHewHel pa3Benku Poccuiickoit @enepanuu

7. ®aKT NOJy4YeHUsI OXPAHAEMbIX CBEJICHUHN 3710yMBIIUICHHUKAMHU UM KOHKYPEHTaMU Ha3bIBAaeTCs:
a) yTeuKon

0) pasriamieHueM

B) B3JIOMOM

Onenka |IloxaszaTenu olieHKH

3 Brmmosmaeno 2 - 3 3aganus
4 Brimonneno 4 -5 3aganuit
5 Brimonneno 6 - 7 3aganuii
3aganue Ne3

OTBeTUTH HA BOIIPOCKHI TECTA.

1. JlelicTBHsI O ONPENENECHUIO KOHKPETHBIX YTPO3 U UX HCTOYHUKOB, IPUHOCSIIMX TOT WJIM UHOM BUJ
yiiep6a Ha3bIBalOTCS:

a) oOHapyKeHUe yrpo3
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0) mpeceueHus 1 JOKaIu3alus yrpo3
B) JIMKBUAALIUS YyTPO3

2. IloreHnmanbHasi BO3MOXKHOCTD OIPEIeNIEHHBIM 00pa30M HApPYIIUTh HH(POPMAITMOHHYIO O€30ITaCHOCTh
—970 ....

a) yrposa
0) aTaka
B) B3JIOM

3. [IpoMexyTOK BpeMEHH OT MOMEHTA, KOT/1a MOSBIISIETCS] BO3MOXHOCTh UCIIOIB30BaTh ClIad0e MECTO, U
710 MOMEHTAa, KOTJ1a Ipo0Oes JIMKBUAUPYETCS, HA3bIBACTCH ...

a) OKHOM 0€30IacCHOCTH

0) OKHOM OMTaCHOCTH

B) CKOJIB3SIIIIUM OKHOM

I') OKHOM yIpO3bI

4. lcTrouHMKaMH yTPO3bl HA3BIBAIOT ...

a) MOTEHIMAJIBHBIX 3710YMBILIUIEHHUKOB

0) KOMIIBIOTEPHBIE BUPYCHI

B) MI00aNBHYIO ceTh IHTEpHET

5. OmubKku MporpaMMHOT0 0OECIeUeHus C TOUKHU 3peHHsI UH(POPMAIIMOHHONW O€30MaCHOCTH SIBJISIFOTCSL:
a) YSA3BUMBIM MECTOM

0) OKHOM OMTaCHOCTH

B) OKHOM 0€30MacHOCTH

') KICTOYHUKOM YT'PO3bI

6. OmKOKY aIMUHUCTPUPOBAHUS CUCTEMBI C TOUKHU 3pEHUSI HHPOPMALIMOHHOM 6€30IaCHOCTH SIBIISIFOTCSL:
a) YSA3BUMBIM MECTOM

0) OKHOM OMTaCHOCTH
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B) OKHOM 0€30MacHOCTH
T') HCTOYHUKOM yTPO3bI

7. OmuOka B MporpaMmMe, BbI3BaBIIask KpaX CUCTEMBI C TOUKHU 3peHHsI HH(POPMALIMOHHOW 6€30MacHOCTH
SIBJIFOTCSL:

a) ysI3BUMBIM MECTOM

0) OKHOM OIIaCHOCTH

B) OKHOM 0€30MacHOCTH

I') MCTOYHUKOM YTPO3bI

8. Artaka Ha pecypc, KOTOpasi BbI3bIBAaCT HapyIllIeHHEe KOPPEKTHON pabOThl MPOTrPaAMMHOTO MIIH
anmapaTHOro 00ecreueH!s, MyTeM CO3JJaHHUsI OTPOMHOTO KOJTMYECTBa (PaIbIIMBBIX 3aIPOCOB HA JOCTYII K
HEKOTOPBIM pecypcaM WM IyTeM CO3/1aHUsI HEOUEBUAHBIX NPENSATCTBUN KOPPEKTHOM paboTte
Ha3bIBACTCS:

a) «Otka3 ot obcmyxkuanus» (Denial of Service - DoS)

0) CpBIB CTEKa

B) BHEJIPEHUE HA KOMITBIOTEP JIECTPYKTHBHBIX MPOTPAMM

I') epexBar nepegaBaeMoii no cetu uHpopmanuu (Sniffing)

n) cirypuHr

€) CKaHUPOBaHUE TTOPTOB

9. Ataka, eJIbI0 KOTOPOH sIBIIsieTCA TpadUK JIOKAIbHON CETH, HA3bIBACTCA:

a) «Otka3 ot obcmyxkuanus» (Denial of Service - DoS)

0) CpBIB CTEKa

B) BHEJIPEHUE HA KOMITBIOTEP JIECTPYKTHBHBIX MPOTPAMM

r) cuu¢uHr (Sniffing)

n) cirypuHr

€) CKaHUPOBaHUE TTOPTOB

10. Ataka, 11e7b10 KOTOPOM SIBJISIIOTCS JIOTHMHBI U TAPOJIU TIOJIB30BaTENEH, aTaka MPOXOAUT IyTEM
MMUTALUY PUTJIALICHUS BXO/a B CUCTEMY WJIM PETUCTPALMU AJIsi pabOThI C MPOrpaMMOM, Ha3bIBAeTCS:
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a) «Otka3 ot obcmyxkuanus» (Denial of Service - DoS)

0) cpbIB CTEKa

B) BHEJIPEHUE HA KOMITBIOTEP JIECTPYKTHBHBIX MPOTPAMM

r) cuu¢uHr (Sniffing)

n) cirypuHr

€) CKaHUPOBaHUE TTOPTOB

11. CereBas aTaka, LI€JIbI0 KOTOPOM ABIISETCS MOUCK OTKPBITHIX TOPTOB pabOTAIOUINX B CETH
KOMIIbIOTEPOB, omnpenenenue tTuna u Bepcun OC u [10, KOHTPOIUPYIOIIEro OTKPBITHINA TOPT,
HCIOJIb3YEMBIX Ha 3TUX KOMITbIOTEPAX, Ha3bIBAETC:

a) «Otka3 ot obcmyxkuanus» (Denial of Service - DoS)

0) CpBIB CTEKa

B) BHEJIPEHUE HA KOMITBIOTEP JIECTPYKTHBHBIX MPOTPAMM

r) cuu¢uHr (Sniffing)

n) cirypuHr

€) CKaHHPOBAHUE TTOPTOB

Onenka |Iloka3zarenu oneHKH

3 Brimonneno 5 - 6 3amanuit

4 Bremonuaeno 7 - 9 3amanui

5 Brmmonneno 10 - 11 3amanuii

Texkymmii KOHTPOJIb Ne2

®opma koHTpoJs: [TnceMenHslit onpoc (Onpoc)
OnucaresabHas yacTh: [IpoBepounas padora
3aganue Nel

[IpuBeauTEe OCHOBHBIE METO/IBI 3ALUTHI HH(OPMALIMOHHON 0€301MacCHOCTH B pa3HbIX HH(OPMAIIMOHHBIX
IIPOCTPAHCTBAX.

Onenka |Ilokaszarenu oueHKH
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3 [lepeuncneno He MeHee ABYX METOJOB 3alUThl MH()OPMAIIMOHHON 0€30IaCHOCTH B Pa3HBIX
MH(OPMALIMOHHBIX POCTPAHCTBAX:

1. Opranu3anroOHHO-PACTIOPSAIUTENbHAS 3alIuTa HH)OPMAIUH.

2. MmxeHepHas 3aliuTa U TEXHUYECKask OXpaHa 00beKTOB HH(pOpMaTH3ALINH.

3. 3ammra nHPOPMAIIUHN OT YTEUKHU 0 TEXHHUECKUM KaHaJIaM.

4. O6Hapy eHUe 1 HEUTpaIn3alus CPeCTB TEXHUUECKON Pa3BEeIKH.

5. 3amuTa KOMIIBIOTEPHOW HHPOPMALIUU H KOMIIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX
IpOrpamm.

6. CeMaHTHYECKOE COKPBITUE HHPOPMAIIHIH.

4 [lepeuncieHo He MEHEE YETHIPEX METOOB 3aIIUThI HH()OPMAIIMOHHON OE30MaCHOCTH B
pa3HbIX HPOPMAIIMOHHBIX MPOCTPAHCTBAX:

1. Opranu3anoHHO-PACTIOPSAIUTENBHAS 3alIUTa HH)OPMAIUH.

2. MmxenepHas 3aliuTa U TEXHUYECKask OXpaHa 00beKTOB HH(OpMaTH3ALINH.

3. 3ammra nHPOPMAITUHN OT YTEUKHU 0 TEXHHUECKUM KaHaJaM.

4. O6Hapy eHUe U HEUTpaIn3alus CPeCTB TEXHUUECKON Pa3BEeIKH.

5. 3amuTa KOMIIBIOTEPHOW HHPOPMALIUU ¥ KOMIIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX
IIpOrpamm.

6. CeMaHTUYECKOE COKPBITUE HHPOPMAIIHIH.

5 [lepeuncneno He MeHee MATH METOJIOB 3aLUThI HH(POPMALIMOHHON 0€30MacCHOCTH B pa3HbIX
MH(OPMALIMOHHBIX POCTPAHCTBAX:

1. Opranu3anroHHO-PACTIOPSAIUTENBHAS 3alIUTa HH)OPMAIUH.

2. MmxeHepHas 3aliuTa U TEXHUYECKask OXpaHa 00beKTOB HH(pOpMaTH3ALINH.

3. 3ammra HHPOPMAIIUHN OT YTEUKHU 0 TEXHHUECKUM KaHaJIaM.

4. O6HapyKeHUe 1 HEUTpaIn3alus CpeCTB TEXHUUECKON Pa3BEeIKH.

5. 3amuTa KOMIIBIOTEPHOW HHPOPMALIUU ¥ KOMIIBIOTEPHBIX CUCTEM OT BPEIOHOCHBIX
IpOrpamm.

6. CeMaHTHYECKOE COKPBITUE HHPOPMAIIHIH.

Saganue No2

JlaiiTe onpeenieHre CIeyoIUM TEPMUHAM:
1) co6cTBeHHUK MHPOPMALINY;

2) Brajaener nHGOpMaIliu;

3) monb30BaTeb;

4) rpud CEKpEeTHOCTH;

5) nezundpopmanus;

6) JIereHIMpPOBAHNE;

AN
/') RJIULDUI .

ueHka |lIlokazarenu olieHKH
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I[aHBI HEC MCHEC ICCTH OHpeIleJ'IeHI/II\/'I.

1) CoOGcTBeHHUK HHPOPMALIUU - CYOBEKT, B IOJTHOM 00bEeME pean3yoInii MOJTHOMOYHS
BJIQ/ICHUS, TIOJIb30BaHUS, PACIIOPSHKEHUS HHPOpPMAIel B COOTBETCTBUHU C
3aKOHOJATEIbHBIMHU aKTaMHU.

2) Bnapenen nndopmanuu - CcyObeKT, OCYIIECTBISIONINMA BJIaJICHUE U TTOJIH30BAHUE
uHbopManue 1 peaau3yoNuil MOJIHOMOYHUS PAaCIOPSDKEHUS B MpeieNax Mpas,
YCTaHOBJICHHBIX 3aKOHOM W/WJIM COOCTBEHHUKOM MH(pOpMaIUH.

3) ITonp30Barens - IMLIO WIK OpraHU3aLMsl, KOTOPOE UCIIONIb3YET ACUCTBYIOLIYI0 CHCTEMY
JUTSL BBITTOJTHEHHSI KOHKPETHOM (DyHKITHH.

4) rpud CEeKpEeTHOCTH - TOKA3aTellb CTEIIEHH CEKPETHOCTU TOKYMEHTOB, U3/JaHUH,
crienu3aenui u pador.

CreneHb CEKpeTHOCTH onpenensercs rpudamu "ocodboit BaxKHOCTH", ""COBEPILIEHHOCEKPETHO",
"cexpeTHO", "mMs CiIy’)keOHOTO MOTh30BaHUS".

5) Ae3undopmanus - 3aBe10MO JIOKHAsE HHDOpMaIWs, TPeA0CTaBIsIeMas TPOTUBHUKY WIIH
JIeIOBOMY MapTHepy Ui 6osee 3 PeKTUBHOTO BeleHUs 00EBbIX AEUCTBUI, COTPYAHUYECTBA,
MIPOBEPKHU Ha YTE€UKY UH(OpPMALMK U HANPaBJIEHUE €€ YTEUKH, BbISIBJICHUE MOTEHIIUAIbHBIX
KJIMEHTOB YEPHOT'O PHIHKA.

6) JlerenaupoBaHue - cCoco0 3alUThl HHOOPMALIUK OT TEXHUUYECKUX Pa3BeloK,
IIpelyCMaTpUBAIOINI IPEJHAMEPEHHOE PACIIPOCTPAHEHUE U NTOAIEPIKAHNE JIOKHON
nHpopManuu 0 GyHKIUOHATHFHOM MpPeTHA3HAYCHUH 00HEKTA 3aIIUTHI.

7) Knesera - TO €cTh paclpoCTpaHEHHUE 3aBEIOMO JIOKHBIX CBEICHUMN, IOPOYAIUX YECTh U
JIOCTOMHCTBO JPYTOTO JIWIIA UK TIoAphIBatomux ero pemyranuto. YK PO, Crates 128.1.
Knesera (BBenena denepanbubiM 3akoHOM OT 28.07.2012 N 141-D3).

JlaHbI HE MEHEE MATH ONPEICTICHHIA.

I[aHBI HC MCHCC TPEX OHpC,Z[CJ'ICHI/If/’I.

Texkymmii KOHTPOJIb Ne3

®opma kouTpoasi: MuauBuayansHbie 3aganus (Ompoc)
OnucarenbHas yacth: [[ucbMEHHOE HHAMBUYATIbHOE 3a1aHUE
3agpanme Nel

Jlist BBIOpaHHOTO 0OBEKTA 3alUThI HH(POPMAIIMK POBECTH aHAIN3 3AIIUIIIEHHOCTH 110 CIEAYIOIINM

paznenam:

1) BugsBI yrpos;

2) XapakTep NPOUCXOXKJIEHHS yTPO3;

3) KJIaCChbl KaHaJIOB HECAHKITUOHUPOBAHHOT'O ITOJIYUCHUA I/IH(I)OpMaI_II/II/I;
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4) ICTOYHUKH TIOSIBIICHUS YTPO3;

5) npuYMHBI HAPYIIEHUS LEI0CTHOCTH HH(POpPMAIUK.

Obvexm 3auumul uHgopmayuu:

1) OIMHOYHO CTOSIINI KOMIIBIOTEP B OyXraiaTepuu;

2) cepBep B Oyxraiatepuu;

3) mMo4TOBBIN CEpBED;

4) Beb-cepBep;

5) KOMIIBIOTEPHAS CETh MaTePUATBHON TPYIIITHI;

6) ogHOpaHTOBas JIOKAJIbHASI CeTh 0e3 BeixoAa B MIHTEepHET;
7) onHOpaHTOBasl JOKaJIbHAsA CETh C BBIXOJ0M B MIHTEpHET;
8) ceTh ¢ BBIICIICHHBIM cepBepoM 0e3 Beixoaa B IHTEepHET;
9) ceTh ¢ BbIACIEHHBIM CEPBEPOM C BbIxoJa B MHTEepHET;

10) Tenedonnas 6a3a gaHHBIX (comeprkaliast ¥ THPOPMAIIMIO OTPAHUYCHHOTO MOJIB30BaHMS) B TBEPAOH
KOITUU M Ha AJIEKTPOHHBIX HOCUTEIISX;

11) reneonnas cerp;

12) cpeactBa TenekoMMyHUKaMK (paguorenedoHbl, MOOMIIbHBIE TeJIe(OHBI);

13) 6ankoBcKHe onepanuy (BHECEHHE JICHET Ha CUET U CHATHUE);

14) onepanuu ¢ 6aHKOBCKUMHU TJIACTUKOBBIMH KapTOUKAMH;

15) xommbrOTEp, XpaHAIIHA KOHDUICHITNATEHYIO HHPOPMAIUIO O COTPYAHUKAX TMPEINPHUITHS,
16) xoMmbIOTEP, XpaHSIINIA KOH(DUICHIINATBEHYIO HHPOPMAIUIO O pa3paboTKax MpearnpusaTHs;

17) MaTepuaisl Juis Ci1y>keOHOTO MOJIb30BaHUS HAa TBEP/BbIX HOCUTEINAX U Ha 3JIEKTPOHHBIX HOCUTEISAX B
MIPOU3BO/ICTBE;

18) maTepuasl 11 CITy>k€OHOTO TTOJTH30BAHUS HAa TBEPBIX HOCUTEISIX U HA DJIEKTPOHHBIX HOCUTETISAX HA
3aKpBITOM IIPEAIIPUATHH;

19) MaTCpHraJibl AJI C.TIy>KC6HOl"0 NIOJIb30BAaHHA HAa TBEPABIX HOCUTCIIAAX B APXUBE;
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20) MaTepuaibl JyIsl CITyKEOHOTO MOJIB30BAHMS HA TBEPIBIX HOCUTENSX M HA DJICKTPOHHBIX HOCUTEIISAX B
HAJIOTOBOM MHCIIEKLINH;

21) KoMHaTa JJis IepEeroBOPOB IO CAEIKAaM Ha OXPaHsAEeMOU TEPPUTOPHH;
22) KOMHaTa JJisl IepEeroBOPOB IO CAEIKAaM Ha HEOXPaHIEeMOH TEPPUTOPHH;

23) cBeneHus U1 CPEACTB MacCOBOM MH(POPMALINK, LIEH3ypa HA PA3IMYHBIX HOCUTEISX HHPOPMALIUU
(TBepnas xonusl, (poTorpaduu, MEKTPOHHbIE HOCUTENHU U JP.);

24) cyneOHble MaTepHaibl (TBEpAast KOMHS M Ha SJIEKTPOHHBIX HOCUTEIISX );

25) nacnoptHbiii cron POBJ/I (TBepas Konusi M Ha SIEKTPOHHBIX HOCUTEIISX).

Onenka |Ilokaszarenu oneHKH

5 [IpoBeneH aHanu3 3alIMIIICHOCTH HE MEHEE YeM IO YEThIPEM pa3JieaMm.
4 [IpoBeneH aHaIN3 3AMMUIIICHHOCTH HE MEHEE YeM I10 TPEM pa3JieiaMm.

3 [IpoBeneH aHanu3 3alIMIIICHHOCTH HE MEHEE YeM IO IBYM pasJieiam.
3aganue Ne2

OTBeTHUTH HA BONPOCHI TECTA.

1. K xakoit pa3HOBHTHOCTH MOJICJICH YIIPaBICHHsI JOCTYIIOM OTHOCHTCS Mojieb bemna-Jlallanysipi?
a) MOJIeJb AUCKPELIMOHHOTO JJOCTYTIA;

0) MOJIeTThb MAaHIaTHOTO JTOCTYTIA;

B) poJsieBasi MOJIEIb.

2. K kakuM Mepam 3aiuThl OTHOCUTCS MOJUTHKA 0€30MacHOCTH?

a) K aJIMUHUCTPATHBHBIM;

0) K 3aKOHOJaTCIIbHBIM;

B) K MPOTPAMMHO-TEXHUYECKUM;

T') K IPOLICTyPHBIM.

3. B kakoMm U3 mpeAcTaBIeHUu MaTPUIlBI JOCTya HanboJee MPOCTO ONPEAETUTh MOIb30BaTENEH,
MMEIOIINX JOCTYII K ONpeeiecHHOMY (hainy?

a) ACL;
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0) CIUCKU OJTHOMOYHM CyOBEKTOB;
B) aTpUOYTHBIE CXEMBI.

4. Kak Ha3pIBaeTcsi CBOMCTBO MH(OpMALIMY, O3HAYAIOIEE OTCYTCTBHE HEITPABOMOYHBIX, U HE
IIPEyCMOTPEHHBIX €€ BIaJEIbLEM U3MEHEHUI?

a) LIEJIOCTHOCTb;

0) anemuMpyeMoCTh;

B) IOCTYIHOCTb;

T') KOH(UIEHIINATEHOCTD;

1) ayTEHTUYHOCTb.

5. K OCHOBHBIM IIpUHIUIAM OCTpOEHHsI cucTeMbl 3auThl AVC oTHOCATCA:

a) OTKPBITOCTB;

0) B3aMMO3aMEHAEMOCTb IOACUCTEM 3aLUTHI;

B) MUHUMU3AIMs IPUBUIIETUH;

I') KOMIUICKCHOCTb;

1) IPOCTOTA.

6. Kakue u3 cinenyromux BbICKa3bIBaHUHM 0 Mozienu ynpasieHus goctynoM RBAC crpaBemiuBbl?
a) C KQXJIbIM CyObEKTOM (II0JIH30BATEIEM) MOXKET ObITh ACCOLMUPOBAHO HECKOJIBKO POJIEH;

0) poJsin yIopsiZI0YEHbI B HEPAPXUIO;

B) C K&XJbIM 0OBEKTOM JOCTYIa ACCOLIMUPOBAHO HECKOJIBKO POJIEH ;

I') AU KQKJI0U Naphl «CyOBbeKT-00bEKT» Ha3HaueH HA0Op BO3MOXKHBIX Pa3peIIeHU.

7. ucneryep pocryma...

a) ... UCTIONb3YyeT 0a3y JaHHbBIX 3aIIUTHI, B KOTOPOM XpaHATCS MIpaBUila pa3rpaHUYCHUs JOCTYIIA;
0) ... HCTIOJIB3YET aTPUOYTHBIE CXEMBI JIJIs IPEICTaBICHUS] MATPULIBI IOCTYTIA; B) ... BBICTYMAET
MIOCPEHUKOM TP BCeX 00pallleHUsIX CyObEKTOB K 00bEKTaM; T) ... PUKCUPYET HHPOPMALHIIO O
MIOTIBITKAX JIOCTYNA B CUCTEMHOM JKypHAJIE;

8. Kakue npenmnosnoxeHus BKIOYaeT HeopMaabHas MOJENb HAPYIIUTES?
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a) 0 BO3MOXKHOCTSIX HapyIITUTEIS;

6) O KaTeropudx JInl, K KOTOPbIM MOXET IMPUHAAJICIKATh HAPYIINUTECIIb,

B) O MIPUBBIYKAX HAPYILIUTEIS;

T) O IPEABIAYIINX aTaKax, OCYIICCTBICHHBIX HAPYIIUTEIICM;

1) 00 ypOBHE 3HAHUI HAPYITUTEIS.

9. Urto mpeacraBisieT co0oil 1okTpruHa nHDOpMaIMoHHOM Oe3omacHocTu PD?

a) HOPMaTHUBHO-ITPABOBOM aKT, YCTAHABJIMBAIOIINN OTBETCTBEHHOCTH 3a MPABOHAPYIIICHUS B cepe
nHGOPMAIMOHHOH 0€30MacHOCTH;

0) (henepanbHBIN 3aKOH, PETYIUPYIOLINI MPABOOTHOIIEHUS B 001acTH HH(GOPMALIMOHHON 0€30MacCHOCTH;

B) IIeJIeBast MPOTrpaMMa Pa3BUTHUSL CUCTEMbI HHPOpMaIMOHHOM Oe3onacHocTu PO, mpeacrapnstomas
c000# MoCIIeTI0BaTEILHOCTD CTAIMHA M 3TATIOB;

T') COBOKYITHOCTh O(HUITMATBHBIX B3IJISAIOB Ha 11€JIH, 3aJa4H, PUHIIAIIEI 1 OCHOBHBIE HAIIPaBICHUS
obecneuenus nHpopmannoHHou 6e3omacHocT Poccuiickoit deneparuu.

10. K xakoMy Buay Mep 3aiuTsl UHGOPMAIIUU OTHOCUTCS YTBEPKACHHAS MTporpaMMa paboT B 001acTu
0Oe3o0macHOCTH?

a) MOJIUTUKA O€30ITaCHOCTH BEPXHETO YPOBHS;

0) moMuTHKa O€30MaCHOCTH CPETHETO YPOBHS;

B) TMOJIUTHKA 0€30IIaCHOCTH HIDKHETO YPOBHS;

T') IPUHIUIT MUHAMH3AIUN TIPUBUIICTHIA;

1) 3alIuTa MOoAIEepKUBAtOIIed HHPPACTPYKTYPHI.

11. Kakue u3 nepeunciaeHHbIX HUKE YIpo3 OTHOCSTCS K Kiaccy MpeIHaMepeHHBIX ?
a) 3apakeHNe KOMIBIOTEpa BUPYCaMHU;

0) pusnueckoe pa3pyiieHue CUCTEMBI B PE3yJIbTaTe MOXKapa;

B) OTKIIIOYCHHUE WJIN BBIBOA U3 CTPOS IMIOACUCTEM obecrneueHus q)YHKHI/IOHI/IpOBaHI/ISI BBIYHCIINTCIBHBIX
CHUCTEM (BJIeKTpOHI/ITaHI/IH, OXJTaXICHUA 1 BCHTHUJIALINU, JIMHUM CBSI3U U T.H.);

F) MPOCKTUPOBAHUC APXUTCKTYPbI CUCTEMbI, TCXHOJIOTUH 06pa6OTI(I/I JaHHbIX, pa3pa60TI<a IMPUKIIAIHBIX
nmporpamm, € BO3BMOXKHOCTAMU, IMPECACTABIAIOIIUMHA OITIACHOCTDL JJIA pa6OTOCHOCO6HOCTI/I CHCTEMBI U

6e30macHOCTH HHPOPMALIHH;
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1) YTEHHE OCTATOYHON MH(POPMAIMHU U3 ONEPATUBHON MaMITH U C BHEIIHUX 3alIOMHHAIOIIUX YCTPONCTB;

€) BCKpbITHE MHU(POB KPUIITO3AIIMUTH HHPOPMAITHH.

Onenka |Iloka3zarenu oneHKH

3 Bremonneno 3-6 3agaHui.

4 Bremonueno 7-9 3amaHui.

5 Bremonneno 10-11 3amanuii.
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