MunucTepcTBO 00pazoBanusi UpkyTckoi odsacTu
I'BIIOYHO «Hpxymckuti asuayuoHHbIl MEeXHUKYM»

Yr1Bepxkaaro
SamMonupeKTopa
f 7 —XKopobkoBa E.A.

«31» affycra 2025 .

KAJIEHI[APHO-TEMATI/I‘IECKI/H?I IIVIAH
Ha 2025 - 2026 y4eOHbIN roj

CriennanbHOCTH 09.02.07 UuopManmOHHbIE CHCTEMbI M IPOrpAMMHPOBAHHUE
HanmenoBanmue M/IK.09.03 OGecneuenne 6€30naCHOCTH BEO-TIPUIIOKESHUN

Kypc u rpynna 3 kypc BEB-23-2

Cemectp 5

[Ipenonasatens (OHO) bonoes Jlannun AnexkcanapoBud

PaGora oOydaromuxcst BO B3aMMOJICHCTBHUH € TTPErogaBaTesieM 118 qac

B ToM uucie:

TEOPETUYECKUE 3aAHATUSL 44 qac
nabopaTtopHbie pabOThI 0 qac
MIPAaKTUYECKUE 3aHATHS 60 qac
KYpCOBO€ IIPOEKTUPOBAHUE 0 qac
KOHCYJIbTAl[U! 0 yac
CamocTosiTenpHas paboTa 2 qac
[Tposepuin Oununmnosa T.®.  31.08.2025
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Bun sansatus

HammenoBanwue paznenos, tem, CPC

Kon-Bo Jlomalnee 3aganue

Pazoen 1. Obecneuenue 6e3onacHocmu 6ed-npunoiceHuil

Tema 1.1. Texnonozuu obecneuenue 6e30nacHoOCmu 6€0-nPUIOIHCEHUT

1-2 Teopus Beeznenue B obecrniedenue 6€30macHOCTH BEO- 2
npunoxeHuii. OCHOBHBIE OHATUS.
3-4 Teopust Lenu u 3amauun odecrieueHust MHGOpMALMOHHOI 2
0€3011acCHOCTH ISl Pa3INIHBIX 00HEKTOB.
5-6 TeopHus OCHOBHBIE TIPHHIUITEI TOCTPOSHHS O€30MaCHBIX 2 IosTopuTs KOHCHEKT "Llenu u 3agaun
caifTos. obecnieueHnst ”HPOPMATMOHHON
0€30I1aCHOCTH ISl PA3IMYHBIX
00BbeKTOB."
7-8 Teopust OCHOBHBIE TIPHHIUITEI TOCTPOSHHST O€30MaCHBIX 2
caiToB.
9-10 Teopust [MTonsiTre Ge30MacHOCTH NPUIIOKEHUH U 2 CocraButh Tabnuiy "kiaaccudukanys
KJIacCH()UKAIUS ONIACHOCTEH. onacHocTei".
11-12 Teopus [MonsiTre Ge30MacHOCTH NPUIIOKEHUH U 2
KJIacCH(HKaIHS OTTaCHOCTEH.
13-14 Teopus [MonsiTre Ge30MacHOCTH NPUIIOKECHUH U 2
KJIacCH(UKAIHS OITaCHOCTEH.
15-16 TeopHus Hcrounuku yrpo3 nadopmannoHHoH 2 [IpuBectu npuMeps! Mep 1o
6€301IacHOCTH B MEPHI 110 UX HPEIOTBPAIICHHIO. TIPEAOTBPALICHHUIO YTPO3
nH(OPMaIMOHHON 6E30IaCHOCTH.
17-18 TEopus WcTtournku yrpo3 nHGpOpMaIMOHHON 2
0€301I1acCHOCTH ¥ MEPHI 110 UX IPENOTBPAIICHHIO.
19-20 Teopus Hcrounuku yrpo3 undopmMannoHHoit 2
0€301TacCHOCTH M MEPHI 110 UX TPEIOTBPAIIECHHIO.
21-22 | Camocrosrens | MnpopmarmonHas 6€301acHOCTb. 2
Has paboTa
23-24 | mpakTmueckoe |Co3maHue u padora ¢ 3amu(poBaHHBIMU 2
3aHATHE XPaHWINILAMH.
25-26 | mpakTmueckoe |Co3maHue u padora ¢ 3amu(poBaHHEIMU 2
3aHATHE XpaHWIUILAMH.
27-28 | mpakTmueckoe |Co3maHue u pabdora ¢ 3amu(poBaHHBIMU 2
3aHATHE XpaHITUIIAMH.
29-30 | mpaxTmaeckoe |COop nHbOpMAHU O Web-TIPHITOKEHIH. 2
3aHATHE
31-32 | mpaktuyeckoe |CO60p HHPOPMALINT O Web-TIPHIIOKESHHN. 2
3aHATHE
33-34 | mpaktuyeckoe |CO60p HHPOPMALINN O Web-IIPHIIOKESHHN. 2
3aHATHE
35-36 TEopus PermameHTHI 1 METOIIBI Pa3pabOTKH O€30IMaCHBIX 2
BEO-TIPUIIOKEHUIA.
37-38 TeopHUs PermamMeHTBI 1 METOIBI pa3paboOTKK OE30MMaCHBIX 2 OnucaTh OCHOBHBIE OIUOKH TPH
BEO-TIPUIIOKECHUH. pa3paboTke BeO-ITPUIIOKEHUH.
39-40 Teopus PermaMeHThI 1 METOIBI pa3paboOTKK OE30MMaCHBIX 2
BEO-TIPUIIOKECHUI.
41-42 Teopus besonacHas ayreHTH(UKALNS U aBTOPU3ALINSL. 2
43-44 Teopus besonacuas ayreHTH(UKALNS U aBTOPHU3ALIUSI. 2
45-46 Teopust besonacuas ayreHTH(UKALNS U aBTOPU3ALIUSL. 2
47-48 | npaktnueckoe | Co3znaHue U UCHIONB30BaHUH CEPTH(OUKATOB 2
3aHsATHE JIEKTPOHHOH LU(PPOBOI OAITUCH.
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49-50 | mpakTnueckoe |CoznaHue W UCHONB30BaHUH CEPTH(HUKATOB
3aHATHE ANEeKTPOHHOHN M (POBOIT MOATTHCH.
51-52 | mpaktudeckoe | Co3maHue ¥ UCIIOJIb30BAHUH CEPTU(PHUKATOB
3aHsATHE 9JIEKTPOHHOH LU(PPOBOI TOAITUCH.
53-54 | mpaktuueckoe | TecTupoBaHUe 3aIIUIIEHHOCTH MEXaHU3Ma
3aHATHE YOPaBJICHUS TOCTYIIOM H CECCHIMHU.
55-56 | mpakTuueckoe | TecTupoBaHHUE 3aIIULIEHHOCTH MEXaHU3MA
3aHSATHE YHpaBJICHUA JOCTYIIOM U CECCUAMMU.
57-58 | mpaktudeckoe | TecTupoBaHUe 3aIMUIIEHHOCTH MEXaHU3Ma
3aHATHE YIPaBICHUS TOCTYIIOM U CECCHSIMH.
59-60 | mpakTuueckoe | TecTupoBaHHUEe 3aIIULIIEHHOCTH MEXaHU3Ma
3aHATHE YIpaBJICHUS TOCTYIIOM H CECCHSIMHU.
61-62 TEopus [oBrIIeHNe MpUBHIIETHI U 00 [ToBTOpHTH KOHCHIEKT "be3omacHas
OTKa30yCTOMYUBOCTb CUCTEMBI. ayTeHTH()UKAIUS U aBTOpH3aIusL."
63-64 TEopus [oBrIIeHNe IPUBHUIIETHI 1 00IIAs
OTKa30yCTOMYUBOCTb CUCTEMBI.
65-66 TEeOpHUs [ToBbImeHNe MPUBHUIIETHIA 1 0OTIIAsT
0TKa30yCTOHYHBOCTH CUCTEMBI.
67-68 | mpakTrdeckoe | TecTmpoBaHuMe Ha yCTOMYMBOCTH K aTaKkaM
3aHsATHE OTKa3a B 00CITy)KMBaHHH.
69-70 | mpaxtuyeckoe |TecTpoBaHHE Ha yCTOWIMBOCTH K aTaKkaM
3aHsATHE 0TKaza B 00CITy)KMBaHHH.
71-72 | mpaxtuyeckoe | TecTpoBaHHE Ha YyCTOWIMBOCTH K aTaKaM
3aHsATHE OTKaza B 00CITy)KBaHHH.
73-74 | mpaxtuyeckoe | TecTupoBaHUE Ha yCTOWIUBOCTH K aTaKaM
3aHATHE 0TKaza B 00CITyKMBaHHH.
75-76 TeopHus IIpoBepka KOPPEKTHOCTH NaHHBIX, BBOAUMBIX
II0JIb30BaTENIEM.
77-78 Teopust [Ty6nmukanus nzo0paxeHui u daitnos.
79-80 TEopus Mertons! mmudposannsa. SQL- napexmm. XSS-
HHBCKIIUHU.
81-82 | mpaktrueckoe |Ilonck ysa3BumocTelt k aTakam XSS.
3aHsATHE
83-84 | mpaxtrueckoe |Ilonck ysa3BumocTeit k aTakam XSS.
3aHATHE
85-86 | mpaxtrueckoe |Ilonck ysa3BumocTeit k aTakam XSS.
3aHATHE
87-88 | mpaxtrueckoe |Ilonck ysa3Bumocteit k aTakam XSS.
3aHATHE
89-90 | mpaxtrueckoe |Ilouck ysa3BumocTeit k aTakam XSS.
3aHATHE
91-92 | mpaktuueckoe |[louck yszBumocreii k arakam SQL-injection.
3aHATHE
93-94 | mpaktuyeckoe |Ilouck ys3Bumoctedt k arakam SQL-injection.
3aHATHE
95-96 | mpaktuueckoe |[lonck yszBumocreii k arakam SQL-injection.
3aHATHE
97-98 | mpaktuyeckoe |Ilouck ys3Bumoctei k arakam SQL-injection.
3aHATHE
99-10 | mpaxTuueckoe |IIpoBepka 3aIUIIEHHOCTH MEXaHU3MA
0 3aHATHE YIPaBJICHUS TOCTYIIOM H CECCHSIMHU.
101-1 | mpaxtnueckoe |IIpoBepka 3aIUIIEHHOCTH MEXaHU3MA
02 3aHATHE YIpaBJICHUS TOCTYIIOM H CECCHSIMHU.
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103-1 | mpaktuueckoe |IIpoBepka 3alUIIEHHOCTH MEXaHU3Ma 2
04 3aHATHE YOPaBJICHUS TOCTYIIOM H CECCHIMHU.

105-1 | mpaktrdeckoe |VI3MeHeHUE MPUBHIIETHI JOCTYIIA K (aiimam 2
06 3aHATHE XOCTHHTA.

107-1 | xorcyneTanms | OCHOBHBIE METOJIBI TIOTYICHHUS HH()OPMAITIH O 2
08 BEO-TPUIIOKEHU T

109-1 | xorcynpTanus | OCHOBHBIE CPEICTBA U METOIBI PEeaH3ain 2
10 YIpo3 i BeO-IIPUI0KESHUS

111-1 | xorcympTamms | OCHOBHBIE CPENICTBA U METOABI HEHTpaIN3aIlui 2
12 YIpo3 Juist BeO-TIPHI0KEHHs

Pazoen 2. Ilpomescymounan ammecmayus

Tema 2.1. Ilpomestcymounan ammecmayus

113-1 IIpomesxyTouHas arTecTanus 6

15 Bcero: 118
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