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Bun sansatus

HammenoBanwue paznenos, tem, CPC

Koi-Bo

JlomarnHee 3aianue

Pazoen 1. Bazoevie npunyunst nocmpoenus cemeii, mooeav OSI

Tema 1.1. Bazoevie nonamus cemesvix MmexHo02Ul

1 Teopus 3HaKOMCTBO, BBeZicHHE. THIILI CETEH, 1 OTIPEICNIUTh CMBICH TIOHATHS ""MO/IENH
KJaccu(UKaIys ceTeif, KOMIOHEHTHI CETH, CEeTEeBOT0 B3aUMOJICHCTBHS", pa300paTbest
Monenu ceTeBOro BzauMoieicTBusi. Moienb B cTpykType Momenu OSI
OSI, yposau moaenu OSI, KoHIIENINS YPOBHEH,
crek nporokoioB TCP\IP.
2-3 TeopHus ®usnueckuil yposens Mojenu OSI. Kanansl 2 3aKkpenuTh NOHUMaHNE IPUHIUIIOB
CBSI3H, XapaKTEPUCTUKHU KaHaja CBS3H, paboTHI PU3HMUECKOTO YPOBHSI MOJEIH
COBMECTHOE UCTIONIb30BaHUE CPeJIbl TIEpeIauH, OS],
KOJIMPOBaHNE CUTHAIIOB, CTAHAAPTHI Kabesei,
BuTas mapa, BOJIC, 6ecripoBogHast cpena
nepeaavn
4-5 Teopus KanansHsiii yposens mozenu OSI. /Isa 2 Omnpenenuts i ce0sl pa3HULYY MEXKIY
OIypOBHS KaHanbHOTO ypoBHa, MAC-azapec, MEPBBIM U BTOPBIM ypoBHEM Mozenu OSI,
CETEeBOH amanTep, TEXHOJIOTHH JIOKAITBHBIX 0a30BbIe TOHATHS, TPUHITUIT JEHCTBUS
cereil. Kommyrtupyemas cets Ethernet. BTOPOTO YPOBHS
6-7 Teopus Anpecanus cereBoro ypoBHs. CeTeBoi 2 Pazo0patbcst ¢ mormuecko aapecaruei
ypoBeHb, poTtokon IP Bepcus 4, popmar TpeTbero ypoBHs moaenu OSITIonsaTs
nakera, nouarue IP-anpecauuu, crpykrypa IP- npuHIun pabotsl IP-anpecos v4 u
ajpeca, 4acTHble U myonnuHble [P-anpeca, VOYSICHUTh pa3HUIly MEXAY YaCTHBIMU U
cnenmanbhbIe [P-anpeca, moaceTn, crmocoOb myOmmuneiME [Pv4 anpecamu, criocoOs
koHuryparmu aapeca [IPv4, nmporoxon IP (hopMmupoBaHwMsI TOACETEH
Bepcust 6, popmat nakera [IPv6, crpykrypa
anpeca [Pv6, tTunsl anpecos IPv6, rmodanpHbIC 1
nokanbHble anpeca [Pv6. ITporokon ARP, ICMP
vA\v6
8-9 Teopus Mapuipytuzanus. [Ipotokonsr RIP u OSPF 2 MOHUMATh PUHIUI IEHCTBUS
MapIIpyTH3AHH, TPOTOKOIOB
mapmpytuzanuu RIP u OSPF
10 TEopus Tomomoruu ceTn, cereBoe 000pyI0BaHNE, 1 [ToHMMAaTh IPUHIUTIBI TONOJIOTHYECKIE
JTOMEH KOJUIN3WUH, MOCT, KOMMYTAaTOp, TOYKa MIPUCHITUITBI TIOCTPOSHUS TOTIOJIOTHH,
JIOCTyTIa, MapIIPyTH3aTOp, YIIPAaBICHHUE paboTy CeTeBBIX YCTPOHCTB
CETEBBIMH YCTPOHCTBAMU
11-12 Teopus Anpecarus nmpotokosioB UDP u TCP. Ilporokon 2 MTOHUMATh TIPUHIUTIBI paOOTHI
UDP. IIportoxox TCP. npotokonoB UDP u TCP
13-14 TEopus DHCPv4, DNS 2 TTOHUMATh TIPUHITUTIB PAaOOTHI
npotokosnioB DHCP u DNS
15-16 TEopus NAT. IIpennoceutku cozgaaus NAT, mpuHImn 2 0053aTeNBHO MPOpENIaTh J0Ma Bee
neiictBus NAT, ocHoBHBIE THIIBEI NAT, MIpUMeEpHI U3 NTPEe3eHTaIH | TOHUMATh
¢ynkun NAT, Henoctatku NAT npuHoun paborst NAT
17 TeOpHus Crnenyromue yposau mogenu OSI. UerBepTsiii 1 TIPOYUTATH KOHCIIEKT
YPOBEHb, IISIThI YPOBEHB, LUECTON U CEIBMOI
ypoBHH, posib Mojaenu OSI npu moctTpoeHUH
cereit
Tema 1.2. Opzanu3ayusn cemegulx MexHoA02UTl
18-19 Teopus KonnenTtparop, KoMMyTaTop, MapIpyTH3aToOP. 2 3HaTh pa3HUILy MEKIY aKTUBHBIM U
AKTHBHOE ceTeBOE 000py/JOBaHHE. MTaCCUBHBIM CETEBBIM 000pYIOBaHUEM,
ITOHUMATh TIPUHIUTIBI PAOOTHI
KOMMYTaTOpa, KOHIIEHTPaTopa 1
MaplIpyTH3aTopa
20 Teopus [Iporokon STP 1 [TornMaTh MPUHITUT paOOTHI IPOTOKOJIA
STP u 3HaTh OCHOBHBIE KOMaH]Ibl 3TOTO
MIPOTOKOJIA
21-22 Teopus BecnipoBonubie cetn. AuteHHbl. WiFi OCHOBHEI 2 [Tonumats mpuHIKT paboTHI
ycTpolicTBa B ceTH, [IpeoOpa3oBaHme eaHHUIL 0ecCIIpOBOTHBIX CeTer
HU3MEpEeHUs
23 Teopus BecripoBoHbie ceTn. AyTeHTH(PHUKATINS. 1 N3yuaTh npe3eHTanuio
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Pazoen 2. CneyuanvHole npomoxo/ibl KOMRbIOMEPHDBIX cemeil

Tema 2.1. Ilpomoxkonsl cea3u

24-25 Teopus IIporoxoner TELNET u SSH N3yuaTh nmpe3eHTaIuio
26-27 Teopus [punuuns! opranuzauuu VPN N3yuaTh npezeHTanuio
28 Teopus MexceteBble dkpasbl. [TpuHIUIEL W3y4aTs npe3eHTanuo
6e301acHOCTH.
Pa3zoen 3. Cmpykmypuposannsie kadeavHnvle cemu
Tema 3.1. Ilpunyunst nocmpoenus CKC
29 TEopus [puntune: moctpoerust CKC 1 W3ydaTs npe3eHTaruio
30 TeopHus Onementsl CKC 1 W3y4ats npeseHTanuio
Pa3zoen 4. Ilpakmukym
Tema 4.1. IIpakmukym no cemesvim mMexHoN02UAM
31-32 | mpaktuueckoe | ba3oBble MOHATHS CETEBBIX TEXHOJIOTUN 2 [ToBTOpEHUE NpOIiAEHHOTO
3aHATHE (o6o6reHme).
33-34 | mpaktudeckoe |[IpHHIAIIEI MapIIPyTH3AITII 2 TTOBTOPEHHE MIPOHICHHOTO MaTepruaia
3aHATHE
35-36 | mpaktudeckoe |M3ydenne npurnumoB NAT - Ctatndeckuit 2 [ToBTOpEHUE MPOAEHHOTO
3aHATHE NAT
37-38 | mpaktuueckoe |M3yuenne mpuHnmnoB NAT - JlnHaMHUIeCKIiA 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE NAT
39-40 | mpaxtuyeckoe |M3ydenne mpurnumnos NAT - IleperpyxeHHBIH 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE NAT
41-42 | mpaxTrmueckoe |M3yuenue mpotokona DNS 2 IToBTOpEHUE TPOITEHHOTO
3aHATHE
43-44 | mpaktudeckoe | M3yuenue nporokona STP 2 [ToBTOpEHUE TPOITIEHHOTO
3aHATHE
45-46 | nmpaktudeckoe | M3yuenue cemericta mpotokosos TCP\IP, 2 IToBTOpEHUE MPOIIEHHOTO
3aHATHE HAacTpoWKa apaMeTpoB CETH
47-48 | mpakTrueckoe |/[MarHOCTHKA CETEBBIX MOAKIIOYCHUH C 2 IToBTOpEHUE NPOIIEHHOTO
3aHATHE MOMOILBIO0 BCTPOECHHBIX YTHIUT
49-50 | mpaktudeckoe | M3yueHue NPUHIUIIOB ajpecaliuu B 2 IToBTOpEHUE MPOIIEHHOTO
3aHATHE BBIUUCIIUTENIEHOU CeTU
51-52 | mpaxtuyeckoe |M3ydeHne mporpaMMHOro o0ecredeHus 2 IToBTOpEHUE MPOIIEHHOTO
3aHATHE WireShark
53-54 | mpakruueckoe |M3yuenune nporokonoB Ethernet mpu momomu 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE WireShark
55-56 | mpaxktuueckoe |M3yuenue nporokxona HTTP mpu nomomu 2 IToBTOpEHUE NPOINEHHOTO
3aHATHE WireShark
57-58 | mpaxktuyeckoe |M3ydenue nporoxona TCP u tpoitHOro 2 IToBTOpEHUE MPOIAEHHOTO
3aHATHE pyxomoxatus ipu nomortn WireShark
59-60 | mpaxktuyeckoe |M3ydenue nporoxona DNS npu nomomu 2 IToBTOpEHUE MPOIAEHHOTO
3aHATHE WireShark
61-62 | mpakrtuueckoe | Co3gaHue naT4-Kopnaa, paboTa ¢ KpUMIIEPOM H 2 IToBTOpEHUE NpoiiAeHHOTO
3aHATHE CETEBBIM TECTEPOM
63-64 | mpaktuueckoe | YcraHOBKa Ha pab04yI0 CTAaHIUIO 2 IToBTOpEHUE MpOAEHHOTO
3aHATHE OTIEPAIIIOHHON CHCTEMBI
65-66 | nmpaktuueckoe |[Ipoknaaka coenMHEHUH MeXTy padOUNMH 2 IToBTOpEHUE NpOAEHHOTO
3aHATHE CTaHIUAMHI
67-68 | mpaktuueckoe | YcraHoBka IP-cBs3HOCTH MExIy pabounMu 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE CTaHIUAMH
69-70 | mpaktuueckoe |HacTpoiika onHOpaHroBo# ceTu 2 [ToBTOpEHUE NPOIiAEHHOTO
3aHATHE
Tema 4.2. Camocmoamenvnvie padomaul
71 | Camocrostens | M3ydyeHue 31eKTpHUECKUX U paAHOYaCTOTHBIX 1 IToBTOpEHUE MPOIAEHHOTO
Hast pabota |mapamerpos Ethernet curnana.
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72 | Camocrositens |W3yuenne Ethernet Frame. 1 [IOBTOPEHHUE MPONIEHHOTO
Has paboTa
Tema 4.3. O606uienue xypca
73-74 | xoHcynbTanusa | OCHOBHBIC MIOHITUS U OPraHU3ALUs CETEBBIX 2 IToBTOpEHUE MPOIAEHHOTO
TEXHOJIOTHH (TTOBTOPEHHUE).
75-76 | xoHcynbTanus |IIpoTOKOIBI KOMIBIOTEPHBIX CeTeil 2 MIOBTOPEHUE MIPOIIEHHOTO
(moBTOpCHNE).
77-78 | xoHCcynbTanus |Pemenue npakTuueckux 3agau 2 MIOBTOPEHUE MPOIIEHHOTO
Pazoen 5. Ilpomescymounan ammecmayus
Tema 5.1. Ilpomesscymounasn ammecmayus
79-84 IIpomesxyTouHas arTecTanus 6
Bcero: 84
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