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Ne

Bun sansatus

HammenoBanwue paznenos, tem, CPC

Koi-Bo

JlomarnHee 3aianue

Pazoen 1. Bazoevie npunyunst nocmpoenus cemeii, mooeav OSI

Tema 1.1. Bazoevie nonamus cemesvix MmexHo02Ul

1 Teopus Tumel cereil, kaccupuKaIus ceTei, 1 OTIPEICNIUTh CMBICH TIOHATHS ""MO/IENH

KOMIIOHEHTHI ceTH. Mozenu ceTeBoro CEeTEeBOT0 B3aUMOJICHCTBHS", pa300paTbest
B3auMozeiicTeusa. Moaens OS], ypoBaHn Moaenu B cTpykType Momenu OSI
OS], xoHIeNIMs YPOBHEH, CTEK MPOTOKOJIOB
TCP\IP.

2-3 Teopus ®uznueckuit yposerb mozenu OSI. Kanansr 2 3akpenuTh MOHUMAaHUE TPUHIIUIIOB
CBSI3H, XapaKTEePUCTUKH KaHaJla CBSI3H, paboTh! PU3NIECKOr0 YPOBHS MOJEITH
COBMECTHOE HCIIONTb30BaHNE CPEMbI ITepeaayn, OSI,
KOJIMPOBaHHE CUTHAJIOB, CTaHAapThI Kabesei,
BuTtas napa, BOJIC, 6ectipoBoniHas cpena
nepenayn.

4-5 TEopus KananeHsrii yposens mogenu OSI. /Iga 2 Omnpenenuts A ce0s pa3HUILY MEXKITY
II0JTypOBHA KaHaJIbHOTO ypoBHA, MAC-azapec, IIEPBBIM U BTOPBIM YpoBHEM Mozenu OSI,
CEeTEBOH ajanrep, TEXHOJIOTHH JIOKATbHBIX 0a30BbIe MOHATHS, IPUHIIAI JICHCTBHSA
cereil. Kommytupyemas cets Ethernet. BTOPOI'O YPOBHS

6-7 TEeOpHUs Anpecanus cereBoro ypoBHs. CereBoi 2 Pazo0parbes ¢ mormueckoi aapecamnuei

ypoBeHb, potokon IP Bepcus 4, hopmar Tperbero ypoBHs moaenu OSITIonaTs
nakera, nousarue [P-anpecauuu, crpykrypa IP- npuHIUn padots [P-agpecos v4 u
azpeca, acTHbIe U ImyonuuHbie [P-aapeca, VOYSCHUTB Pa3HUILY MEXIYy YaCTHBIMH U
cneuuanbHeie [P-anpeca, moaceTn, cnocoobt nyommunbiMu [Pv4 anpecamu, criocoOsr
koHpuryparmu aapeca [IPv4, mporoxon [P (dbopmupoBaHUs TOACETEH

Bepcus 6, popmar nakera IPv6, ctpykrypa

anpeca [Pv6, tunsl anpecos IPv6, rodanbHbIe 1

nokansHble agpeca [Pv6. IIporokon ARP, ICMP

vA\v6.

8-9 Teopus Mapmpytuzanus. [Tpotokonsr RIP u OSPF. 2 TTIOHUMATh PUHITAT TEHCTBUS
MapIIpyTH3aLUH, TPOTOKOJIOB
mapupytuzauuu RIP u OSPF

10 Teopust Tononoruu cetu, cereBoe 000pyJ0BaHME, 1 IToHMMaTh NPUHIUIBI TONOJIOTHYECKHE

JIOMEH KOJUTU3UH, MOCT, KOMMYTAaTOp, TOUKa TIPUCHLIUITBI TOCTPOEHHS TOTIOJIOTHH,
JIOCTYTIa, MapIIPyTH3aTOP, YIIPAaBICHNUE paboTy ceTeBBIX YCTPOUCTB
CETEBBIMH yCTPONHCTBAMHU.
11-12 TeopHus A npecarus npotokosnoB UDP u TCP. Iporokon 2 MTOHUMATh MPUHINIBI paboTHI
UDP. Ilporoxon TCP. npotokonoB UDP u TCP
13-14 Teopus DHCPv4, DNS 2 MTOHUMATh MPUHINIB! pabOTHI
npotokooB DHCP u DNS
15-16 TeopHus NAT. [Ipennoceinku cozganus NAT, npunumn 2 00s13aTeIbHO IPOPENIaTh JoMa BCe
nerictBust NAT, ocHoBHbIE THIIBI NAT, MIPUMEPHI U3 MIPE3CHTAINH | TOHUMATh
¢ynkuun NAT, Henoctatku NAT. npuHIUI paboTel NAT
17 Teopus Crnenyromue ypoBHu mojenu OSI. UerBepTsiii 1 MIPOYUTATH KOHCIIEKT
YPOBEHB, IATHII YPOBEHD, IIECTON U CEABMON
ypoBHH, poinb Moaenu OSI npu mocTpoeHun
CETEH.
Tema 1.2. Opzanu3zayusa cemegvlx mexnHono2uil
18-19 Teopus KoHuenTparop, koMmMyTaTop, MapLuIpyTH3aTOpP. 2 3HaTb pa3HULy MEKIY aKTUBHBIM U
AKTHBHOE ceTeBoe 000pyI0BaHHE. MTACCHBHBIM CETEBBIM 000PYIOBaHUEM,
MOHUMATh MPUHINIBI pabOTHI
KOMMYTAaTOpa, KOHIIEHTPAaTOpa 1
MapHIpyTH3aTOpa

20 Teopus [Iporokon STP. 1 [MornMaTh IpUHIUT PabOTHI MPOTOKOJIA
STP u 3HaTH OCHOBHBIE KOMAaH/IBI 3TOTO
MIPOTOKOJIA

21-22 Teopus becnipoBoaubie cetu. AuteHHbl. WiFi OCHOBHBI 2 [ToHnMAaTh IPUHITUT PaOOTHI
ycrpoiictBa B cetu, [IpeoOpa3oBaHue equHUI] 0ecrpoBOTHBIX ceTel
NU3MEpEeHUS
23 Teopus BecnipoBonHbIe ceTn. AyTeHTU(QUKALMSL. 1 N3ydaTs npe3eHTanuo

Pazoen 2. CneyuanbvHnsle npomoKobl KOMRbIOMEPHBIX cemell
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Tema 2.1. IIpomokonwl cea3u

24-25 Teopus ITpotokonst TELNET u SSH. N3yuaTs npe3eHTanuo
26-27 Teopus [Tpuanmmne! opranuzamuu VPN. N3yuaTh nmpe3eHTaIuio
28 Teopus MexcereBble 3kpaHbl. [IpuHIUIBL N3yuaTh npezeHTanuio
6e301acHOCTH.
Pazoen 3. Cmpykmypuposannsie kabenvHvle cemu
Tema 3.1. Ilpunyunvt nocmpoenun CKC
29 Teopus Ipuniuns! noctpoenust CKC. 1 N3yuaTs npezeHTanuio
30 TEopus Onementsl CKC 1 W3ydaTs npe3eHTaruio
Pa3zoen 4. Ilpakmukym
Tema 4.1. Ilpaxmukym no cemegblm mexHoa02uAM
31-32 | mpaxTtuyeckoe |ba3oBbie MOHATHS CETEBBIX TEXHOIOTUI 2 [ToBTOpEHUE POIIEHHOTO
3aHATHE (06o0mICcHNHE).
33-34 | mpaktudeckoe | [IpuHIMITBI MapIIpyTH3AIUH. 2 TIOBTOPEHUE MTPONUIEHHOI0 MaTeprana
3aHATHE
35-36 | mpaktuueckoe | M3yuenne nmpunmmmnoB NAT - Ctatuueckuii 2 IToBTOpEHUE MPOIIEHHOTO
3aHATHE NAT.
37-38 | mpaktuueckoe | M3yuenne nmpunnunoB NAT - JlunamMmuueckuit 2 IToBTOpEHUE MPOIIEHHOTO
3aHATHE NAT.
39-40 | mpaxtuyeckoe |M3ydenne npunuunos NAT - IleperpyxeHHBbII 2 IToBTOpPEHUE IPOIIEHHOTO
3aHATHE NAT.
41-42 | npaxtuueckoe |M3yuenue nporokona DNS. 2 IToBTOpEHUE NPOIIEHHOTO
3aHsATHE
43-44 | mpaktuueckoe | M3yuenue nporokona STP. 2 IToBTOpEHUE MPOiIiIEHHOTO
3aHsTHE
45-46 | mpakTrueckoe |M3yuenue cemerictBa npotokonoB TCP\IP, 2 IToBTOpEHUE NPOoiiIeHHOTO
3aHsATHE HaCTPOMKa MapaMeTpoOB CETH.
47-48 | npaktuyeckoe |/luarHocTuka ceTeBbIX MOAKIIOUEHUN C 2 IToBTOpEHUE NPOiiAeHHOTO
3aHATHE IIOMOIIBIO BCTPOCHHBIX yYTUIIUT.
49-50 | npakTuueckoe |M3yueHne NpUHIUIOB agpecaliy B 2 IToBTOpEHUE NpoiiAeHHOTO
3aHATHE BBIUHMCITUTEIILHON CETH.
51-52 | mpaktuueckoe | M3yueHne nporpaMMHOro odecrieueHus 2 IToBTOpEHUE NpoiiAeHHOrO
3aHATHE WireShark.
53-54 | mpaktuueckoe | M3yuenne nmporokonos Ethernet mpu momomu 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE WireShark.
55-56 | mpaktuueckoe |M3yuenne nporokona HTTP mpu nomouu 2 IToBTOpEHUE MPOIAEHHOTO
3aHATHE WireShark.
57-58 | mpaktuyeckoe |M3ydenne nporokona TCP u TpoitHOro 2 IToBTOpEHUE MPONAEHHOTO
3aHATHE pyxomnoxatus npu nomorm WireShark.
59-60 | mpaktuueckoe | MU3ydyenue nporoxosna DNS npu momouiu 2 [ToBTOpEHUE NPOITAEHHOTO
3aHATHE WireShark.
61-62 | mpaktuyeckoe |Co3maHue maTd-Kopaa, paboTa ¢ KPUMIIEPOM U 2 [loBTOpEHUE NpOiiAEHHOTO
3aHATHE CETEBBIM TECTEPOM.
63-64 | mpakTHyeckoe |YcTaHOBKA Ha pabOUYyro CTAaHIIUIO 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE OTIEPAIIMOHHOM CUCTEMBI.
65-66 | mpaxtrdeckoe |IIpokmaaka coequHEHUI MeX Ty pabodumu 2 [ToBTOpEHNUE MPOIAEHHOTO
3aHATHE CTaHLHSAMHU.
67-68 | mpaktuyeckoe |YcraHoBka [P-cBI3HOCTH MeXIy pabodnMu 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE CTaHLIUSAMHU.
69-70 | mpaxtryeckoe |HacTtpoiika ogHOpaHTOBOI ceTH. 2 [ToBTOpEHUE MPOIAEHHOTO
3aHATHE
Tema 4.2. Annapamno-nozuieckue ocHoévl nocmpoernus Ethernet-cemeii
71 | Camocrositens | M3yueHue 3MeKTpHUECKUX U paguodacTOTHBIX 1 [ToBTOpEHUE NpPOIAEHHOTO
Has pabota |mapameTpoB Ethernet curnana.
72 | Camocrostens | U3yuenue Ethernet Frame. 1 TIOBTOPEHUE MPONISHHOTO
Has paboTa
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Tema 4.3. Ob006uienue Kypca cemesblx mexnoaio02uil

73-74 | xoHcynbTanusa | OCHOBHBIC MTOHITUS M OpPraHU3AIUS CETEBBIX 2 IToBTOpEHUE MPOIAEHHOTO
TEXHOJIOTUIl.

75-76 | xoHcynbTanus |IIpoTOKOIBI KOMIBIOTEPHBIX CETEH. 2 MIOBTOPEHHE MIPOIIEHHOTO

77-78 | xoHCYNBTaNMA |Pemenne npakTHYECKUX 3a1ad. 2 IIOBTOPEHUE NMPOUIEHHOTO

Pa3zoen 5. Ilpomesrcymounana ammecmayusn

Tema 5.1. I[Ipomesicymounas ammecmayusn

79-84 IIpomesxyTouHas aTTecTarus 6

Bcero: 84

NCTOYHUKU

1. [ocnoBHast] Makcumos, H. B. Komnbrorepusie cetu : yueObnoe nocobue / H.B. Makcumos, U.W. TTonos.
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