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1. TACHOPT PABOYEHM ITPOI'PAMMBI JTUCITUTLINHBI
OIL.11 KOMIIBIOTEPHBIE U TPOMBIIIIVIEHHBIE CETH

1.1. ObsacTs npuMeHeHus padoueil nporpammsbl (PII)
PII sBnsieTcst 4acThiO MPOTPaMMBbI OJITOTOBKH CIICIIUATMCTOB CPEIHEr0 3BEHA 110
crietimanbHOCTH 09.02.01 KOMIbIOTEpHBIE CUCTEMBI U KOMILICKCHI.

1.2. Mecro mucuuminnbl B crpykrype HIICC3:
OI1.00 O6menpodeccrnoHaTbHbBIN UK.

1.3. lesau 1 3agaum JUCHUILIMHBI — TPeOOBAHMSA K Pe3yJIbTaTaM O0CBOCHUA

AUCUMILIUHBI:
PesynbTarsl No DopMUPYEMBIN PE3YIHTAT
OCBOCHHSI pe3yJibTara
JUCHUTUTUHBI
3HaTh 1.1 CETEBBIE APXUTEKTYPBI: TUIIBI, TOIIOJIOTHH, METOIbI
JOCTyIIa K Cpejie mepeaadn
1.2 arrnapaTHble KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEN
1.3 MIPUHIIUIIBI TAKETHOW MEPENaYr JaHHBIX
14 MOHATHE CETEBOM MOJieNu; ceTeBasi Moaesb OSI; npyrue
CETEBbIE MOJEIHN
1.5 3agaun U QyHKIUH 110 ypoBHIM moaenu OSI
1.6 MIPOTOKOJIBI: OCHOBHBIE MTOHATHS, TPUHIUIIBI
B3aMMOJICUCTBUS, PA3JINYUs U OCOOEHHOCTH
PacIpOCTPAHEHHBIX MPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB
B OIEPAIMOHHBIX CUCTEMAX; MPUHIIUIIBI pa0OTHI
MIPOTOKOJIOB Pa3HbIX YPOBHEH (HA MPUMEpPEe KOHKPETHOTO
cteka npotokosoB: TCP/IP, IPX/SPXwu T.1.)
1.7 CIIOCOOBI MPOBEPKHU MPABUIILHOCTH MEPEavH TaHHBIX
1.8 Croco0bl OOHAPYKEHUS U YCTPAHEHUs OIMOOK MPHU
nepeaye JaHHbIX
1.9 MapHIpyTH3alUs MaKeTOB; GUIBTPAIIHS TAKETOB;
MOHSATHS MapIIPyTU3aTOPaA, CETEBOT0 IUII034,
OpaHaMayspa u T.JI.
1.10 CrocoObl OpraHu3alui MEKCETEBOI0 B3aUMOICHUCTBUS
1.11 MPUHITUIIBI IOCTPOCHUS CTPYKTYPUPOBAHHOUN KaOEIbHOU
cucremsl (CKC)
1.12 Ha3HAYEHUE METOJI0JIOTUU OECKIIACCOBOM apecaliuu

cereil (CIDR)
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1.13

MPUHITUITBI PA0OTHI AKTUBHOTO U TTACCUBHOTO CETEBOTO
o0opymoBaHUs

1.14 MPUHIUIBI IOCTPOEHHUS CETEBOU NHPPACTPYKTYPbI
peanpUsTUS
Ymerb 2.1 YcranaBiIMBaTh U HACTPAUBATH NTAPAMETPHI,
ycraHaBiuBaTth [P-aipeca B ceTsx
2.2 MPOBEPATH NMPABUIBHOCTD NEPENAYN TAHHBIX
2.3 OoOHapyXKHUBaTh M YCTPAHAThH OIIMOKH MPHU TIEpeiaye
TAHHBIX
2.4 00XKMMaTh ceTeBOM Kabemb
2.5 YCTaHABJIMBATh B3aMMO/ICCTBUE C TIPUKJIATHBIMA
MIPOTOKOJIAMU
2.6 OpPraHu30BBIBATH IIPEJOCTABIEHUE CETEBBIX YCIYT
MI0JIb30BATEIBCKUMH IPOTPaMMaMHU
2.7 MIPOBOJIUTH HACTPOUKY KOMMYTaTopa
2.8 opopmisITh KabenbHbIe KypHaT6l CKC
2.9 paccuuThIBaTh CeTH ipv4, ipv6
2.10 HCIIOJIb30BaTh COBPEMEHHBIE CPENICTBA JJISl IOCTPOEHUS
ceTeBOI MHPPACTPYKTYPHI IPEATPUATHS
2.11 HCII0JIB30BaTh NIPOrPaMMHBIE CPEACTBA AJIs1 MOHUTOPHUHTA
KOMIIBIOTEPHBIX CETEN
JInyHOCTHBIE 3.1 JIeMOHCTpUPYIOLIUI TPUBEPKEHHOCTD TPAIULIMOHHBIM
pe3yJIbTaThl IyXOBHO-HPAaBCTBEHHBIM LIEHHOCTSIM, KYJIbTYPE HApOJI0B
peanuzanuu Poccun, npuHIMNIAM YECTHOCTHU, TOPSIAOYHOCTH,
pOrpaMmbl OTKPBITOCTHU. JIEHCTBYIOIINM U OLICHUBAIOIINN CBOE
BOCIIUTAHUS MOBEACHUE U TIOCTYIIKH, TOBEICHUE U MIOCTYIKH JAPYTUX

JOJIEN C MO3ULNNA TPAJAUIHOHHBIX POCCUMCKHUX TyXOBHO-
HPABCTBEHHBIX, COLIMOKYJIbTYPHBIX [IEHHOCTEN U HOPM C
Y4ETOM OCO3HAHHUS MOCIEICTBUI NOCTYNKOB. ['0OTOBBIN K
JIeIOBOMY B3aUMOJCHCTBUIO U HE(HOPMATLHOMY
OOIICHHIO C MPEICTaBUTEISIMU Pa3HbIX HAPOIOB,
HAIlMOHAJILHOCTEN, BEPOUCIIOBEJAHU M, OTIMYAOIIUNA UX
OT YYACTHUKOB I'PYIII C I€CTPYKTUBHBIM U JICBUAHTHBIM
MOBeJICHHEM. J[eMOHCTPUPYIOIINI HEMPUATHE COLIMAIBHO
OMAaCHOTO MOBEICHUS OKPYKAIOLIUX U
npeaynpexaaromun ero. [Ipossiustonyii yBaxKEHHUE K
JIIOJISIM CTapILIErO MOKOJIEHUs, TOTOBHOCTh K YYaCTHIO B
COLIMAIbHOM NOJJIEPKKE HYKIAIOIIUXCS B HEU
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3.2 [IposiBisironuii yBaK€HHUE K 3CTETUYECKUM LIEHHOCTSIM,
00J1a oMl OCHOBAaMHU ACTETUUECKOM KYJIbTYPHI.
KpuTtnuecky olieHUBAIOMIMI U JEATEIBHO MPOSBIISTIOIINI
IMMOHUMAaHUE SMOILIMOHAIIBHOT'O BO3/IEUCTBUS UCKYCCTBA,
€ro BJIMSHUSA Ha JyIIEBHOE COCTOSIHUE U TIOBEJICHUE
moae. bepexuBo OTHOCIIIUICS K KyJIbTYype Kak
CpPEACTBY KOMMYHUKAIIUU U CAMOBBIPAKEHHUS B
00111eCTBE, BEIPAXKAIOIIUNA COMTPUYACTHOCTD K
HPaBCTBEHHBIM HOpMaM, TPAJULIUSIM B UCKYCCTBE.
OpueHTHPOBAaHHBIM HA COOCTBEHHOE CAMOBBIPAKEHHUE B
pPa3HBIX BHJIaX UCKYCCTBA, XYI0’)KECTBEHHOM TBOPYECTBE
C YYETOM POCCUMCKUX TPAAUIIMOHHBIX TyXOBHO-
HPaBCTBEHHBIX IIEHHOCTEM, ICTETHYECKOM O0yCTPOMCTBE
coOcTBeHHOr0 ObITa. Pa3zaemnsroniuii IEHHOCTH
OTE€YECTBEHHOT'O U MUPOBOTO XYJI0KECTBEHHOTO
HACJIEUs], POJIM HAPOJHBIX TPATULMKA U HAPOJIHOTO
TBOPYECTBA B UCKYCCTBE. BhIpaxaromnil HEHHOCTHOE
OTHOILLIEHUE K TEXHUYECKOU U NMPOMBIIIJIEHHON 3CTETUKE

33 JIeMOHCTpUPYIOIIMI HaBbIKK aHAM3a U UHTEpPIpETalun
uH(MOpMAIUHU U3 Pa3TUIHBIX UICTOYHHUKOB C YYETOM
HOPMATUBHO-TIPABOBBIX HOPM

3.4 JIeMOHCTpUPYIOUTUH TOTOBHOCTh U CITIOCOOHOCTH K
00pa3oBaHHUIO, B TOM YHCJIE CaMOOOPa30BaHUI0, HA
MPOTSIKEHUU BCEH KU3HU; CO3HATEIILHOE OTHOIIEHUE K
HEMPEPhIBHOMY 00pa30BaHUIO KaK YCIOBHUIO YCIIEUTHOMN
poecCHOHATEHOM U OOIIECTBEHHOM eI TETLHOCTH

1.4. ®opmupyemMblie KOMIIETCHIMH:

OK.1 Bei6upats crocoObl perieHus 3a1a4d mpoPecCHOHATBHON AeSITEIbHOCTH
NPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM

OK.2 Wcnonb3oBaTh COBpEMEHHBIE CPEACTBA MIOUCKA, AHAJIW3a U UHTEPIIPETAIIUU
uH(popMaIm, 1 ”HPOPMAIIMOHHBIE TEXHOJIOTMH JIJIsl BHIIIOJIHEHUS 3a1a4
po¢deCCUOHAIBHON JIeSITEIbHOCTH

OK.3 IInanupoBath U pean30BbIBaTh COOCTBEHHOE MPO(PECCHOHATIBHOE U JINYHOCTHOE
pa3BUTHE, IPEANPUHUMATEIBCKYIO AESITENBHOCTh B PO ecCuoHaNbHOU chepe,
MCIIOJIb30BaTh 3HAHUS 10 (PUHAHCOBOW IPaMOTHOCTH B Pa3INYHBIX KU3HEHHBIX
CUTYaIusIX

OK.4 DddexTrBHO B3auMOACHCTBOBATh U PA0OTATh B KOJUICKTHBE M KOMAHJIE

OK.5 OcymiecTBasATh YCTHYIO M MUCbMEHHYI0 KOMMYHHUKAIIUIO Ha TOCYAapCTBEHHOM

cTp. 6 u3 34




a3bpike Poccuiickoit denepanuu ¢ yueTroM 0COOEHHOCTEHN COLMAaIbHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK.9 ITonb3oBaThcs MpodecCHOHATBHON JOKYMEHTALMEW Ha TOCYJapCTBEHHOM U
MHOCTPAaHHOM $I3bIKaxX

1.5. KoamyecTBO 4acoB HAa OCBOEHHE MPOTPAMMBI TN CIUILIAHBI:
OO0umit 00beEM TUCIUILUINHBI 96 4acoB.
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2. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI
2.1. O0beM AUCHMILVIMHBI U BUABI Y4e0HO padoThI

Buabl yueOHoi1 padoThI O0bem

4acoB
O01mmit 00bemM 1M CHUITHHBI 96
Pabora o0y4aommuxcsi BO B3aMMOAECTBUU C MPenogaBaTeieM: 94
TEOPETUICCKOE 00yUCHHE 38
nabopaTOpPHEIE 3aHATHS 0
NIPAKTUYECKUE 3aAHATUSA 44
KOHCYJIbTalIUs 6
[IpomesxyTounas arrectanus B popme "Ik3aMeH" (cemecTp 5) 6
CamocrosiTesibHAs1 padoTa CTY/ICHTOB 2
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2.2. TeMaTH4YeCKHUI IVIAH U COAEPKAHNE JUCHMIIHHbBI

HanmenoBanu [HaumeHoBaHue TeMbI TEOPEeTHYECKOT0 00yueHUs1, NpakTuieckux u |Ooném | dopmupyembie | Dopmupyembie Texkymmii
e pa3zejioB J1a00paTOPHBIX 3aHATHI, CAMOCTOATEIbHOI PadoThI, 4acoB pe3yJbTaThl: KOMIIEeTEeHI[UH KOHTPOJIb
KOHCYJIbTALM, KypCOBOI0 NMpoeKTa (padoTsl) 3HATb, YMETh,
JIMYHOCTHBIE
pe3yabTaThl
peanu3anuu
NMPOrpaMmbl
BOCIIUTAHUS
1 2 3 4 5 6
Pa3znen 1 BBenenue B cereBble TEXHOJIOTMU H KOMMYTHPYeMble CeTH 90
Tema 1.1 Komnsbrorepnsbie cern. CereBble npoTokoJibl. CereBas mogeas OSI | 30
3anstue 1.1.1 |Buasl komnbroTepHbix ceTeil. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas 2 1.1,1.2,34 OK.1
Teopus cpelia U ceTeBble yCTpoicTBa. TeXHOIOTHH MOAKIIOUYeHNs K UHTepHeT.
OcHOBHbIE TIOHATHUS CETEBON 0€30MacHOCTH. TeHAeHIIMN pa3BUTHUS
CETEH.
3anstue 1.1.2 [CocraBnenue xaptel cetv HTEpHET € MOMOLIBIO YTHIIUT «ping» U 2 1.3,1.7,2.1,2.2, OK.2
npakTU4yeckoe |«traceroutey». Co3naHue MPOCTOM CETU: YCTAHOBKA CEaHCa KOHCOJIH € 2.3
3aHsTHE CeTeBBIM 000pPYAOBaHUEM TIPU MTOMOIIIH MMPOTPAMMBI
CiscoPacketTraser; HacTpolika OCHOBHBIX ITApaMETPOB KOMMYyTaTOpa.
3anstue 1.1.3 |CereBbie mpoTokonsl. Habop mporokono TCP/IP u npornecc oOMena 2 1.4,1.5,1.6,2.1, OK.3
TEOpUs nanHbiMU. Opranuzanuu no cranaaptusanuu: ISOC, IAB, IETF, IEEE, 23
ISO. Muoroyposuessie moaenu OSI u TCP/IP. CereBast agpecarnus.
MAC- u IP- agpeca.
Zanstue 1.1.4  |I[IpocMoTp ceTeBoro Tpaduka ¢ moMombpio nporpammsl Wireshark. 2 1.1,1.2,2.1,2.2, OK.1,0K.2 1.1,1.2,1.6,2.1,
npaktuyeckoe [OOxum ceteBoro kabens. [TonkmoueHne KOMIBIOTEPOB K CETH C 2.4 2.2
3aHsATHE MOMOIIIBIO Kabenei u OecIpoOBOIHBIX aalTePOB, ONPEIeIICHUE

CCTCBbBIX YCTpOﬁCTB 1 KaHAJIOB CBA3U; IPOCMOTP HAHHBIX.
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3anstue 1.1.5 |CereBoit noctymn. CriocoOsl moakitoueHus K ceTu. CeTeBbie 1.6,1.7,1.8,1.9, OK.1
Teopus unrepdeiicubie wiatel (NIC). Cpensl nepegayn JaHHBIX U UX 33

XapaKTePUCTUKH: MIPOIYCKHAsl CIIOCOOHOCTh, IPOU3BOIUTENLHOCTb.

Buner kabeneii. becipoBoabie cpencTBa nepenaun qaHHbX. CTaHgapt

Wi-Fi IEEE 802.11. KananbeHblif ypoBeHb U €0 MOAYPOBHH.

CrangapTel KaHAJILHOTO YPOBHs. Pu3nyeckas ¥ JJornyeckas

TOIIOJIOTUS CETH.
3anstue 1.1.6 [M3yuyenue Ethernet-rexnonoruii: npocMorp MAC-aapecoB ceTeBbIX 1.10,1.9,2.2,2.3 OK 4
IPaKTHYECKOe |yCTpOMCTB, 3yueHue kajapos Ethernet ¢ momoiipio mporpaMMbl
3aHsTHE Wireshark; IIpocmotp ARP ¢ momomuisio nporpammsl Wireshark,

uHTepdeiicoB komanaHoi crpoku Windows; Tabnunamu MAC-

aZipecoB KOMMYTaTopa.
3anstue 1.1.7 |IIporokosbl ceTeBoro ypoBHs. OCHOBHBIE XapaKTepUCTUKH [P- 1.8,1.9 OK.5
Teopus nporokoia. Ctpykrypa naketoB [Pv4 u I[Pv6. Tabnuma

MapuUIpyTU3aLMH Y3JI0B U MapLIpyTU3aTopa Y CTpONCTBO

MapuIpyTH3aTopa.
3anstue 1.1.8 |[loctpoenue cetu Ha 6a3ze MapuIpyTU3aTOpa U KOMMYTATOpa: 1.6,1.7,2.1,2.3 OK.1, OK.2 1.3,1.4,1.5,2.3,
NPaKTUYECKOE |MpOoCMOTp TaOJIUI] MAPIIPYTU3AIMH y3JIOB, H3YUCHUE (PHU3UUECKUX 24
3aHATHE XapakTepucTUK M3yueHne TpaHCIIOPTHOTO YPOBHs: HaOIr0IeHUE 3a

IIPOLIECCOM TPEXCTOPOHHETO «pykonoxkatus» TCP, n3ydyenue

3axBauyeHHBIX gaHHBIX DNS UDP, 3axBauennbix maxkeroB FTP u TFTP

¢ momorpko mporpammel Wireshark.
3anstue 1.1.9 |Ha3nauenue u 3aa4u TpaHCIOPTHOTO YPOBHS. MyJIbTUILIEKCUPOBAHHE 1.6,1.7,1.8,3.2 OK.1, OK.2

Teopus

ceancoB cBs3u. [Iporokonsr TCP u UDP O6men gannbivu o TCP.
[Tponeccrr TCP ceprepa. [Iporeccw u 3anpockt UDP-cepsepa.
[Tpunoxxenus, ucnonssyroue UDP u TCP.
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Sausarue 1.1.10
MPaKTUYECKOe
3aHATHE

Hacrpoiika IP-aapecannu: Onpenenenue [Pv4/IPv6-anpecos,
KOHBEpTaLUsl, HACTpoiKa. TecTUpoBaHME CETEBOTO MOJAKIFOYEHHUS C
MOMOIIBIO0 KOMaH «ping» U «traceroute». Cermenranus [P-cereii:
Pacuér noxacereit IPv4; paznenenue cereil ¢ pa3iaMuHbIMU
TOMOJIOTUSIMU Ha nojceTy; Pa3paboTka u BHEApEHUE CXEMBI aipecalun
[Pv4-cetu, VLSM. [Pangpecanus: ananu3 Tpaduka 0JHOAAPECHOMN
nepeaayy, LIMPOKOBEIIATEIbHOM U MHOT0APECHON PACChUIKH;
HacTpoiika u nposepka aapecainuu [Pv4 u [Pv6. Cermenrarius IP-
CeTeil: opraHu3alus MoJICETH MO Pa3INYHBIM CIIEHApUAM; pa3paboTka u
BHEJPEHUE CTPYKTYphI aapecaunn VLSM; BHeapeHne cxeMbl
azpecanuu pa3aenéHHon Ha noaceru [Pvo-ceru.

1.10, 1.11, 1.9, 2.8,
2.9

OK.2, OK.3

Sauarue 1.1.11
MIPaKTUYECKOE
3QHATHE

M3yueHne OCHOBHBIX CETEBBIX CIyk0: 0OMeH (aiinamu MexIy
OJIHOPAHTOBBIMH YCTPONCTBaMU orpenaenaeHue npeodpasoanuii PAT;
npasuia padbotsl DNS; npotokon FTP. M3ydyeHue 0CHOBHBIX CETEBBIX
ciryk0: oOMeH (aiiimaMu MeXay OJTHOPAHTOBBIMHU YCTPONHCTBAMU
ornpenenenue npeodbpaszopanuit PAT; npaBuna padorst DNS; npoTokoi
FTP. 3 2 Ilpaktuyeckue 3ausatus. O0ecneueHre 6€30MacHOCTH CETH:
yIpo3bl ceTeBO 0€30MaCHOCTH; JOCTYH K CETEBBIM YCTPOHCTBAM IO
nportokosry SSH; obecnieuenne 6€30MacHOCTH CETEBBIX YCTPOUCTB.

1.4,15,22,23,
2.5

OK.1, OK.4

Sausarue 1.1.12
MIPaKTUYECKOE
3aHATHE

AHaJIN3 KOMIBIOTEPHOMN CETU U HACTPOUKA MAPILIPYTU3ATOPA:
IIPOBEPKA 33JI€PKEK B IIEPEIaul CETEBBIX TAKETOB C IOMOIIBIO YTHIIUT
«ping» U «traceroutey; UCTIOIb30BaHUE MHTEpPeEiica KOMaHTHOM
crpoku (CLI) 15t cOopa cBejeHHi O CEeTEBBIX YCTPOHCTBAX;
yopasiieHue ¢aitiaMu KoHGUTrypauu MapipyTu3aTopa ¢ HOMOIIbIO
IPOTpaMMBbl SMYJISIIIUHM TEPMUHAIIA, ¢ ucnonb3oBanuem TFTP, duem-
namsati 1 USB-Hakonureneu, n3ydeHre npoueyp BOCCTAaHOBICHUS
apoJIen.

1.10, 1.9, 2.5, 2.6,
3.1

OK.I, OK.5
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3ansrtue 1.1.13 |O6benunénnsie cetu. Mepapxus B kommyTupyemoii cetu. Posib 1.12,1.13,2.3,2.7 OK.1, OK.2
CamocTrodarens |koMMyTHpyeMbIx cetell. KommyTtupyemas cpena. Jlunamuueckoe
Has paboTa 3anonHeHue Tabnuubl MAC-anpecoB koMMmyTaropa. MeTozb

IepechbUIKM Ha KoMMyTaTtope. KommyTalius ¢ mpomMexyTOUYHbIM

xpaHeHueM. CkBo3Hast KommyTanust. KoMmMyTalMoHHbIE JOMEHBI.

CHIDKEHHE MEePerpy30K CEeTH.
3anstue 1.1.14 |bazoBas HacTpoiika kommyTtaropa. HacTtpoiika 6e3omacHocTr 1.7,2.3,2.7 OK.1, OK.9 1.7,1.8,2.4,2.7,
npakTuiyeckoe [kommyTtaropa: mporokona SSH; dynkiuu Switch Port Security. ITouck 2.8
3aHsTHE U YCTpaHEHHE HENoJaJ0K B cucTeMe 0e30MacHOCTH MOPTOB

KOMMYTAaTopa.
3ansarue 1.1.15 |HacTtpoiika MmapuipyTusaropa: HCIIOJIb30BaHNE KOMaH B! traceroute s 1.10,1.9,2.2,2.3 OK.1, OK.2
MpakTU4YeCKoe |0OHApYKEHUs ceTH; HacTpoiika nurepdeiicos IPv4 u IPv6;
3aHsTHE HCCIIEIOBaHUE MApIIPYTOB C IPAMBIM NOAKI0YeHHeM. HacTpolika

0a30BbIX MMapaMEeTPOB MapUIPyTHU3aTOpa C IOMOILBIO UHTEpdeiica

koMauaHo# cTpoku (CLI) cuctemsl Cisco I0S; ¢ momomsto CCP.
Tema 1.2 BupryauabsHbie jgokajabHbie ceTH (VLAN)
3anstue 1.2.1 |Kondurypamus cereit VLAN 1 TpaHKOBBIX KaHAJIOB, IIOUCK U 1.3,1.7,1.8 OK.1, OK.2
Teopus ycTpaHeHue Henojanok B kKoHpurypauun VLAN; peanuzanus

cuctembl 6e3omnacHoctu cetd VLAN.
3ansatue 1.2.2 [Mapmpyrtuzanus mexay VLAN: i kaxznoro natepgeiica; Ha OCHOBE 1.10,1.8,1.9,2.2, OK.I, OK.3
npakTuueckoe |cranaapta 802.1Q u TpaHkoBoro kaHana. I[louck u yctpanenue 23
3aHATHE HETOJIaI0K B MapIIpyTU3auuu Mexay cetsiMu VLAN.
Tema 1.3 Buabl mapmpyTuszanuu u ceMeiicTBo nporokosioB OSPF
3ansarue 1.3.1 |IIpoTOKOJIBI CTATUCTUUECKON M TMHAMUYECKON MapIIPyTU3aLUU — 1.7,1.8, 1.9 OK.I, OK.2
Teopus Ha3Ha4YeHHe, MPUHLMIIBI padOThl U UCTOpUs pa3BUTHS. CpaBHEHUE

JUHAMUYECKON U CTaTUYecKON MapiipyTu3anuu. [puHiune: padboTsl
MIPOTOKOJIOB MapLIPYTU3ALIUU: ITYCK [IOCIIE€ BKIOYECHUS ITUTAHU,
CereBoe obHapyxeHne, OOMeH TaHHBIMH MapLIpyTH3allUY,
Obecneuenue cxonumoctu. Knaccudukanus npoToKosoB
MapuIpyTH3aL1H.
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3anstue 1.3.2 |Hactpoiika crarnueckoi Mapiipytusanuu: [Pv4/IPv6 mo ymomyanuto; 1.7,19,2.5 OK.1, OK.3 1.10, 1.11, 1.9, 2.5,
npakTuueckoe |cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM; pacuér cyMMapHbIX 2.9
3aHSITHE MapIIpyTOB, MOMCK U yYCTpaHeHue Henoaaaok IPv4 u [Pv6.
3anstue 1.3.3 |HacTpoiika TuHaMHYE€CKOW MAapUIPyTU3AIMU: UCCIIEI0BAHNE 1.10, 1.8, 1.9 OK.1, OK.3
TeopHs CXOJIMMOCTH; CPaBHEHHE METO/I0B BHIOOpa IMyTH B ITpoToKoidax RIP.

Hactpoiika nporokososB RIPv2 u RIPng.
3anstue 1.3.4 |CemeiictBo nporokonoB OSPF. Hactpoiika npotokonoB OSPFv2 u 1.6,1.7 OK.1, OK .4
TEOpHs OSPFv3 mis oquoit obnacTy.
Tema 1.4 KonTpoas nocryna
3anstue 1.4.1 |[Ipuamun pabotsl ACLcnuckoB. Tunbr ACL-criuckoB Cisco mst [Pv4. 1.10,1.7,1.9 OK.1, OK.2, OK.9
TEOpUs [TpucBanBanue HomepoB U UMEH ACL-cnuckam. Pacuér mabionHoi

Macku B ACLcnuckax. PekoMeHganuu no co31aHuio U pa3MenieHUIo

ACL-cniuckoB. Pazmenienue cranaapTHeIX U pacimupeHHbix ACL-

cinuckoB. Hactpolika crangaptHoro ACL-cniucka. [Ipumenenne

crannapTHbix ACL-criuckoB Ha unrepdeiicax. Kommentapun k ACL-

cnuckam. [IpoBepka U pegakTHpoBaHUE CTaHAAPTHBIX HYMEPOBAaHHBIX

CLcmuckoB. ACL-cTaTuctuka.
3ansarue 1.4.2 [3ammra noptoB VTY ¢ nomombto cranaaptaoro ACL-cniucka [Pv4. 1.7, 1.8 OK.2, OK.3
TEOpUs Crpykrypa u HacTpoiika pacmmpeHHbIX ACLcnuckoB ais [Pv4.

OunpTpanus Tpaduka ¢ ucroib3oBaHueM pacmupeHHbx ACL-

ciuckoB. [louck u ycrpanenue Henonanok ACL-CIIUCKOB.

Pacnipoctpanénnsie ommbku ACL-criuckoB. CpaBuenne ACL-ciickoB

st IPv4 n IPv6. Hacrpoiika u nposepka ACL-cniuckos ais IPv6.
3anstue 1.4.3 |M3ydeHne MexaHU3MOB PabOThI CO CIUCKAMH KOHTPOJIS JOCTyA: 1.12,1.7, 1.8 OK.1,0K.2

MpaKTUYECKOe |HarsigHoe npeacrasieHue padbotel ACL-cniucka; Hactpoiika ACL-
3aHSTHE cnuckoB. [louck u ycrpaneHue Henoyaaao0K B padboTe.
Tema 1.5 IIporoxoa DHCP
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3anstue 1.5.1 |DHCPv4: 6a3oBas oneparusi, opMat cooOIEeHNH, COOOIIICHUS 2 1.6,1.7,1.8 OK.1,OK.2
Teopus oOHapyxeHusl U npenoxenus. Hacrpoiika, mpoBepka u peTpaHcasuus

npoctoro DHCPv4-cepsepa. HacTpoiika mapiipyTrzaTopa B KauecTBE

DHCPv4-knuenta. Hactpoiika mapiipyrtusaropa kiaacca SOHO.

[Touck u ycTpaneHue Hemojiaaok B pabote mapiipytuzaropa DHCPvA4.
3anstue 1.5.2 [I[Iporoxon DHCPv6. ABToMaTHueckas HacTpoiika ajgpeca 6e3 2 1.6,1.7,1.8 OK.I, OK.2
TEOpUs orcnexxuBanus coctosiHus (SLAAC). [Ipuniun padotst SLAAC ¢

DHCPv6. DHCPvV6 ¢ u 6e3 oTcnexuBanus coctostaus. [Iporeccsr

DHCPv6. Hacrpoiika mapuipytusaropa B kauectse DHCPv6-cepBepa

u DHCPv6-knuenTa. [Touck u ycrpaneHue Henomnaao0k B padbote

DHCPv6.
3anstue 1.5.3 |M3yuenue npotokosioB DHCP: 6a3oBas Hactpoiika DHCPv4 Ha 2 1.6,1.7,2.3,2.5, |OK.1, OK.2, OK.3
IIPAKTHYECKOEe |MapiipyTusarope; HacTpoiika cepsepa DHCPv6. [louck u yctpanenue 2.6
3aHSTHE Hernonanok B pabore DHCPv6. Hactpoiika mpotokosia DHCP.
Tema 1.6 IIpeoOpa3oBaHme ceTeBbIX aIPeCOB
3anstue 1.6.1 [IIpeoGpa3zoBanue ceteBbix aapecoB [Pv4. KonuenryanbsHoe 1.6,1.7,1.8 OK.I, OK.2
TEOpUs npeoOpaszoBanue ceteBbix agpecoB (NAT). Tepmunonorus u

npuniuns! padotsl NAT. IIpoctpancTBo yacTHbIX [Pv4-agpecos.

CraTudeckoe U IUHaMHUYeCKOe MPeoOpa3oBaHUE CETEBBIX a/pECOB

(NAT). IIpeobpaszosanue agpecos noptos (PAT). CpaBuenne NAT u

PAT. IlpeumymiectBa u Henoctatk NAT. Ananu3 craTuueckoro

npeoOpaszoBanus NAT. [Ipuauun padots! auHamuueckoro NAT.
3anstue 1.6.2 |Hactpoiika u npoBepka NAT, PAT. [lepeaapecanust mopTos. 2 1.6,2.5,2.6 OK.1, OK.2
npaktuyeckoe |Hactpoiika NAT u nporokosia IPv6. [Touck u ycTpaneHrne HemoJai0k
3aHsTHE B pabote NAT.
3anstue 1.6.3 |IIpeobpa3oBaHue ceTEBBIX aJpecoB: U3yUEHHUE NPUHIUIA PaOOTHI 2 1.6,1.7,2.5, 2.6, OK.1, OK.2
npaktudyeckoe |NAT. Hactpoiika nepeaapecanuu noptoB. [IpoBepka, mOUCK U 2.7
3aHSTHE ycTpaHeHue Heronanok konpurypamuiit NAT. Hacrpoiika NAT-myna ¢

neperpy3koit u PAT.
Tema 1.7 OcHOBHBIE COCTABHBIC YaCTH MPOMBILIVICHHBIX ceTel 12
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3ausarue 1.7.1 [BBeneHue B IpOMBIILICHHBIE CETH. 2 1.1,1.2 OK.1, OK.2
Teopus

3anstue 1.7.2 |dusndeckuii ypoBEHb MPOMBIILICHHBIX CETEH. 2 1.1, 1.2 OK.1, OK.2
Teopus

3ansatue 1.7.3 [WHTepdeiickl 1 TPOTOKOIBI epeaayl JaHHBIX B IPOMBIIIJICHHBIX 2 1.1,1.4 OK.1, OK.2
Teopus CeTsIX.

3anstue 1.7.4 |IIporpaMmMmupyeMble IPOMBIILIEHHBIE KOHTPOJUIEPHI. 2 1.4,2.2,2.3,2.5 OK.3, OK.9
IPAKTHYECKOE

3aHATHE

3anstue 1.7.5 |UuTtepdeiicsl conpspkeHus ¢ AATYNKAMU U UCTIOTHUTEIbHBIMU 2 1.7,1.8,2.6 OK.1,0K.2 1.10,1.12, 1.7, 2.6
nmpakTh4yeckoe |ycrpoiictBamu. [IpeoOpazoBarenu nHTEPPEIHCOB.

3aHsTHE

3anstue 1.7.6 |U3ydyenne untepdeiica 1-Wire u MpUHIMIIOB TOCTPOCHUS CETH 2 1.10, 1.12, 1.7, 2.6 OK.1, OK.2
npaktuueckoe |1WireNet.

3aHsTHE

Tema 1.8 I[IpombllieHHOE ceTeBOe 000PYA0BaHUE 12

3anstue 1.8.1 |M3ydyeHue NpUHIMIIOB MOCTPOCHUS TPOBOAHBIX MPOMBIIIIEHHBIX ceTel| 2 1.13,1.14 OK.1, OK.2
Teopus Ha 0a3e obopyznoBanus pupmsl MOXA.

3ansatue 1.8.2 |M3yueHne npuUHIMIIOB MOCTPOCHUS OECIIPOBOIHBIX TPOMBIIUICHHBIX 2 1.13,1.14 OK.1, OK.2
TEOpHs ceTelt Ha 6a3e obopynoBanus GupmMber MOXA.

3ausarue 1.8.3 |YnaneHHoe aIMUHUCTPUPOBAHKUE POMBIIIJICHHBIX CETEH. 2 1.13, 1.14, 2.10, OK.1, OK.3
MPAKTUYECKOE 2.11

3aHATHE

3ansarue 1.8.4 |IIpoekTpoBaHNEe MHOTOYpPOBHEBBIX IIPOMBILIUIEHHBIX CETEH. 2 1.13,1.14, 2.10, OK.I, OK.3
MPAKTHYECKOE 2.11

3aHsTHE

3ansatue 1.8.5 [Pa3paboTka nepapxuueckoil MpOMBIIIIICHHON CETH JUIsl yIIPABJICHUS U 2 1.13,1.14, 2.10, OK.1, OK.2

PaKTUIECKOe
3aHATUC

KOHTPOJIA 3@ COCTOSAHUEM 00BEKTOB.

2.11
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3anstue 1.8.6 |Pa3paboTka nepapxmuueckoil MpOMBILIUICHHON CeTH IJis yIpaBICHUS U 2 1.13, 1.14, 2.10, OK.1, OK.3 1.13, 1.14, 2.10,
IPAKTUYECKOE |KOHTPOJIS 38 COCTOSIHUEM OOBEKTOB. 2.11 2.11
3aHSATHE
Tema 1.9 Komnbrorepusbie cetn 3
3anstue 1.9.1 |KoHCynbTaTHBHOE 3aHATHE IO KOMIIBIOTEPHBIM CETSIM. 1.1,1.2,2.1,2.2 OK.1, OK.2
KOHCYJIbTaITUs
Tema 1.10 IIpoMbinieHHBbIE CETH 3
3anstue 1.10.1 |KoHCynbTaTUBHOE 3aHATHE N0 MPOMBIIIJIEHHBIM CETSIM. 1.13, 1.14, 2.10, OK.1, OK.2
KOHCYJIbTAlUSI 2.11
DK3aMeH 6
BCEI'O:| 96
2.3. dopmupoBaHHe JIMYHOCTHBIX pe3yJibTaToB peaju3anuu NPOrpamMmbl BOCIIUTAHUSA
HaumMeHoBaHue TeMbl 3aHSITUSA HauMeHoBaHHe JMYHOCTHOIO Tun HaumeHnoBaHue
pe3yJibTara peaju3aluy NporpaMMbl | MEpPONIPUATHUS MepOoNnpUATHS
BOCIIMTAHUA
1.1.1 Buapl KOMIBIOTEPHBIX CETEN. 3.4 JIeMOHCTpUPYIOLIUI TOTOBHOCTD U Kpyrnsiid cron  |CoBpeMeEHHBIE

OcHOBHBIEC KOMIIOHCHTBI CETEH, ceTeBas
Cpelia U CETEBbIC YCTPOMCTBA. TEXHOJIOrUU
noakiroueHus K Mlarepaer. OCHOBHBIE
TIOHATHUS CETEBOM 0€30IIaCHOCTH.
TeHneHurn pa3BUTHUSA CETEN.

CIIOCOOHOCTh K 00pa30BaHUIO, B TOM YHUCJTIE
caM000pa30BaHUI0, HA MPOTSHKEHUU BCEH
KU3HH, CO3HATEILHOE OTHOIIICHUE K
HEIPEPHIBHOMY 00Pa30BaHUIO KaK
YCIIOBHIO YCIICTITHOM MPo(heCCHOHATHHON U
0OIIIECTBEHHOM JCATEIHHOCTU

TEHJACHIIUM PA3BUTHUS
ceTen
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1.1.5 CereBoii noctym. CriocoObl
NOJIKITFoueHUS K ceTH. CeTeBbie
unrepdeiicapie wiatel (NIC). Cpensbl

nepecaad IaHHbIX U UX XAPAKTCPUCTUKU:

MPOMYCKHAsi CHOCOOHOCTb,
MIPOU3BOIUTEIILHOCTh. Bubl Kabemnei.
becrnipoBoiHbIE CpEeACTBA EPEAAUN
nansbix. Crangapt Wi-Fi IEEE 802.11.
KananbHbIN YPOBEHB U €70 ITOAYPOBHH.
CranmapThl KAHAIBHOTO YPOBHSI.
dusnyeckas 1 JIOTHYeCKas TOMOJIOTUs
CETH.

3.3 JleMOHCTpUpPYIOLIMI HaBbIKW aHAN3a U
UHTEpIpeTanuu nHopmanuu us3
Pa3IUYHBIX UCTOYHUKOB C YYETOM
HOPMAaTHUBHO-IIPABOBBIX HOPM

BupryanbHas
AKCKypCHS

dusnueckas u
JIOTUYECKast TOIIOJIOTHS
ceTHu
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1.1.9 Ha3nauenwne u 3agaun
TPAHCIIOPTHOTO YPOBHSI.
MybTUIIIEKCUPOBAHNUE CEAHCOB CBSI3U.
[Tpotoxosnsl TCP u UDP O6MeH naHHBIMU
o TCP. IIpoueccer TCP cepsepa.
ITpoueccsl u 3anpocsl UDP-cepepa.
[Ipunoxenus, ucnosus3yromue UDP u
TCP.

3.2 [IposiBnsironIni yBaXKEHHUE K
ACTETUYECKUM IIEHHOCTSIM, 00J1a1at0IIHi
OCHOBaMH 3CTETHYECKOMN KYJIbTYPBHI.
Kputnueckn oleHUBAOIINN U IESITENBHO
MPOSIBIISIONINI TOHUMAHHE
SMOLMOHAJIBHOTO BO3JEHUCTBUS NCKYCCTBA,
€ro BJIWAHUS Ha AYIIEBHOE COCTOSIHUE U
NoBeAeHUE Jiroen. bepexnuBo
OTHOCSIIMICA K KYJIbTYPE KaK CPEIACTBY
KOMMYHUKAIIUU U CAMOBBIPAXKEHUSI B
00II1eCTBE, BEIPAKAIOIINIA COMTPUIACTHOCTh
K HPaBCTBEHHBIM HOPMaM, TPAJIULIHIM B
uckycctBe. OpMEHTHUPOBAHHBIN HA
cOOCTBEHHOE CAMOBBIPAKEHUE B PA3HBIX
BUJIaX UCKYCCTBA, XYy/I0KECTBEHHOM
TBOPYECTBE C YUETOM POCCUUCKHUX
TPAAUIIMOHHBIX TyXOBHO-HPABCTBEHHBIX
LEHHOCTEH, 3CTEeTUYECKOM 00yCTPONCTBE
coOctBeHHOro ObITa. Paznenstonuit
LIEHHOCTH OT€YECTBEHHOTO U MUPOBOIO
XYZI0KECTBEHHOTO HACIIEUs, POJIH
HapOAHBIX TPAAUIUNA U HAPOAHOTO
TBOpPUYECTBA B UCKYCCTBE. BhIpakaromuii
LIECHHOCTHOE OTHOLLIECHUE K TEXHUYECKOMN U
IIPOMBILIJIEHHOW 3CTETUKE

becena

[Ipunoxenus,
ucnons3ytommue UDP u
TCP
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1.1.12 AHanu3 KOMOBIOTEPHOU CETH U
HACTpOIKa MaplIpyTU3aTopa: MpoBepKa
3a/IEP/KEK B MEPEIauu CETEBBIX MTAKETOB C
MOMOILBIO YTUJIUT «ping» U «traceroutey;
UCIOJIb30BaHUE UHTEPPeiica KOMaHTHOM
ctpoku (CLI) nyst coopa cBeeHuit o
CETEBBIX YCTPONCTBAX; yNpPaBICHUE
¢aiinamu KoOH(pUTypalud MapuIpyTU3aTopa
C OMOUIBIO IPOrpaMMBbl IMYJISILUN
TepMHUHAaJa, ¢ ucrojibzoBanueMm TFTP,
baem-namara 1 USB-HakonmTenei,
U3Yy4YEHHUE NPOLETYP BOCCTAHOBJICHUS
IapoJeu.

3.1 JleMOHCTpUpYIOLIMI TPUBEPKEHHOCTh
TPaAULIMOHHBIM JyXOBHO-HPABCTBEHHBIM
LEHHOCTAM, KyJIbType HapoaoB Poccuu,
NPUHLUIIAM YECTHOCTH, HOPAIOYHOCTH,
OTKPBITOCTH. J[eNCTBYIOLIUN U
OLICHUBAIOIIMI CBOE MTOBEACHUE U
MOCTYIIKH, TOBEJAECHUE U TOCTYIIKU APYTHUX
JOJIEH C TTO3ULHAN TPAAUIIMOHHBIX
POCCHICKUX TYXOBHO-HPaBCTBECHHBIX,
COLUOKYJIbTYPHBIX LIEHHOCTEN U HOPM C
YYE€TOM OCO3HAHUS MOCIEICTBUM
IIOCTYIIKOB. ['OTOBBIN K A€I0BOMY
B3aMMOJICUCTBHIO U HEHOPMATTLHOMY
OOIIEHUIO C MPEACTABUTEISIMU Pa3HBIX
HapoOJI0B, HAIITMOHAIBHOCTEH,
BEPOUCIIOBEIAHU, OTINYAOIIHNI UX OT
YYaCTHUKOB T'PYIII C I€CTPYKTUBHBIM U
JICBUAHTHBIM MTOBEJICHUEM.
JIeMOHCTpUPYIOIINK HENPUITHE
COLMAJIBHO OMACHOT'O MOBEICHUSA
OKPYXAaIOUIMX Y MPEIYNPEKIAIOUINN €TO0.
[IposBnsironnid yBaXEHHE K JTFIOAAM
CTapIIEro MOKOJICHUS, TOTOBHOCTb K
YYaCTHIO B COLIMAJIbHOW MOJJIEPIKKE
HYXKJAOUUXCS B HEU

MuHu-1IpoeKT

AHaIu3 KOMIBIOTEPHOU
CETH W HaCTpOIKa
MapuIpyTu3aropa
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3. YCJOBMUS PEAJIM3AIIMUA PABOYEHR ITPOI'PAMMBI TUCIHUATIIUHBI
3.1. TpeOoBaHMS K MUHMMAJIbHOMY MaTEPHAIBLHO-TEXHUYECKOMY 00eCeYeHH 0

Peanuzanus mporpaMMbl AUCIUIUIMHBI TpeOyeT HAIUYHUS y4eOHOTO KaOuHeTa:
JIaGopaTtopust HH(POPMAITMOHHBIX TEXHOJIOTHIA.

OBECIIEYEHHOCTDB BCEX BUJ10B TABOPATOPHBIX PABOT N
NMPAKTUYECKHUX 3AHSATHUH (nanee — JITIP)

HaumenoBanue 3ansatus JIIIP

Ilepedyens o00pyaoBaHus

1.1.1 Buapl KOMIBIOTEPHBIX CETEN.
OcHOBHBIE KOMIIOHCHTBI CETEH, ceTeBas
Cpelia U CETEBbIC YCTPOUCTBA. TEXHOJIOrun
noakatoueHus: kK arepHet. OCHOBHbIE
TIOHATHS CETEBOM 0€30IIaCHOCTH.
TenaeHIMU pa3BUTHUS CETEU.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.2 CocraBienue kapThl cetu THTEpHET C
MOMOIIIBIO YTUJIUT «ping» U «traceroutey.
Co3pgaHue TpoCTOil CETU: YCTaHOBKA
ceaHca KOHCOJIU C CETEBbIM
000py1I0BaHUEM TPHU MTOMOIIIU TPOTPAMMBbI
CiscoPacketTraser; HacTpoiika OCHOBHBIX
napaMeTpoB KOMMYTaTOpa.

[TepconanbHbIit KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.3 CereBnie nmpoTokoisl. Habop
npotokosioB TCP/IP u npouiecc oOMeHa
naHHbIMU. OpraHu3aIyH 110
cranpapruzauu: ISOC, IAB, IETF, IEEE,
ISO. MuoroypoBHeBbie moaenu OSI u
TCP/IP. CeteBas aapecarusi. MAC- u IP-
ajapeca.

[TepconanbHbIil KOMIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.4 TIpocmoTp cereBoro Tpaduka c
nomoIikio nporpammel Wireshark. O0xxum
ceteBoro kabens. [logkmtouenue
KOMIIBIOTEPOB K CETH C MOMOIIbI0 Kabemei
1 OeCIIpOBOHBIX aJIaNITEPOB, ONPEICTICHHIE
CETEBBIX YCTPONCTB U KAHAJIOB CBS3H;
MIPOCMOTp JTaHHBIX.

[TepconanpHbIl KOMIIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Microsoft Office 2010, Google Chrome,
Wireshark
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1.1.5 CereBoii noctym. CriocoObl
noakiroyeHus k cetu. CereBbie
unrepdeiicapie wiatel (NIC). Cpensbl
nepenayn JaHHBIX U UX XapaKTEePUCTUKU:
MPOMYCKHAsi CHOCOOHOCTb,
MIPOU3BOIUTEIILHOCTh. Bubl Kabemnei.
becnipoBoHbBIE CpeICcTBaA MEpeIavH
nansbix. Crangapt Wi-Fi IEEE 802.11.
KananbHbIN YPOBEHB U €70 ITOAYPOBHH.
CraHgapThl KAHATBHOTO YPOBHS.
duznyeckast ¥ TOTUYECKAst TOMOJIOTHS
CETH.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.6 Uzyuenue Ethernet-texHonorui:
npocMoTp MAC-aapecoB ceTeBbIX
yCTpOMCTB, uzyuenue kaapos Ethernet ¢
oMol nporpamMmmsl Wireshark;
[IpocmoTtp ARP ¢ nmomompro nporpaMmsl
Wireshark, uarepdeiicoB komanaHOM
ctpoku Windows; Tabmumamu MAC-
aZipecoB KOMMYyTaToOpa.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Wireshark

1.1.7 ITpOTOKOJIBI CETEBOTO YPOBHSI.
OcHoBHbIE XapakTepucTuku [P-nporokomna.
Crpykrypa naketroB IPv4 u IPv6. Tabnuia
MapUIpyTH3aLHH Y3JI0B U MaplUIpyTU3aTopa
Y CTporCcTBO MapLIPpyTHA3ATOPA.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.8 TlocTpoenue ceTu Ha O6aze
MapuIpyTH3aTopa 1 KOMMYTaTopa:
IPOCMOTP TAOIUI] MaPUIPYTU3AIUU Y3IIOB,
u3ydeHue PU3NUECKUX XapaKTEPUCTUK
N3yyeHue TpaHCIOPTHOTO YPOBHS:
HaOJII0/ICHKE 3a TTPOIIECCOM
TPEXCTOPOHHETO «pyKomnoxatus» TCP,
U3y4YEHUE 3aXBaYEHHBIX JaHHBIX DNS
UDP, 3axBauennbix maketoB FTP u TFTP ¢
nomoIeko mporpammel Wireshark.

[TepconanbHbIl KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Wireshark
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1.1.9 Ha3nauenwne u 3agaun
TPAHCIIOPTHOTO YPOBHSI.
MybTUIIIEKCUPOBAHNUE CEAHCOB CBSI3U.
[Tpotoxosnsl TCP u UDP O6MeH naHHBIMU
o TCP. IIpoueccer TCP cepsepa.
ITpoueccsl u 3anpocsl UDP-cepepa.
[Ipunoxenus, ucnosus3yromue UDP u
TCP.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.10 Hactpoiika [P-agpecanuu:
Omnpenenenue [Pv4/IPv6-anpecos,
KOHBEpTaUus, HacTpolika. TectupoBanue
CETEBOI0 MOJKJIKYEHUS C TOMOLIBIO
KOMaH/I «ping» u «traceroute».
Cermenranus [P-cereii: Pacuér noaceren
IPv4; pasznenenue cerel ¢ pa3IMuHbBIMU
TOMNOJIOTUSMH Ha 1ojceTH; Pa3paboTka u
BHEJIpeHHE cxeMmbl aapecannu [Pv4-cern,
VLSM. IPanpecanus: ananu3 Tpaduka
OJIHOQJAPECHOM IEepeIayH,
IIMPOKOBENIATEIIBHON U MHOT0aIPECHOU
pacChUIKH; HACTPOMKA U MPOBEPKaA
anpecauuu [IPv4 u IPv6. Cermenranus IP-
CETEel: OpPraHu3alus NOACETH IO
Pa3IMYHBIM CLIEHAPUAM; pa3paboTKa U
BHEJIPEHHE CTPYKTYpHI aapecaruu VLSM;
BHEJIPEHUE CXEMBI a/Ipecaluu
pazaenénnon Ha noacetu [Pvé-ceru.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer
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1.1.11 M3yyeHue OCHOBHBIX CETEBBIX
Ciryk0: oOMeH (aitmamu Mex Iy
OJIHOPAHTOBBIMH YCTPOMCTBAMU
omnpeaeseHue npeodpazopanuii PAT;
npasuia pabotrsl DNS; npotokon FTP.
N3yueHue OCHOBHBIX CETEBBIX CITYKO:
oOMeH (aililaMu MEKy OJJHOPAHTOBBIMU
YCTPOMCTBAMHM OIPEIECICHUE
npeobpazoBanuii PAT; mpaBumna paboTsl
DNS; mpotokon FTP. 3 2 [Ipaktuueckue
3anaTus. ObecreyeHre 6€30NacHOCTH
CEeTH: YIPO3bl CETEBOM 0€30MacHOCTH;
JOCTYT K CETEBBIM YCTPONUCTBAM IO
nporokoiry SSH; oGecrieuenue
0€30MacHOCTH CETEBbIX YCTPOUCTB.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.12 AHanu3 KOMOBIOTEPHOU CETH U
HACTpPOMKa MapLIpyTU3aTOpa: MpOBEpKa
3aJIEPXKEK B IIEPEAAYN CETEBBIX ITAKETOB C
MOMOIIBIO YTUJIUT «ping» M «traceroutey;
UCIOJIb30BaHUE UHTEPPeiica KOMaHTHOM
ctpoku (CLI) mist coopa cBeeHuit o
CETEBBIX YCTPOUCTBAX; YIIPABJICHUE
daiinamu KoH(GUTypallud MapHIpyTU3aTOpa
C IIOMOIIBIO [TPOrPaAMMBbI dMYJISILUN
TepMHUHAaJa, ¢ ucrojibzoBanueMm TFTP,
bnem-namaru u USB-Hakonurenei,
U3y4eHUE NPOLIEAYP BOCCTAHOBIICHUS
apoJen.

[lepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.13 O6benunénnnie cetu. Mepapxus B
KOMMYTHpYeMoOu ceTu. Poisib
KOMMYTHUpYeMbIX ceTeil. KommyTtupyemas
cpena. JnHamudeckoe 3an0JIHEHUE
tabauiel MAC-aapecoB KoMMyTaTopa.
Mertoibl IEpECHUIKA HA KOMMYTAaTOPE.
KommyTarusi ¢ mpomMexyTOUYHbIM
xpaHeHueM. CKBO3HasA KOMMYTaIus.
KommyTtarmonueie fomMeHbl. CHUKEHHE
IIEPErPY30K CETH.

[lepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

cTp. 23 u3 34




1.1.14 ba3oBas HacTpoiika KOMMyTaTOpa.
Hacrpoiika 6€30macHOCTH KOMMYTaTOpa:
nportokosia SSH; ¢ynkuun Switch Port
Security. [Touck u ycTpaneHue HEMoMa10K
B cUcTeMe 0€30IaCHOCTH MOPTOB
KOMMYTaTOpa.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.1.15 Hactpoiika MapuipyTtusaropa:
HMCIIOJIb30BAaHUE KOMAHIbI traceroute mIs
OOHapY>KEeHUS CETU; HACTPOIKa
unrepdeiico [IPv4 u IPv6; nccnenosanue
MapuIpyTOB C MPSAMBIM MOJIKIFOYEHUEM.
Hactpoiika 6a30BbIX MapamMeTpoB
MapHIpyTU3aTopa ¢ oMoIlbio nHTepdeiica
koMaHiHO# cTpoku (CLI) cuctemsr Cisco
I0S; ¢ momompro CCP.

[Tepconanbhblit KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.2.1 Konduryparmus cereit VLAN u
TPAHKOBBIX KaHAJIOB, IOUCK U YCTPAHEHHUE
HernoJia oK B KoHurypamuu VLAN;
peanu3anus CUCTeMbl 0€30IaCHOCTH CETU
VLAN.

[Tepconanbublii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.2.2 Mapmpyrtusanus Mmexay VLAN: mis
KaX0T0 MHTEpdeiica; Ha OCHOBE
crtanaaprta 802.1Q 1 TpaHKOBOTr0 KaHaja.
[Touck u ycTpaHeHHE HEMONAI0K B
Mapuipytuzauuu Mexay cersimu VLAN.

[lepconanbublit KoMIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.3.1 IIpOTOKOJIBI CTATUCTUYECKOU U
JTUHAMUYECKOM MapUIpyTH3aLUK —
Ha3HAYEHUE, PUHIIUIBI PAOOTHI U UCTOPUS
pa3Butusa. CpaBHEHHE TMHAMUYECKOUN U
craTndeckor mapupyruzanuu. [[puHuuns
pabOoThI MPOTOKOJIOB MaPIIPYyTU3ALIUHU:
MyCK MOcJe BKIOYeHUs nuTanus, CeteBoe
oOHapyxenue, OOMeH TaHHBIMHU
MapiipyTtu3anuu, ObecneueHue
cxogumoctH. Kiaccudukaiusi mpoTokosioB
MapuIpyTH3aLHH.

[lepconanbHblii KOMIIbIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC
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1.3.2 HacTpoiika cratnueckoi
Mapipytuzanuu: [Pv4/IPv6 mo
YMOJIYaHUIO; cXeMbl afpecanun [Pv4 ¢
ucnoJib3oBanueM VLSM; pacuér
CyMMAapHBIX MapuipyTOB, TOUCK U
ycTpaHneHnue Henosanok [Pv4 u [Pv6.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.3.3 HacTpoiika TuHaMU4eCKOn
MapLIPYyTU3ALHUU: UCCIIEIOBAHUE
CXOJMMOCTH; CPAaBHEHHE METOJIOB BHIOOpA
nyTd B nmporokoiiax RIP. Hactpolika
npoTokoioB RIPv2 u RIPng.

[Tepconanbhblit KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.3.4 CemeiictBo npotokosioB OSPF.
Hactpoiika nporokonoB OSPFv2 u
OSPFv3 nns ogHol 06sacTy.

IlepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.4.1 Ipuniun pa6otsl ACLcnuckos.
Tuner ACL-couckosB Cisco s [Pv4.
[IpucBanBanne HomepoB U UMEH ACL-
cruckaM. Pacuér maba0HHOM Macku B
ACLcnuckax. PekoMmenganuu no
co3nanuto u pazmenieHno ACL-cnuckos.
Pa3mMemenne ctangapTHeIX U
pacuupennbix ACL-cnnckoB. Hactpoiika
crangaptHoro ACL-cnucka. [Ipumenenue
ctangapTHbiXx ACL-crinckoB Ha
untepdericax. Kommentapun k ACL-
cnuckaM. [IpoBepka u perakTupoBaHue
CTaHJAPTHBIX HyMepoBaHHBIX CLCIUCKOB.
ACL-craTucrtuka.

[TepconansHbIll KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.4.2 3ammra noptoB VTY ¢ nomorpro
crangaptHoro ACL-cniucka [Pv4.
CrtpykTypa u HaCTpOilKka pacIlIMPEHHbBIX
ACLcnuckos s IPv4. @unbTpanus
TpaduKa ¢ UCIOIH30BAHUEM PACIIMPEHHBIX
ACL-cnuckoB. Ilouck u ycrpanenue
Hernoaanok ACL-cuckos.
Pacnpocrpanénnsie ommoku ACL-
criuckoB. CpaBHenne ACL-cruckoB aJist
IPv4 u IPv6. Hactpoiika u npoBepka ACL-
CIUCKOB Jis [Pv6.

[lepconanbublit KOMIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC
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1.4.3 N3yueHnue MexaHU3MOB PabOTHI CO
CIIUCKaMH KOHTPOJISI IOCTYTIA: HATJISAHOE
npenacrasienue paborel ACL-cniucka;
Hactpoiika ACL-ciiuckoB. [Touck u
YCTpaHEHHE HEMOJaJ0K B padoTe.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.5.1 DHCPv4: 6a3oBas oneparnus, hopmat
COOOIICHH, COOOIIEeHNsT 0OHAPYKEHUS U
npeaoxenus. Hactporika, nposepka u
peTpaHCIsALIUs IPOCTOrO
DHCPv4-cepBepa. Hactpoiika
MapIIpyTHU3aTOpa B KAUECTBE
DHCPv4-knuenta. Hactpoiika
Mapuipytuzaropa kinacca SOHO. Iouck u
YCTpaHEHHE HEMOJaJ0K B paboTe
mapuipytuzaropa DHCPv4.

[TepconanbubIil KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.5.2 ITporokon DHCPv6.
ABTOMaTHYeCcKasi HACTpoiika ajgpeca 6e3
orcnexuBanus coctostHus (SLAAC).
[Tpunuun padotet SLAAC ¢ DHCPv6.
DHCPvV6 ¢ u 6e3 oTciexuBanus
coctosinus. [Ipoueccet DHCPv6.
Hactporika mapuipytusaropa B KaueCTBe
DHCPv6-cepsepa u DHCPv6-knuenra.
[Touck u ycTpaHneHue HenoiagokK B paboTe
DHCPv6.

[Tepconanbublii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.5.3 NU3yuenue nportokonos DHCP:
6a3oBas HacTpoiika DHCPv4 Ha
MapIlIpyTHU3aTOpPE; HACTPOIlKa cepBepa
DHCPv6. ITouck u ycTpaHeHUE HEMOJIAI0K
B pabote DHCPv6. HacTpoiika npoTokona
DHCP.

[TepconanbHbIl KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.6.1 [IpeoOpazoBaHue CETEBBIX aAPECOB
[Pv4. KonuenrtyanbHoe peoOpa3oBaHue
ceteBbIx aapecoB (NAT). Tepmunonorus u
npuHiumnbl padotel NAT. IIpoctpancTBo
yacTHbIX [Pv4-agpecoB. Cratnueckoe u
JUHAMUYECKOE TPE0Opa30BaHUE CETEBBIX
aapecoB (NAT). [IpeoOpazoBanue aapecoB
noptoB (PAT). CpaBuenue NAT u PAT.
[IpenmymectBa u Hegoctatkn NAT.
AHanu3 cTaTHYecKoro npeoOpa3oBaHus

NAT. [Ipuniun paboTel TMHAMHYECKOTO
NAT.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.6.2 Hactpoiika u npoBepka NAT, PAT.
[Tepeaapecanus noptoB. Hactpoitka NAT
u nipotokoJia [Pv6. [Touck u ycrpanenue
Hemnonagaok B padote NAT.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.6.3 [IpeoOpazoBaHme CETEBBIX aPECOB:
n3yueHue npuHiuna padorsr NAT.
Hactpoiika nepeaapecaiuy nopTos.
[IpoBepka, MOUCK U yCTPAHEHUE
Hernonaaok koHurypanuii NAT.
Hacrtpoiika NAT-mmyna ¢ neperpy3koi u
PAT.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.1 BBeneHue B IPOMBIILICHHBIE CETH.

[Tepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.2 ®uznueckuii ypoBEHb
IIPOMBIIIJICHHBIX CETEH.

[lepconanbHblii KOMIIbIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.3 UnTtepdeticbl 1 MPpOTOKOJIBI IEpeiaun
JTAHHBIX B MIPOMBIIIUICHHBIX CETSIX.

[Tepconanbnblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.4 IIporpamMmMupyeMble TPOMBILLIICHHbBIE
KOHTPOJLIEPHI.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.5 UnTtepdelicbl conpsiKeHus ¢
JATYUKAMU U UCTIOTHUTEIbHBIMU
ycrpoiictBamu. [IpeoOGpazoBarenu
uHTepdeicos.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.6 N3yuenue unrepdetica 1-Wire u
npUHITMTIIOB mocTpoerwus cetn 1 WireNet.

[lepconanbublit KoMIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.8.1 M3yyeHre NpuHLIMIIOB TOCTPOCHHUS
MIPOBOJIHBIX MTPOMBIIUICHHBIX CETEH Ha
6a3e obopynoBanus pupmel MOXA.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.8.2 N3yueHne npuHUHUIOB MOCTPOCHUS
OECIIPOBOIHBIX TPOMBIIILJICHHBIX CETEN Ha
6a3ze obopynoBanus pupmer MOXA.

IlepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.8.3 Y nanenHoe agMUHUCTPUPOBAHUE
MIPOMBIILJICHHBIX CETEH.

[TepconanbHbIlt KOMIIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.4 IIpoekTupoBaHKE€ MHOTOYPOBHEBBIX
MTPOMBIIIJIEHHBIX CETEM.

[TepconanbubIil KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.5 Pa3paboTka uepapxuueckon
MIPOMBIIUICHHON CETH IS YIPaBICHUS U
KOHTPOJIS 32 COCTOSTHUEM OOBEKTOB.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.8.6 Pa3paboTka uepapxuueckon
MPOMBIILJICHHOW CETH JIJIs1 YIIPaBICHUS U
KOHTPOJISl 32 COCTOSTHUEM OOBEKTOB.

[Tepconanbublii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.9.1 KoncynpTaTuBHOE 3aHSTHE 110
KOMITBIOTEPHBIM CETSIM.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.10.1 KoHCynbTaTUBHOE 3aHATHE 10
MIPOMBIIIICHHBIM CETSIM.

[lepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

3.2. UudopmannoHHoe odecnevyeHne peajn3auuy NporpaMmmbl
[lepeueHb peKOMEHyEMBbIX YUEOHBIX, Y4EOHO-METOIUUECKUX TIEYaTHBIX U/WIH
AIIEKTPOHHBIX U3JJaHUM, HOPMATUBHBIX U HOPMATUBHO-TEXHUUECKUX JOKYMEHTOB

Ne |bubauorpadguueckoe onucanme

Tun (ocHOBHOI
HCTOYHHK,
JAOMOJHUTEJIbHbIA
HCTOYHMK,
3JICKTPOHHBIH

pecypc)

1. |Makcumos H.B. Komnetorepusie cetn : yueonuk ans CI1O / |[ocHOBHas |

OOPVYM, 2008. - 448 c.

H.B. Makcumos, N.W. TTonos. - 3-e u3A., uctp. u J1o1. - M. :
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KomMrmibroTepHbie CeTH U TeIEKOMMYHHUKAIUY : yueOHOe
nocobue g CIIO / cocraButenu . B. Bunokypos. -
CaparoB, Mockga : [Ipodo6pazoBanue, At [ITu Ap Menua,

2022.-103 c. - ISBN 978-5-4497-1445-9. - Tekcr:
ANEKTpOHHBIN: [caiiT]. — URL:

https://www.iprbookshop.ru/115695.html. - Pexxum noctyna:

JUISL aBTOPU3HP. MTOJIb30BaTENEN

[ocHOBHA|

OCHOBBI KOMIIBIOTEPHBIX ceTel : yueOHoe mocoowue / b./1.
Bucnanyin, C.A. JIynusn, C.B. Cunopos, I1.}O. Uymauenko;
nox pex. JI.I'. I'arapunoii. - M. : ®DOPYM : UHOPA-M,
2009. - 272 c.

[ocHOBHA|
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4. KOHTPOJIb N1 OIIEHKA PE3YJIBTATOB OCBOEHUA IUCIHUIIJINHbI
KonTposib 1 o11eHKa pe3ysibTaTOB OCBOEHUS AUCHUILUIMHBI TPOBOJUTCS HA OCHOBE
3a/IaHUM U KPUTEPUEB X OLICHUBAHUSI, MPEJICTABICHHBIX B (JOHAaX OLIEHOYHBIX CPEJICTB
no auctuiuimae OI1.11 KoMIblOTEpHBIE ¥ IPOMBIIUIEHHBIE CETH. DOHBI OLIEHOYHBIX
CPEACTB COAEPKAT KOHTPOJIBbHO-OLIEHOYHBIE CPEACTBA ISl TPOBENCHUS TEKYILETO
KOHTPOJISI YCIIEBAEMOCTH, IPOMEKYTOUYHOM aTTECTALINH.

4.1. Texkyuuii KOHTPOJIb YCIIEBAE€MOCTH

TeKylmui KOHTPOJIb YCIIEBAEMOCTH OCYILIECTBIIAECTCS MMPENOAABATEIIEM B IIPOLIECCE
MIPOBEICHUS TEOPETUUECKUX 3aHATUN, TPAKTUUECKUX 3aHATUIM, 1a00paTOPHBIX padoT,

KypPCOBOI'O MMPOEKTUPOBAHUSI.

Pe3yabTaThl 00y4yeHus1 (0CBOEHHbIE
YMEHHUS, YCBOCHHbIE 3HAHUA)

HNHaexc TeMbl 3aHATHSA

Texkymmii kKoHTpoJb Ne 1.

MeTtoabl u ¢popmbl: [IpakTuaeckas padora (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumenennem UKT

1.1 cereBble apXUTEKTYpHI: THUIIHI,
TOIIOJIOTMH, METOJIbI IOCTyIAa K CPEJe
nepesadn

1.1.1

1.2 anmapaTHble KOMIIOHEHTBI
KOMITBIOTEPHBIX CEeTeH

1.1.1

1.6 mMpOTOKOJIBI: OCHOBHBIE MMOHSATHS,
MPUHLIUTIBI B3aUMOICHCTBUS, PA3IUYHS U
O0COOEHHOCTH PacIpOCTPAHEHHBIX
IIPOTOKOJIOB, YCTAHOBKA IMPOTOKOJIOB B
OIEpaIMOHHBIX CUCTEMaX; MPUHIUIIBI
paboThI MPOTOKOJIOB pa3HbIX YpOBHEH (Ha

IMpUMCPC KOHKPETHOI'O CTCKA IIPOTOKOJIOB:

TCP/IP, IPX/SPXwu T.1.)

1.1.3

2.1 YcranaBnuBaTh U HACTPauBaATh
napaMeTpsl, ycraHaBiausars [P-aapeca B
CeTsIX

1.1.2,1.1.3

2.2 mpoBepATH NMPABUILHOCTH NIEpEIavn
JTAHHBIX

1.1.2

Texkymmii KOHTPOJIBb Ne 2 .

Metoasl u ¢popmbl: [Ipakrrueckas padbora (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumernennem UKT

1.3 npuHIMIIBI TAKETHOM NIepe1aun
JTAHHBIX

1.1.2
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1.4 moHsATHE CETEBOM MOJCIIN; CETEBasI 1.1.3

mozens OSI; npyrue ceTeBble MOAEIH

1.5 3agaun 1 PyHKIUU IO YPOBHIM 1.1.3

mozenu OSI

2.3 oOHapyxuBaTh 1 ycTpansats omubku  (1.1.2,1.1.3, 1.1.6
IpU nepeaade TaHHbIX

2.4 006kUMaTh ceTeBOM Kabesb 1.1.4

Texkymmii KOHTpOJIb Ne 3 .

Metoasbl u ¢popmbl: [IpakTrueckas padota (Ompoc)
Bup xontTpoasi: [Ipaktuueckas padota ¢ npumeneanem MKT

1.7 ciocoObl MPOBEPKU MPABUIBHOCTH
nepenayn JaHHBIX

1.1.2,1.1.5,1.1.8, 1.1.9

1.8 cnocoOw1 06HapyxeHus u ycrpanenus (1.1.5,1.1.7,1.1.9
OLIMOOK TIPH Tepeave TaHHbIX

2.4 o0)xuMath ceTeBor Kademb

2.7 npoBOAUTH HACTpOMKy kommyTtaTtopa |1.1.13

2.8 opopmisaTh kabenbHbIe )xypHaIBI CKC (1.1.10

Texkymmii KOHTpPOJIb Ne 4 .

MeTtoabl u ¢popmbl: [IpakTuaeckas padota (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumenennem UKT

1.9 mapuipyTuszanusi nakeToB; QuibTpanus
NAKETOB; MOHATUSA MapUIPYyTU3ATOPA,
CETEBOI0 1IUII03a, OpaHaMay3pa U T.1.

1.1.5,1.1.6,1.1.7, 1.1.10, 1.1.12, 1.1.15,
1.2.2,1.3.1

1.10 crocoOb1 opraHU3alul MEKCETEBOTO
B3aUMOJCHUCTBUSA

1.1.6,1.1.10, 1.1.12, 1.1.15, 1.2.2

1.11 npuHUMITBI TOCTPOECHUS
CTPYKTYpPUPOBAHHOU KaOEIbHON CUCTEMBI
(CKO)

1.1.10

2.5 ycTaHaBJIMBATh B3aUMOJICHCTBUE C
MPUKIAHBIMA TPOTOKOJIAMHU

1.1.11, 1.1.12

2.9 paccuuThIBaTh ceTH 1pv4, ipv6

1.1.10

Texymmin KOHTPOJIb Ne 5 .

Metoasbl u ¢popmbl: [Ipaktrueckas padota (Ompoc)
Bua xonTpoasi: [Ipaktudeckas padora ¢ ucnoias3opanuem KT

1.7 ciocoObl MPOBEPKU MPABUIBHOCTH
nepenayn JaHHBIX

1.1.14,1.2.1, 1.3.1, 1.3.2, 1.3.4, 1.4.1,
142,143,15.1,15.2,153,1.6.1,1.6.3
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1.10 crioco6s!1 opranuzanuu Mexcereroro |(1.3.3, 1.4.1
B3aMMOJICUCTBUS

1.12 Ha3HaueHHE METOI0JIOTUH 1.1.13,1.4.3
oeckiaccoBoii anpecanuu ceteit (CIDR)

2.6 OpraHu30BbIBATh MPEAOCTABICHUE 1.1.12,1.5.3,1.6.2, 1.6.3
CETEBBIX YCIIYT M0JIb30BATEIbCKUMHU
nporpaMMamu

Texkymmii KOHTPOJIBb Ne 6 .
Metoasl u ¢popmbl: [Ipakrrueckas padbota (Ompoc)
Bua koutpoas: [Ipaktudeckas pabora ¢ ucnons3opanuem UKT

1.13 npuHIUIIEI PaOOTHl AKTUBHOTO U 1.1.13, 1.8.1,1.8.2,1.8.3, 1.8.4, 1.8.5
MaCCUBHOTO CETEBOT0 000PYyA0BaHUS

1.14 npuHIUIIBI TOCTPOEHUS CETEBOU 1.8.1,1.8.2,1.8.3,1.84,1.8.5
UHPPACTPYKTYPHI IPEITPHUITHS

2.10 ucnonn3zoBaTh coBpeMeHHbIe cpeacTall.8.3, 1.8.4, 1.8.5
JUTSl IOCTPOCHMSI CETEBOM MHPPACTPYKTYPbI
peAIPUATUS

2.11 ucnonp3oBaTh NPOrpaMMHbBIE 1.8.3,1.8.4,1.8.5
CpeIICTBa ISt MOHUTOPUHTA
KOMIIBIOTEPHBIX CETEN

4.2. IIpoMexxkyTouHas aTTecTanus

Ne cemecTpa Bua npome:xxyTo4yHo# aTrecTanuu
5 DK3ameH

JK3aMeH MOKeT ObITh BHICTABJIEH ABTOMATHYECKH 110 Pe3yJIbTATAM TeKYIIUX
KOHTPOJIeH

Texymuit KoHTposb Nel

Texymnit KOHTpOJIb Ne2

Tekymunii KOHTPOJb Ne3

Texymnit KOHTPOJb Ned

Texkymmii KOHTpOJb Ne5

Tekymnii KOHTPOJb Neb

Metoasbl u popmbi: IIpakTrueckas padora (Omnpoc)
OmnucarenbHast yacthb: 10 BEIOOPY BBINOMHUTH | TeopeTnyeckoe 3a1anue u |
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ITPAKTUYCCKOC 3aJaHUC

Pe3yabTaThl 00y4yeHus (0CBOEHHbIE
YMEHUs1, YCBOEHHbIE 3HAHMS)

HNHaexc TeMbl 3aHATHSA

1.1 cereBble apXUTEKTYpHI: THUIIHI,
TOIIOJIOTMH, METOJIbI IOCTyIIA K CPEJE
nepesadu

1.1.1,1.1.4,1.7.1,1.7.2,1.7.3, 1.9.1

1.2 annmapaTHble KOMIIOHEHTHI
KOMITBIOTEPHBIX CeTel

1.1.1,1.14,1.7.1,1.7.2, 1.9.1

1.3 npuHUKUIIBI TAKETHOM MEpeIadn
JTAHHBIX

1.1.2,1.2.1

1.4 oHsATHE CETEBOM MOJEIIN; CETEBas
mozens OSI; npyrue ceTeBbie MOACIH

1.1.3,1.1.11, 1.7.3, 1.7.4

1.5 3apaun 1 PyHKIMU IO YPOBHIM
monenu OSI

1.1.3, 1.1.11

1.6 MPOTOKOJIBI: OCHOBHBIE MOHSTHS,
NPUHIUIBI B3aUMOJICHCTBUS, pa3IHyus U
0COOEHHOCTH PacCIpPOCTPAHEHHBIX
HPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B
OTIEPAIMOHHBIX CHCTEMaX; MPUHITUIIBI
paboTHI IPOTOKOJIOB Pa3HbIX ypOBHEH (Ha
IpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPXwu T.1.)

1.1.3,1.1.5,1.1.8,1.1.9,1.3.4, 1.5.1, 1.5.2,
1.53,1.6.1,1.6.2,1.6.3

1.7 ciocoObI MPOBEPKHU PABUIHLHOCTH
nepeaavn JaHHbIX

1.1.2,1.1.5,1.1.8,1.1.9, 1.1.14, 1.2.1,
1.3.1,1.3.2,134,14.1,1.4.2,1.43,1.5.1,
1.52,153,1.6.1,1.6.3,1.7.5,1.7.6

1.8 ciocoObI 0OHAPYKEHUS U YCTPAaHEHUS
OIMOOK TIPH Tepeave TaHHbIX

1.1.5,1.1.7,1.19,1.2.1,1.2.2, 1.3.1, 1.3.3,
14.2,143,15.1,1.5.2,1.6.1,1.7.5

1.9 mapuipyTusanus nakeTos; QuibTpanus
MaKEeTOB; IMIOHATHS MapIIPyTU3aTOPa,
CETEeBOIO 11TI03a, OpaHaMayspa u T.J.

1.1.5,1.1.6,1.1.7,1.1.10, 1.1.12, 1.1.15,
1.2.2,13.1,1.3.2,13.3,14.1

1.10 crmocoOb1 opraHU3aIul MEKCETEBOTO
B3aUMOJICHUCTBUSA

1.1.6,1.1.10, 1.1.12, 1.1.15, 1.2.2, 1.3.3,
1.4.1,1.7.6

1.11 npuHUUITBI TOCTPOCHUS

CTPYKTYpPUPOBAHHOU KaOEIbHON CUCTEMBI
(CKO)

1.1.10

1.12 Ha3HaueHNUE METOI0JIOTUHN
6ecknaccoBoii agpecaruu cereit (CIDR)

1.1.13,1.4.3, 1.7.6
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1.13 mpuHIUIIEl PaOOTHl AKTUBHOTO H 1.1.13,1.8.1, 1.8.2, 1.8.3, 1.8.4, 1.8.5,

MIaCCUBHOTO CETEBOT0 000PYI0BaHUS 1.8.6, 1.10.1

1.14 npuHIUIIBI TOCTPOCHUS CETEBOM 1.8.1,1.8.2,1.8.3,1.84,1.8.5,1.8.6,1.10.1
UHPPACTPYKTYpHI IPEATPUITHUS

2.1 YcranaBiauBaTh U HaCTpauBaTh 1.1.2,1.1.3,1.14,1.1.8,1.9.1

napaMeTphbl, ycraHaBiauBath IP-aapeca B

CeTIX

2.2 npoBEPATHh NPABWIBHOCTH MEpeAaYn 1.1.2,1.14,1.1.6,1.1.11, 1.1.15,1.2.2,

JIAHHBIX 1.7.4,1.9.1

2.3 oOHapyxuBaTh U ycTpaHsaTh ommoku  |1.1.2,1.1.3,1.1.6, 1.1.8, 1.1.11, 1.1.13,
MIpU nepeaadye JaHHbIX 1.1.14,1.1.15,1.2.2,1.5.3,1.7.4

2.4 00XKUMaTh CETEBOU KabeIb 1.1.4

2.5 ycTaHaBJIMBATh B3aUMOJICHCTBUE C 1.1.11,1.1.12,1.3.2,1.5.3,1.6.2, 1.6.3,
MPUKIAHBIMUA TPOTOKOJIAMHU 1.7.4

2.6 OpraHn30BbIBAThH MPEAOCTABICHUE 1.1.12,1.5.3,1.6.2,1.6.3,1.7.5,1.7.6
CETEBBIX YCIIYT MOJIb30BATEIbCKUMHU

nporpaMMmamu

2.7 npoBOAUTH HACTpoiiky kommyTtatopa |[1.1.13,1.1.14, 1.6.3

2.8 opopmisaTe kabenbHbIe )xypHaIBI CKC (1.1.10

2.9 paccuuThIBaTh ceTH ipv4, ipv6 1.1.10

2.10 ucnons3oBaTh coBpeMeHHbIe cpeacra|l.8.3, 1.8.4, 1.8.5, 1.8.6, 1.10.1
JUISl TIOCTPOCHUS CETEBOM MHPPACTPYKTYPhI
peAnPUSTUS

2.11 ucnonb30BaTh NPOrpaMMHBIC 1.8.3,1.84,1.8.5,1.8.6,1.10.1
CpeACTBA JUIsi MOHUTOPUHTA
KOMITBIOTEPHBIX CETCH

4.3. Kpurepuu u HOpMBbI OlIEHKH Pe3yJIbTATOB 0CBOEHMS JUCHUILIUHbBI
JIITs KaXKJ10M TUIAKTUYECKOW €IMHUIIBI MPEACTABICHBI ITOKA3aTEIM OLICHUBAHUS HA
«3», «“4, «S5» B dhonme OLICHOYHBIX CpEIICTB 1o JUCIUTIIINHE.
OneHka «2» CTaBUTCS B Ciydae, €CIM OOYYarOIIHMICS IMOJHOCTHIO HE BBITIOJIHMII
3aJlaHi€, WM BBIMOJHEHHOE 3aJlaHME HE COOTBETCTBYET MOKA3aTeNIsIM Ha OIECHKY «3».
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