KoHTpo/1bHO-01IeHOYHBbIE CPeACTBA I POBEIeHNUs TEKYIero
KOHTPOJISt
no M/IK.09.03 Ob6ecnieuenune 0€30nacHOCTH BeO-IPUII0KEHUI
(3 kypc, S cemectp 2026-2027 yu. r.)

Texywmmit kouTpoas Nel (90 munyT)
®opma koHTpoas: [InceMenHsIi onpoc (Onpoc)
OmnucarenbHas yacTb: [luceMeHHbII onpoc
3apnanune Nel (30 munyT)

IIpencraBUTh OTBETHI HA CIEAYIOLIUE BOIPOCHI:

1. Yro Takoe SQL nubexkun?
2. Ha xakue nBa suna neiasrcas HTML uaneknun?

3. Ilepeuncnure 22 Buja ysi3BUMOCTEH BeO CaliTOB.
Onenka |IloxasaTenu olieHKH
5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.
3 [Ipencrasnen oTBet Ha 1 Bompoc.

3apanne Ne2 (30 MmuHyT)

IIpencraBUTh OTBETHI HA CIEAYIOLIUE BOIPOCHI:

1. Uto Takoe BeO-aHaIUTHKA?

2. Ha3BaTh OCHOBHBIE METOAbI BGG-&H&HI/ITI/IKI/I.

3. Onmcath NpoIecc HaACTPOUKU CUCTEMBI B€O-aHAIMTHUKH.

Onenka |IlokasaTenu oneHKH

5 [IpencraBiaeHsl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreer Ha 1 Bompoc.

3ananue Ne3 (30 muHyT)

[IpencTaBuTh OTBETHI HA CIEIYIOIINE BOTIPOCHI:
1. Yro Ttakoe "HexenaTeabHbIH KOHTEHT"?

2. Yro Takoe "YTteuku unpopmanuu"?

3. Uro Takoe "HecankunonupoBaHHblil goctyn"?

Onenka |IloxasaTenu olieHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIpOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.




Texymmid KOHTPOJIb Ne2 (90 MuUHYT)

®opma kouTpoJsi: [Ipaktudeckas padora (MabopManmoHHO-aHATUTHIECKHN )
OnucarteabHas yacTh: [Ipaktuueckas padora ¢ npumeHenneM UKT

3apanue Nel (30 MunyT)

[IpencraBuTh OTBETHI HA CIEAYIOLIME BOIPOCHI:

1. Maiite xapakrepuctuky 10 Bugam ys3BuMocTel BeO CaliTOB.

2. Ha3zoBute BUbI CETEBBIX aTaK.

3. Yto sBisiercst Hanbosee 3(pEKTUBHBIM CPEACTBOM JJIsl 3AIIUTHI OT CETEBBIX aTak?

Ornenka |Iloka3zarenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIIPOCHI.
4 [IpencraBneHsl OTBETHI HA 2 BOIMpOCA.

3 [IpencraBnen oTeeT Ha 1 Bompoc.

3apanune Ne2 (30 MmuHyT)

[IpencTaBUTh OTBETHI HA CIIEIYIONINE BOIPOCHI:

1. Yro moHUMAaeTCs 1Mo HECAHKIIMOHUPOBAHHBIM BO3/ICHCTBHEM Ha 3alIHIAeMYI0 HH()OpMAIIHIO
2. JlaiiTe moHsATHE KOH(PHUICHIIMATBHOCTH, IIEIOCTHOCTH U JOCTYITHOCTH UH(OPMAIIHH.

3. Jlaiite onpeserienne NHPOPMAITMOHHON 0€301TaCHOCTH.

Onenka |IlokazaTenu oueHKH

5 [IpencraBneHs! OTBETH Ha BCE BOIIPOCHI.
4 [IpencraBneHsl OTBETHI HA 2 BOIIpOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.

3apanue Ne3 (30 MunyT)

1.Haiitn agMuHuCTpaTHBHBIE HHTEP(HEHCH KOMMYHHKAIIMOHHOTO U CETEBOTO 000PYIOBAHHUS
(Buneoxamepsl, kommyTtatopsl JIBC, nomamane Wi-Fi MapipyTusaTopsl, U T.1.), OAKIIOYEHHbIE K CETH
HuTtepher.

2. N3BecTHO, uTo aapec BeO-untepdeiica cuctemsl VMWare Horizon View HTML Access conepxut
cTpoky portal/webclient/views/mainULhtml. Haiitu Takue cucTemsl, TOCTyITHBIC U3 ceTH MHTEepHET.

3. Ouenuth koanuecTBo KoMMyTaTopoB Cisco Catalyst ¢ aAMUHUCTpAaTUBHBIM BeO-MHTEpdeHcoM,
MOAKJIIOYEHHBIM K ceT! MIHTepHeT.

Onenka |Iloxa3zarenu oneHKH

5 [IpencraBneHsl Bce MYHKTHI 3aJaHMUSL.
4 [IpencraBnens! 2 MyHKTa 3a0aHUS.

3 [IpencraBnen 1 nyHKT 3agaHusl.

Texymmuit koHTpoab Ne3 (90 MunyT)
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®opma kouTpos: [Ipaktuueckas padora (MHpopManmoHHO-aHATUTHYECKUIA)
OnucareabHas yacth: [Ipaktuueckas padora ¢ npumeHenneM UKT
3ananue Nel (30 MunyT)

[IpuBecTu paboumii anropuT™ NPOBEPKU 3aLTUIIIEHHOCTH MEXaHH3Ma YIIPaBJICHUs JOCTYIIOM U CECCUSIMU

Onenka |Ilokaszarenu oneHKH

5 Brigienenbl OCHOBHBIE aTaky HA MEXaHHU3M YIIPABJICHUS CECCUsIMU (HEe MeHee 4),
chopmyIMpOBaHBI OCHOBHBIE TPEOOBAaHHUS OE30MACHOCTH K peain3allii MEXaHu3Ma
yIpaBlIeHUs cecCcusMH (HE MEeHee §) U aITOPUTM MPOBEPKH 3AIUIEHHOCTH MEXaHU3Ma
YIPaBIECHUA JOCTYIIOM U CECCUAMU

4 CdopmynupoBaHbl OCHOBHBIE TpeOOBaHUS 0€30MACHOCTH K pean3alui MEXaHU3Ma
yIpaBieHUs cecCUsIMU (MeHee 8) U aJrOpUTM IMPOBEPKHU 3aLIUIIEHHOCTH MEXaHU3Ma
yIpaBJIEHUS IOCTYIIOM M CECCUSIMU C HE3HAUUTEIbHBIMU OLIMOKaMHU

3 [IpuBeneH anropuT™ NPOBEPKU 3aUTUIIEHHOCTH MEXaHU3Ma YIIPaBICHHUS JOCTYIIOM U
CECCUSMMU C OIIMOKAMU

3ananue Ne2 (30 MunyT)

1. Uto Takoe ayTeHTHUUKAIIS?
2. Yto Takoe aBTOpHU3aLUs?
3 Hanmmcatp Ha php npuMep 3aluIeHHON aBTOPU3AIIUN U PETUCTPAITIH.

Onenka |IlokazaTenu oueHKH

5 3aaHue BBIIOJHEHO B MIOJIHOM OOBEME.
4 BrinonHeHo 2 myHKTa 3a/1aHus.

3 BoinonHen 1 myHKT 3aaHus.

3ananue Ne3 (30 MmunyT)

OmnpenenuTh KOHTEKCT BBIBOAA JAHHBIX JIJIS KQKJOTO U3 HIDKETPUBEACHHBIX BEKTOPOB XSS-ataku
<h1>Hello,<img/src=1 onerror=prompt(0)></h1>

<script>var name=";alert(1);";</script>

<a href="javascript:alert&lpar; 1 rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

Ykazate Mepsl s IpefoTBpalieHus: XSS-aTaku B 3aBUCHMOCTH OT KOHTEKCTA.

Onenka |Ilokaszarenu oneHKH

5 be3omm6o4yHO BhINOTHEHA HACHTUDUKALMS ysI3BUMOCTEH K atake XSS B 3aBUCUMOCTH OT
KOHTEKCTa BBIBOJUMBIX JIaHHBIX, AJIs1 KaxaA0ro XSS-BEKTOpa yKa3aHbl MEPHI 110
MIPEIOTBPALLEHUIO YTPO3bl aTaKH.

4 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxxaoro XSS-BeKkTopa U MEphI 110
MIPEJOTBPALLEHHUIO YTPO3bI ATAKU BBIITOJHEHBI C HE3HAUUTEIbHBIMU OLTHOKaMHU.

3 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxxaoro XSS-BeKkTopa U MEphI 110
MPEJOTBPALLECHHUIO YTPO3bI ATAKU BBITOJHEHBI YACTUYHO, OMYIIEHbI OIIUOKH
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