IlepeyeHb TeOpeTHYECKHUX U MPAKTHYECKHUX 3aJaHUI K IK3aMeHY
no M/IK.09.03 Ob6ecnieuenune 0€30macHOCTH BeO-IPUII0KEHUI
(3 kypc, S cemectp 2026-2027 yu. r.)

®opma kouTtpos: [Ipakrtudeckas padora (MHpopMamOHHO-aHATUTHYECKHIA)
OnucaresabHasi yacTh: [1o BbIOOpY BRIMOMHUTE | TeopeTudyeckoe 3alaHue U 1 mpakTuyecKoe 3a1aHue

IlepeyeHb TeOpeTHYECKUX 3aJaHUI:
3ananmne Nel

[IpencTaBuTh OTBETHI HA CIEAYIONINE BOTPOCHI:

1. Uto takoe SQL unbexuun?
2. Ha xakue nBa Buna neiasrces HTML uanexknuu?

3. Ilepeuncnure 22 Buaa ysI3BUMOCTEH BeO CaliTOB.
Ouenka |Iloka3arenu oueHku
5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI HA 2 BOIIpOCA.
3 [Ipencrasnen oTBeT Ha 1 Bompoc.
3aganue Ne2

[IpencTaBuTh OTBETHI HA CIEAYIOIINE BOTIPOCHI:
1. Yro takoe "HexenareapHbIM KOHTCHT"?

2. Yo Takoe "YTteuku uHbopmaryun'?

3. Uro Takoe "HecankuuonupoBanHsblil foctyn"?

Ouenka |Iloka3arenu olleHKH

5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIpOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganue Ne3

[IpencraBUTh OTBETHI HA CIIEIYIOININE BOIPOCH:

1. Yro Takoe BeO-aHATUTHKA?

2. Ha3BaTh OCHOBHBIC METO/IbI BEO-aHATUTHKH.

3. OnucaTh mporecc HaCTPOHKN CUCTEMBI BeO-aHATUTHKH.

Onenka |Ilokasarenu oueHKH




5 HpCI[CTaBJIeHBI OTBCTHI HA BCC BOIIPOCHI.

4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.
3 [Ipencrasnen oreet Ha 1 Bompoc.
3aganmne Ned

[IpencTaBuTh OTBETHI HA CIAEAYIOIINE BOIPOCHI:

1. Uto moHMMaeTcs 1oj HECAaHKIIMOHUPOBAaHHBIM BO3/CHCTBHEM Ha 3aIIUIAEMYI0 HHPOPMAIIUIO
2. [aiiTe noHsATHE KOH(DUIESHIIUAIBHOCTH, [IETOCTHOCTU U TOCTYITHOCTH HH(OPMALIUU.

3. [aiite onpenenenne nHGOPMAIIMOHHONW O€30MaCHOCTH.

Ouenka |Iloka3zaTenu oLeHKH

5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasinen orBet Ha 1 Bompoc.
3amanne Ne5

[IpencraBUTh OTBETHI HA CIEAYIOLINE BOIIPOCHI:

1. Maiite xapakrepuctuky 10 Bumam ysi3BUMOcCTel BeO cailToB.

2. Ha3oBuTe BUBI CETEBBIX aTaK.

3. Uro sBnsercst Hanbosee 3QphEeKTUBHBIM CPEICTBOM JUIsI 3aITUTHI OT CETEBBIX aTaK?

Onenka |Iloka3zarenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen orBet Ha 1 Bompoc.

3amanue Ne6
[IpencTaBuTh OTBETHI HA CIAEAYIOIINE BOIPOCHI:
1. Yro Takoe SQL nubekuuu?

2. Ha xaxwne nBa suna nenstirca HTML uabexmun?
3. Ilepeuncnure 22 Buja ysi3BUMOCTEH BeO CaliTOB.

Onenka |IloxaszaTenu olieHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
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3amanue Ne7

[IpencraBUTh OTBETHI HA CIEAYIOLINE BOIIPOCHI:
1. Yro takoe "HexenarenpHplil KOHTEHT"?

2. Yro takoe "YTteuku unpopmanuu"?

3. Yro takoe "HecaHKIMOHUPOBaHHBIN 1octyn'"?

Ouenka |Iloxa3arenu oneHKU

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganue Ne§

[IpencTaBuTh OTBETHI HA CIEAYIOIINE BOTIPOCHI:

1. Yro Takoe BeO-aHAIUTHKA?

2. Ha3BaTbh OCHOBHBIE METOIBI BEO-aHAIUTHKH.

3. OnucaTh mporecc HaCTPONUKU CUCTEMbI BeO-aHaATUTHKH.

Onuenka |Iloxa3arenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganue Ne9

[IpencraBuTh OTBETHI HA CIEAYIOLINE BOIPOCHI:

1. Yto noHuMaeTcs oJ] HeCaHKIIMOHUPOBAHHBIM BO3/ICHCTBUEM Ha 3aIlMIIAeMyI0 HH(OpMaIIIO
2. JlaiiTe moHsATHE KOH(DUACHIIMATIBHOCTH, IIEJIOCTHOCTH M TOCTYITHOCTH UH(POPMAIIUH.

3. JlaiiTe onpeneneHre NHPOPMALMOHHOM GE30MACHOCTH.

Ouenka |Iloxa3aTenu oneHKU

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganne NelQ

[IpencraBuTh OTBETHI HA CIEAYIOLINE BOIPOCHI:

1. Maiite xapakrepuctuky 10 Bunam ys3BuUMocCTel BeO cailToB.

2. HazoBuTe BH]IBI CETEBBIX aTak.

3. Yto sBisiercs Hanbosee 3(pPEKTUBHBIM CPEACTBOM IS 3AIIUTHI OT CETEBBIX aTak?
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Onenka |IloxaszaTenu olieHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.

3aganue Nell

1. UccnenoBaTh MEXaHU3M BOCCTAaHOBJIEHUS MapoJiell BBIOPAaHHOTO BEO-NPUIIOKEHHS U3 TON-PEUTHHTA
SimilarWeb, 1aTh 3KCIEpTHYIO OLIEHKY C TOUKH 3pEHHs O€30MacCHOCTH.

2. UccnenoBaTh MUHUMAJIBHO JTOMYCTUMYIO IJIMHY U CJI0)KHOCTh MapoJiell B IPOU3BOJIbHBIX MATH BEO-
MPUIIOKEHUAX U3 ToN-pedTHHra SimilarWeb, 1aTh 3KCIIEPTHYIO OLIEHKY C TOUKH 3pEHHS O€30MaCHOCTH.
3. UccnenoBaTh HaTM4KMe OPaKyJIOB B MEXaHU3MaxX ayTeHTU(DUKAIIMY TPOU3BOJILHBIX ISTH BEO-
NPUIIOKEHUSAX U3 ToN-pedTHHra SimilarWeb, 1aTh 3KCIEpPTHYIO OIEHKY C TOUKH 3pEHHsI O€30MaCHOCTH.

Onenka |IloxaszaTenu olieHKH

5 BrinonHens! 3 myHKTa 3a1aHUs.
4 BrinonHeHs! 2 myHKTa 3aJaHUA.
3 BeinoniHeH 1 myHKT 3agaHus.
3aganmne Nel2

1. Onucath nporenypy NpoBEpKH BeO-MPUIIOKEHUS Ha ysa3BUMOCTh k aTake CSRF.

2. Kak skcruioiit, otnpasistominii 1anHble Tuna multipart/form-data.MoxxeT ObITh UCTIONB30BaH MPU
CSRF-arake, npuBeauTe npumep.

3. Onucath npu3HaKy ysi3BUMocTH BeO-npuinoxenust K CSRF-atake

Ouenka |Iloxa3aTenu oneHKU

5 BrinosiHeHs! 3 MyHKTa 3a1aHUs
4 BrinonHens! 2 nmyHKTa 3aaHus
3 Brimonnen 1 myHKT 3agaHus
3aganne Nel3

[IpencTaBUTh OTBETHI HA CJICAYIONINE BOIIPOCHI:
1. YUto Takoe nmpoTokomn?

2. Uem otinnuarorcst Metoga GET u POST?

3. Yro takoe JSON?

OI_ICHKa ITokazarenu oLiIeHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.

4 HpeI[CTaBJIeHBI OTBETHI HA 2 BOIIpoOcCa.
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HpeI[CTaBJ'IeH oTBeT Ha 1 BOIIpOC.

3aganue Neld

HazBaTp u onmcaTh OCHOBHBIE THUIIBI YIpo3 HH(bOpMH.L[PIOHHOfI 0e30IMacHOCTH BC6-HpI/IHO)KeHI/I}I.

Onenka |Iloka3arenu oueHkH

5 [IpencraBieH pa3BepHYThI OTBET HA BOMPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKHii OTBET HA BOIIPOC.

3aganue NelS

Onpenenuts U OMUCATh MEPHI MO NPEIOTBPALIEHHUIO YTPO3 HHPOPMALIMOHHOMN 0€3011acHOCTH BEO-

IIPUJIOKEHUSI.
Onenka |[loka3arenu oueHkH
5 [IpencraBieH pa3BepHYThI OTBET HA BOMPOC.
4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKuii OTBET HA BOIIPOC.
3aganue Nel6

Jate knaccudukanuio atak XSS 1Mo BEKTOpPY U cioco0y Bo3aecTBus. OxapakTepu30BaTh OCHOBHBIC
SI3BUMOCTH K aTakaMm XSS, CBSI3aHHBIEC C KOHTEKCTOM, B KOTOPBIN BBIBOJISITCS TaHHBIE.

Onenka |Iloka3arenu oueHkH

5 [IpencraBneH pa3BepHYThI OTBET HA BOMPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKHii OTBET Ha BOIIPOC.

3aganue Nel7

[IpencraBUTh OTBETHI HA BOIPOCHI:

1. Kakue TuIbl TeCTUPOBaHUS BEO-IPUIIOKEHUS CYIIECTBYIOT?

2. Kaxoii Tun TecTupoBaHusi IPEANOUYTUTEIIECH JIsl aHAJIN3a BEO-TIPUIIOKEHUH?
3. Onucath npouecc TECTUPOBAHUS Il OJHOTO U3 TUIIOB TECTUPOBAHMSIL.

Ornenka

Ilokazarenu OoLICHKH

5

[IpencraBnensl 3 MyHKTa 3aAaHUsA.
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HpeI[CTaBJIeHBI 2 ITYHKTAa 3aJ1aHUA.

[IpencraBnen 1 myHKT 3aiaHusl.

3amanue Nel8

[IpoBecTn ananm3 METOAOB 3alIUTHI OT aTak Ha ypoBHe Backend u o6ocHOBaTh HE MeHee 9
€KOMEHIAlU JJI UX MPEAOTBPAIllCHUS

Ornenka

Ilokazarenu OoLiICHKH

5

[IpoBeneH ananu3 METOIOB 3alIMTHI OT aTak Ha ypoBHEe Backend u o6ocHOBaHbI HE MeHee 9
pexomennauuit (1. Aymenmughuxayus u aemopuzayus, 2. 3auuma om uHvexyui, 3.
Ynpasnenue ceancamu, 4. 3auwuma om medsxnccavimosotl noooenxu zanpocos (CSRF), 5.
Koumponw 0ocmyna u asmopuzayus, 6. Monumopune u ayoum 6ezonacrocmu, 7.
Obnosnenus u namuu 6ezonacrocmu, 8. Obyuenue nepconana, 9. Tecmuposanue) nns ux
MPeIOTBPALLCHUS

CdhopmymupoBaHbl HE MeHEE 9 peKOMEHIAIINI TSI TPEIOTBPAIICHHS aTaK Ha YPOBHE
Backend

CdhopmymupoBaHbl HE MEHEE 5 PEKOMEH/IAIINI TSI TPEI0TBPAIICHHS aTaK Ha YPOBHE
Backend

3amanue Nel9

Omnpeznenure He MeHee 9 0a30BBIX MPUHLIMIIOB Pa3pabOTKU 0€30NaCHBIX BEO-NPUITI0KEHUH

Ornenka

Ilokazarenu oLiIeHKH

5

[IpoBeneH ananu3 NOTEHIIMAIBHBIX YTPO3 M OOOCHOBAHBI HE MEHEE 9 peKOMEHAAIIHI 110
pa3paboTke Oe3onacHbIX BeO-npuinoxenuit ( [InanupoBanue TpeboBanuii 6e3omacHoCTH,
JIOKYMEHTUPOBAHHBIN 1m1aH 0e3onacHoctH, [IpakTuku 0e3onacHOro KoaupoBaHusi, MUHUMYM
3aBHCUMOCTH OT BHEUIHMX cyIiHocTel, [IpoBepka naHHbIX, K poBaHue U 00dycKanus,
Aytentudukanus u apropusanus, Pa3zaenenne u MuHIMHU3anus npyuBmierui, M3omsus
KOMIIOHEHTOB, MOHUTOPUHT U ayJIUT, TECTUPOBAHNE HA IPOHMKHOBEHME, [lonmnTuka
0e30macHOCTH KOHTeHTa, [lonuTrka ynpaBieHue ceancaMu, 3aluTa JaHHbIX CECCUU,
OO6HOBNIEHNE KOMITOHEHT))

[IpuBenens! He MeHee 9 pekOMeHIaui 1Mo pa3paboTke 0€30MaCHBIX BEO-MPUIIOKEHUM

[IpuBeneHs! He MeHee 7 peKOMeHAaluil 1o pa3paboTke 6e30MacHbIX BEO-TIPUIOKEHUN

3aganue Ne2(

Kakue MCPBI NO3BOJIAKOT HHGHTH(bHHHpOBaTL YA3BUMOCTU CBA3AHHLBIC C 3any3KOI>'I (I)aﬁHOB Ha CCPBCP

Ornenka

ITokazarenu oLiIeHKH
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[IpoBeneH aHanM3 MOTEHUMANBHBIX YSA3BUMOCTEH U 000CHOBaHbI He MeHee 10 pekoMeHaIuii
(ompenenensl: GyHKIUY 3arpy3ku (aiinoB, GyHKIHOHATIBHOCTD 3arpy3Ku (aiios,
TECTUPOBAaHUE TUIIOB paclIMpeHHi (ailioB, MPOBEpKa TUIIOB 3arpy>KaeMbIX TaHHbBIX (CKPHUIIT,
LIeJII-KOJI, BUPYC), IPOBEPKAa MAaKCUMaJIbHOTO pa3Mepa (paiiyioB, MpaBUIbHOCTH UMEH (haiioB
(HanmMuue 3anpereHHbIX CUMBOJIOB), ayTEHTU(HUKALIMY U KOHTPOJIb JOCTYIIA IIPH 3arpy3Ke,
HaJIM4us ysI3BUMOCTEH MpH nepe3anucu ¢aiiyia, OTCIeKUBaHUE U pErUCcTpalus 1eUCTBUS BO
BpEMs TECTUPOBAHUs, JOKYMEHTUPOBAHHUE YSI3BUMOCTEH U/UIH ITPOOIIEM), TO3BOJISIOIIUX
UIACHTUQUIMPOBATH YA3BUMOCTHU CBSI3aHHBIE C 3arpy3Koil (paiiyioB Ha cepBep

4 [TpuBenens! 10 pekoMeHAaNMIA, TO3BOJISIOMIUX UACHTU(PUIIUPOBATH YSI3BUMOCTH CBS3aHHBIE C
3arpy3koi (aityioB Ha cepBep

3 [IpuBeaeHb! MUHIMYM 7 PEKOMEHIALUMN, TTO3BOJSIONINX UACHTUPHUIIMPOBATH YA3BUMOCTH
CBSI3aHHBIE C 3arpy3K0il (paiijIoB Ha cepBep

3ananue N2l

Onucarb caMble paCIpPOCTPaHEHHBIE BUJIbI XSS, MIPUUMHBI U MEXaHU3M HX BO3JEHCTBHS

Ouenka |[loka3zarenu oueHku

5 [TonmHOCTBIO OMUCaHbI Bce BUABI XSS, MPUYMHBI, MEXaHU3M U pe3yJIbTaThl UX BO3JEHCTBUS,
JTaHBI PEKOMEH/IAIMH 110 TTPEIOTBPAIICHUIO YyTPo3bl XSS

4 Onwucansl Bece BUAbl XSS U MEXaHNU3M UX BO3AECUCTBHS, JaHbl PEKOMEHIALUU 110
MPEAOTBPAIIEHUIO YTPO3bl XSS

3 Onwucansl He MeHee 2 BUIOB XSS U pe3ysbTaThl UX BO3JEHCTBUA

3aganue Ne22

[lepeuncnute OCHOBHBIE pa3HOBUAHOCTH aTak SQL-injection, oMUIINTe MEXaHU3M JACHCTBUS KKIOU U3

HUX

Ouenka |[loka3zarenu oueHku

5 [IpuBenens! He MeHee 6 pasHOBUAHOCTEH aTak SQL-injection (kaccuueckas; «cienas THIa
boolean-based; «cnenas» Tuna time-based; error-based; BnokeHHas; pparMeHTUpPOBaHHAsA),
JeTa’abHO pa300paHbl AHCTBUS KaXI0M U3 HUX

4 [IpuBenens! He MeHee 4 pazHoBUAHOCTEH atak SQL-injection, onucaHbl AEUCTBUS KaXKI0U U3
HUX, JIOMYIIEHbl HE3HAUUTENIbHBIE OITNOKH

3 [IpuBeneno He 60see 3 pazHoBunHOCcTel aTak SQL-injection, TEMCTBUS KaXKI0M OMKCAHBI,
JIOTYIIEHBI TpyObIe OMINOKU

3aganue Ne23

1. Onucate npoueaypy NpoBEpKU BeO-NPUIIOKEHUS Ha ys13BUMOCTh K atrake CSRF.
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2. Kak skcruioiT, oTnpaisonuil 1anaele Tuna multipart/form-data MoxxeT ObITh UCTIOTIB30BaH NpU

CSRF-arake, npuBegure npumep.

3. Onmcarh npu3HaAKK ys3BUMOCTH BeO-npusioskennst K CSRF-arake

Onuenka |Iloka3zaTenu oLeHKH

5 Brinonnens! 3 nmyHkTa 3aaHus

4 BrinosiHeHBI 2 MyHKTA 3a1aHUs
3 Brinonnen 1 nyHKT 3aganust
3amanue Ne24

[Ipou3sBecTu TeCTUPOBAaHUE MOJIB30BATENBCKOr0 HHTEp(eiica web mpuIoKeHus:

1. pazpaboTarh TeCT-TpeOOBaHNUS U TECT-IUIAH Ul IPOBEPKHU I0JIb30BATEIBCKOT0 HHTEpdEIica;
2. pa3paboTaTh TECT-KEHC U TECT-ChIOT JUIs IPOBEPKH MOJIb30BATEILCKOI0 HHTEpdeiica;

3. IpOU3BECTH BHIIOJHEHHE TECTOBBIX MPUMEPOB U COOp MH(POPMALIMU O BBHITOJIHEHUHU TECTOB.

Ouenka |Iloxa3arenu oneHKH

5 Brinonneno 3 3aganus us 3.
4 Brimosneno 2 3aganus us 3.
3 Brinonneno 1 3aganus us 3.
3amanue Ne25

1. Yro Ttakoe DoS araka?
2. Yrto taxoe DDoS araka?
3. Kak 3amururcst ot DoS 1 DDoS arak?

Onenka |Iloka3arenu oueHkH

5 [an otBet Ha 3 Bompoca u3 3.
4 Jlan oTBeT Ha 2 Bompoca u3 3.
3 Jan otBeT Ha 1 Bompoc u3 3.

IlepeyeHb NPpaAKTHYECKHUX 3aJaAHUI:
3amanue Nel

1.Haiitn anMuHHUCTpaTUBHBIE MHTEP(ENCH KOMMYHUKAIIMOHHOTO M CETEBOI0 000pYy10BaHUs
(Buneoxamepsl, kommyTtatopsl JIBC, nomamnne Wi-Fi MapipyTusaTopsl, U T.1.), MOAKIIOYEHHBIE K CETH
HuTtepner.

2. U3BecTHO, uTo aapec BeOG-untepdeiica cuctemsl VMWare Horizon View HTML Access conepxut
cTpoky portal/webclient/views/mainULhtml. Haittu Takue cuctemsl, noctynHsie u3 cetu IHTEpHET.

3. Ouenuth koanuecTBo KoMMmyTaTopoB Cisco Catalyst ¢ aAMUHUCTpAaTUBHBIM BeO-UHTEpdErcoM,
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IIOAKJIIFOYCHHBIM K CE€THU I/IHTepHeT.

Onenka |IlokazaTenu oueHKH

5 [IpencraBneHsl Bce MyHKTHI 3aJaHMsL.
4 [IpencraBneHsl 2 myHKTa 3a/JaHUS.

3 [IpencraBnen 1 myHKT 3anaHusl.
3aganue Ne2

1. Yro Takoe ayreHTH(pUKaLMA?
2. Yto Takoe aBTOpHU3aLUs?
3 Hanwmcatp Ha php npuMep 3aiuieHHoN aBTOpU3alui U PEruCcTpaluy.

Onuenka |Iloxa3arenu oneHKU

5 3agaHye BBIIOIHEHO B [IOJIHOM OOBEME.
4 BrinonHeHo 2 nyHKTa 3a/1aHus.

3 Brmmonnen 1 nyHkT 3apanus.

3aganmne Ne3

[IpuBecTu pabounii aaropuT™ NPOBEPKU 3aUTUIIIEHHOCTH MEXaHH3Ma YIIPaBJICHUs JJOCTYIIOM U CECCUSIMU

Onenka |Ilokaszarenu oneHKH

5 Brigienenbl OCHOBHBIE aTaKy HA MEXaHHU3M YIIPABJICHUS CECCUsIMU (HEe MeHee 4),
chopmyIHpOBaHBI OCHOBHBIE TPEOOBaHHUS OE30MACHOCTH K peain3allii MEXaHu3Ma
yIpaBlIeHUs ceccusiMU (HE MEeHee §) U arOPUTM MPOBEPKH 3AIIUIIEHHOCTH MEXaHU3Ma
YIIPaBIECHUA JOCTYIIOM U CECCUAMU

4 CdhopmynupoBaHbl OCHOBHBIE TpeOOBaHUS 0€30MACHOCTH K pean3alui MEXaHU3Ma
yIpaBieHUs cecCUsIMU (MeHee 8) U aJrOpUTM MPOBEPKHU 3aLIUIIEHHOCTH MEXaHU3Ma
yIpaBJIEHUS IOCTYIIOM M CECCUSMHU C HE3HAUUTEIbHBIMU OLIMOKaMHU

3 [IpuBeneH anropuT™ NpPOBEPKH 3aUTUIIEHHOCTH MEXaHU3Ma YIIPaBICHHUS JOCTYIIOM U
CECCUSMMU C OIIMOKAMU

3amanne Ned

OnpenenuTh KOHTEKCT BbIBOJA JAHHBIX JIJIS KOXKJ0TO U3 HIDKETPUBEACHHBIX BEKTOPOB XSS-araku
<h1>Hello,<img/src=1 onerror=prompt(0)></h1>

<script>var name=";alert(1);";</script>

<a href="javascript:alert&lpar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

VYkazaTh Mephl JJ1s IpeIoTBpalieHus: XSS-aTaku B 3aBUCUMOCTH OT KOHTEKCTA.
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Ornenka

Ilokazarenu oLiICHKH

be3zomm604yHO BhINOIHEHA UASHTU(PUKALUS YSI3BUMOCTEN K atake XSS B 3aBUCUMOCTHU OT
KOHTEKCTa BBIBOJUMBIX JAaHHBIX, JJIS KaXA0ro XSS-BEKTOPa yKa3aHbl MEPHI 110
MIPEIOTBPALLEHHUIO YTPO3bl aTaKH.

4 WNnentudukanus ysa3BuMoctel k atake XSS i kaxxaoro XSS-BeKTopa U MEPHI 10
MPEAOTBPAIIEHUIO YTPO3bl ATAKH BBIMOTHEHBI C HE3HAYUTEIbHBIMU OIIMOKAMHU.

3 WNnentudukanus ysa3BuMoctel k atake XSS i kaxxaoro XSS-BeKTopa U MEpHI 10
MPEAOTBPAIIECHUIO YTPO3bl ATAKH BBIMOIHEHBI YACTUYHO, TOMYIIEHBI OITUOKH

3aganne NS

[IpoBecTu TecTHpOBaHNE Ha yCTOMYMBOCTh K aTaKaM OTKa3a B 0OCIYKHBaHHH.

Onenka |Ilokaszarenu oneHKH

5 3ajaHye BBIIOJIHEHO B HOJIHOM 00BEME.

4 Baj:[aHI/IC BBIITOJIHECHO C HC3HAUYUTCIBbHBIMU OHH/I6KaMI/I.
3 3a/iaHue BBIMOIHEHO C TPYOBIMU OIIUOKAMHU.
3aganune Ne6

1. Yro Takoe ayreHTH(pUKALINA?
2. Uto Takoe aBTOpH3aLNs?
3 Hanwmcatp Ha php npuMep 3aluieHHoN aBTOpU3alii U PErHCTPaLUK.

Ouenka |Iloxa3aTenu oneHKU

5 3agaHye BBIIOIHEHO B IIOJIHOM OOBEME.
4 BrinonneHo 2 nyHKTa 3a/1aHus.

3 BeinosineH 1 myHKT 3agaHus.

3amanue Ne7

OmnpenenuTh KOHTEKCT BBIBOAA JAHHBIX JIJIS KQKJOTO U3 HIDKETPUBEACHHBIX BEKTOPOB XSS-ataku
<h1>Hello,<img/src=1 onerror=prompt(0)></h1>

<script>var name=";alert(1);";</script>

<a href="javascript:alert&lpar; 1 rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

VYkazate Mepsl s IpeioTBpalieHus: XSS-aTaku B 3aBHCHMOCTH OT KOHTEKCTA.

OreHka

Tlokazarenu olleHKHA
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5 be3omm6o4yHO BhINOMHEHA HACHTUDUKALMS ysI3BUMOCTEH K atake XSS B 3aBUCUMOCTH OT
KOHTEKCTa BBIBOJUMBIX JIaHHBIX, AJIs1 KaxA0ro XSS-BEKTOpa yKa3aHbl MEPHI 110
MIPEIOTBPALLEHUIO YTPO3bl aTaKH.

4 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxkaoro XSS-BekTopa U MEphI 110
MPEJOTBPALLECHHUIO YTPO3bI ATAKU BBIOJHEHbBI C HE3HAYUTEIbHBIMU OLTHOKaMHU.

3 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxkaoro XSS-BekTopa U MEphI 110
MPEJOTBPALLEHHUIO YTPO3bI ATAKU BBIITOJHEHBI YACTUYHO, OMYIIEHbI OIINOKH

3ananne Ne§

1. IlpousBecTu TecTupoBaHue web npuioxeHus Ha XSS.
2. IlpousBectu TectupoBanne web mpunoxenus Ha Cross-Site Scripting.
3. IlpousBectu TectupoBanue web npunoxenus Ha SQL-UHBEKIHSL.

Onuenka |Iloxa3arenu oneHKU

5 Brimosnneno 3 3aganus us 3.
4 Brinonneno 2 3aganus us 3.
3 Brmmonneno 1 3aganue u3 3.
3amanue Ne9

[IpuBecTu pabounii anropuT™ NPOBEPKU 3aLUTUIIIEHHOCTH MEXaHH3Ma YIIPaBJICHUs JOCTYIIOM U CECCUSIMU

Ouenka |Iloka3arenu oleHKH

5 Brigienenbl OCHOBHBIE aTaKy HA MEXaHHU3M YIIPABJICHUS CECCUsIMU (HEe MeHee 4),
chopmyIHpOBaHBI OCHOBHBIE TPEOOBaHHUS OE30MACHOCTH K peain3allii MEXaHu3Ma
yIpaBlIeHUs cecCcUsMH (HE MEeHee §) U alTOPUTM MPOBEPKH 3AIUIEHHOCTH MEXaHU3Ma
YIIPaBIECHUA JOCTYIIOM U CECCUAMU

4 CdopmynupoBaHbl OCHOBHBIE TPEOOBaHUS OE30MACHOCTH K pean3alii MeXaHu3Ma
yIpaBieHUs cecCUsIMU (MeHee 8) U aJrOpUTM MPOBEPKHU 3aLIUIIEHHOCTH MEXaHU3Ma
yIOpaBIEHUS TOCTYIIOM U CECCUSIMU C HE3HAUUTEIHHBIMU OLTHOKAMU

3 [IpuBeneH anropuT™ NpPOBEPKH 3aUTUIIEHHOCTH MEXaHU3Ma YIIPaBICHHUS JOCTYIIOM U
CECCHSIMH C OIUOKaMuU

3apnanmne Nel(

HpOaHaHI/BI/IpOBaTL KOA 4aCTHu 63KeHIIa CTpaHUIbI Be6-HpI/IJIO)KeHI/I$I. OHpe,Z[CJII/ITL HaJIM4YUC YA3BUMOCTH,
MNPHUYUHBEI BOBHUKHOBCHUA, THUII, MCXAaHHU3M pCain3alliu, NPCIJIOKHUTHL MCPbl YCTPAHCHUA YI'PO3bI

<?php

if(isset( $_GET][ 'Change']) ) {
// Tlomy4aeM BBIBOA
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$pass new =$ GET][ 'password new' |;

$pass_conf=3$ GET][ 'password conf |;

// TlpoBepka Ha COBITaICHUE MTAPOJIS

if( $pass_new == $pass_conf’) {

$pass new = ((isset(SGLOBALS["  mysqli_ston"]) && is_object(SGLOBALS["  mysqli_ston"])) ?
mysqli_real escape string(SGLOBALS["  mysqli_ston"], $pass new ) :
((trigger_error("[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.",
E USER _ERROR)) ?"":""));

$pass new = md5( $pass_new );

// ObHOBIIEM Tlapoiu B 6a3e

$insert = "UPDATE ‘users’ SET password = '$pass_new' WHERE user ="' . dvwaCurrentUser() . "";";

$result = mysqli_query(SGLOBALS["  mysqli_ston"], $insert ) or die( '<pre>'.
((is_object(SGLOBALS["  mysqli_ston"])) ? mysqli_error(SGLOBALS["  mysqli_ston"]) :
(($___ mysqli_res =mysqli connect error()) ?$  mysqli_res : false)) . '</pre>');

/I Coob1ieHue 06 U3MEHEHUH MapoJis

$html .= "<pre>Password Changed.</pre>";

h

else {

// BBeieHHbIE MapOJId HE COBMAJAIOT

$html .= "<pre>Passwords did not match.</pre>";

h

((is_null($  mysqli_res =mysqli close(SGLOBALS["  mysqli ston"]))) ? false: $§  mysqli res);
h

r>

OI_ICHKa Ilokazarenu oLiIeHKH

5 OmnpeneneHo HalM4YKMe ySA3BUMOCTH BEO-TIPUIIOKEHUS, IPUYUHBI €€ BOSHUKHOBEHUS, TUIT
yIpo3bl (TOKEHBI HE HCIIOIb3YIOTCSI, CEKPETHBIX KIItoUel HeT, B popme - ya3BuMocTb CSRF ),
BEKTOp aTaku (3amyck html-gaiina nonp3oBarenem), IpeaIoKeHbl MEPHI IO HEUTpaIU3auu 1
YCTPAHEHUIO YIPO3bl

4 OmnpeneneHo HallM4YKue ySA3BUMOCTH BEO-TIPUIIOKEHHUS, TUI YIPO3bl, BEKTOP aTaKH, C
HECYLIECTBEHHBIMU HEA0YETaMU IIPEAJIOKEHBI MEPBI 10 HEUTPAIU3ALUN YTPO3bI

3 OmnpeneneHo HaIM4YKMe YA3BUMOCTH BEO-TIPHIIOKEHHUS, TUI YIPO3bl, C OLIMOKAMU MPEJI0KEHbI
MepbI 10 HEUTPATU3aLUU YTPO3bI

3aganune Nell

1. OnucaTh npeacTaBIEHHBIA KO,
2. HailTn yA3BUMOCTb B IIPEACTaBICHHOM KOJIE.
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public function Auth ()

{

;rn"_rqui = new mysgli ] . e . ) ;
sJguery = ; I ROl [HERI 1 . % GET[
and ‘password’ = ; password'

3. McpaBUTh ys3BUMOCTb.

Onenka |IloxaszaTenu oleHKH

5 BoinonHens! 3 myHKTa 3a1aHus.
4 BrinonHeHs! 2 myHKTa 33JJaHUS.
3 BrinosineH 1 myHKT 3agaHus.
3aganmne Nel2

HpeI[CTaBI/ITI) AJITOPUTM TCCTUPOBAHHA 3alIUIIICHHOCTH MECXaHU3Ma YIIPABJIICHUA JOCTYIIOM U CECCUAMU U
€aJIn30BaTh €ro.

Orenka |Iloka3zarenu oLieHKH

5 3agaHue BBIIOIHEHO B IIOJIHOM OOBLEME.

4 3a/iaHue BBIMOJIHEHO B MOJHOM 00BEME. C HECYIIECTBEHHBIMU OIINOKaMHU.
3 3a/1aHue BBIMOJIHEHO C IPyOBIMU OLIMOKAMHU.

3amanue Nel3

[Ipoananu3upoBaTh MEXaHU3MbI BO3JCHCTBHS U MEPHI 3alIUThI BeO-npunoxenust oT Cross Site Scripting
(XSS). IlpuBectu npuMepsl 3auThl BeO-npuioxkeHus ot Cross Site Scripting (XSS).

Onenka |Iloka3arenu oueHkH

5 [IpencraBnen pa3BepHyTBIA OTBET HA BOIIPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KkpaTKuii OTBET HA BOIIPOC.

3aganue Nel4

[IpencraBUTh OTBETHI Ha BOIIPOCHI:

1. Kakue TUIIBI TECTUPOBAHUS BEO-NPUIIOKEHUS CYILIECTBYIOT?

2. Kaxoii Tun TecTupoBaHusi IPEANOUYTUTEIIEH JIsl aHAJIN3a BEO-TIPUIIOKEHU?
3. Onucats npouece peaau3alinuy OJHOTO U3 TUIIA TECTUPOBAHUS.
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Ornenka

Ilokazarenu oLiICHKH

[IpencraBnensl 3 MyHKTa 3aAaHUsA.

4 [IpencraBieHsl 2 MyHKTa 3a/IaHUS.
3 [IpencraBnen 1 myHKT 3a1aHus.
3apanmne Nel5s

[IpuBecTu npumMepbl OCHOBHBIX cr1oco00B npenorspanienust SQL injection.

Onenka [IlokazaTenu oueHKH

5 IIpencraBneH pa3BepHyTHIA OTBET Ha BOIIPOC.

4 [IpencraBneH pa3BepHyTHIN OTBET HA BONPOC, C HE3HAYUTEIbHBIMU OLINOKAMHU.
3 IIpencraBneH KpaTKuii OTBET Ha BOIIPOC.

3aganue Nel6

OHpe,Z[eJ'II/ITB AJITOPUTM IIOUCKA yﬂ3BHMOCTCﬁ K aTakam XSS u PpCaJIN30BaATH €TO.

Orenka |Ilokasarenu oLeHKH

5 3agaHye BBIIIOIHEHO B [IOJIHOM OOBEME.

4 3amaHne BBIMIOIHEHO C HE3HAYNUTEILHBIMU OITHOKAMH.
3 3a/1aHue BBINOJIHEHO C IPyOBbIMU OLIMOKAMHU.
3amanue Nel7

BBITIOTHUTE paKTUYECKUE 3aaHHS:
1. dnsa 6oxana cepBepa b/l co3nars 3amauy Backup dbl. Ykasars kiuenta (dbl-fd) u FileSet (MySQL

Database).

2. [1ns cepBepoB mpuiiokeHui co3nate 3agaun Backup appl u Backup app2. Ykasars npaBusbHOE
3nauenne B Client (app1-fd u app2-fd) u FileSet (Apache DocumentRoot).

3. Coznats 3agauy Backup Ibl mist GamancupoBIIMKa Harpy3KH, yKa3aB COOTBETCTBYIOIINE 3HAUCHUS B
Client (Ib1-fd) u FileSet (SSL Certs and HAProxy Config).

Onenka [IlokazaTenu oueHKH

5 BoinonHeHo 3 myHKTa 3a1aHusl.
4 BrinonHeHo 2 myHKTa 3a/1aHus.
3 BoinonHeH 1 myHKT 3a1aHus.
3aganue Nel8
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OmnpenenuTs BU MOTCHIIMATBFHON YSA3BUMOCTH BEO-TIPHIIOKEHHS TP HATMYHH CIICAYIONIEeH (QyHKIINN
CepBHCa COXPAHEHUS Mapojiel MoIb30BaATENCH:
function savePassword(password) {
// Coz0aem xew-madauyy 01 XpaneHus napoieu
passwordTable = allocateHashTable(10);
// Konupyem 66edennulii naponv 6 xeu-maoauyy
copyData(password, passwordTable);
}

Kakum MoxeT ObITh BEKTOp aTaKH, €€ MOCIEICTBHS M KaK UX n30exartsh?

Onenka |Ilokaszarenu oneHKH

5 JlaH MOMHBIN pa3BepHYTHIN OTBET C KOJOM YCTPAHEHUS YTPO3bI MEPETIOTHEHUS KA1

4 JlaH MOHBIN OTBET C KOJIOM YCTPaHEHUs yTPO3bl M HE3HAUNTEIbHBIMU OLINOKaAMU

3 Jlan kpaTkuii OTBET ¢ OMMUOKaMU, MPUBEICHHBINA KO HE TapAaHTUPYET MOJIHOM 0e30MacHOCTH
3aganue Nel9

1. OnucaTh NPUHIUIIBI OE30MACHBIX APXUTEKTYPhI U qU3aiiHa BEO-TIPUIIOKECHUS
2. OnmcaTh BUIBI U IPUHITUIIBI TECTHPOBAHUS BEO-TIPUIIOKESHUMA
3. CocTaBUTh YEK-IUCT I code review

Onuenka |Iloxa3arenu oneHKH

5 Brimonneno 3 3aganus us 3.
4 Brinonneno 2 3aganus us 3.
3 Brmmoaneno 1 3amanue u3 3.
3amanue Ne2(

Kak aBroMatnyeckn uIeHTU(DHUIIMPOBATH YA3BUMOCTH, CBS3aHHBIC C 3arpy3Koi (hailyioB Ha CEpBEP

Onenka |Ilokaszarenu oneHKH

5 JlaH NOJIHBIN OTBET C OMMCAHUEM UHCTPYMEHTApHs U MPUMEPaMH aBTOMATHYECKOU
UIeHTU(DHUKAIINY YSI3BUMOCTEH, CBI3aHHBIX C 3arpy3Koi (ailioB Ha cepBep

4 JlaH OTBET ¢ mpuMepaMu MPUMEHEHHUS CPEACTB, O3BOJISIOLIMX AaBTOMAaTUUYECKU
UIEHTU(DUIIMPOBATD YA3BUMOCTH, CBSI3AHHBIC C 3arpy3Koi (haiiJioB HA CEpBEP

3 Jla" OTBET C ONMMCAHHEM CPEICTB, MO3BOJISIONINX aBTOMATHUECKH UACHTHPHUIIIPOBATH
ySI3BUMOCTH, CBSI3aHHBIE C 3arpy3Kou (hailyioB HA CEpBEP

3aganue Ne21l

OrnpeaenuTts MOTEHIIUATBHYIO YTPO3y, KOTOPYIO HECET MPUBEACHHBIN KO, [IpeayioxkuTs BapruaHThI e
NPEIOTBPALLECHUS
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<IDOCTYPE htmI>

<htmlI>

<head>
<title>Auther</title>

</head>

<body>
<h1>Jlo6po noxanosats!</h1>
<p>BBenurte gaHHBIE AJIS ABTOPU3ALUU:</p>
<form method="post">
<input type="text" name="username">

<input type="password" name="password">
<input type="submit" value="OtnpaButp'">
</form>

</body>

</html>

Onenka |Ilokaszarenu oneHKH

5 Bepno omnpenenena notenuuansHas yrposa (XSS, 6e3 skpaHUpoBaHHS BBOA CKPUIIT
BHeApuTcs B HTML cTpaHuiibl ¥ BHINOTHUTCS B Opay3epe MOoJIb30BaTelsl IPU MPOCMOTpE
MIPUBETCTBUS ), IPEAJIOKEHBI BAPUAHTHI €€ PEA0TBPALLCHUS

4 BepHo omnpeneneHa NoTeHIMAIbHAS YTPO3a, IPEUIOKEH BApUAHT €€ MPEAOTBPAIICHUS C
HE3HAYUTEIIbHBIMU OLTHOKaMHU

3 Onpenenenbl NOTEHIUAIBHBIE YTPO3bl, BAPUAHTHI UX MPEIOTBPALEHUS OUTMOOUYHbI

3aganue No22

Hns wero ucnonb3yrorcs URL cnepyromero tuna:

http://www.test.app.com/index?id=1'" http://www.test.app.com/index?id=1"
http.//www.test.app.com/index?id=1" order by 1000 http.//www.test.app.com/index?id=1"--
http://www.test.app.com/index?id=1'"/* http://www.test.app.com/index?id=1"#
http.//www.test.app.com/index?id=1 and 1=1— http://www.test.app.com/index?id=1 and 1=2—
http://www.test.app.com/index?id=1"and '1'="1 http://www.test.app.com/index?id=1"and 'l'="2
Kakyio nHpOpManuio MOXKHO TOITYIHUTh C UX MOMOMIBIO U KaK €€ HHTePIPETUPOBATH?

Ouenka |[loka3zarenu oueHku

5 IIpencrasieH pa3BepHYTHIN OTBET.

4 [IpencraBneH pa3BepHyTHIN OTBET C HE3HAUUTEIbHBIMU OLIMOKAMHU.
3 [IpencraBneH pa3BepHYTHII OTBET € TPYOBIMU OIIMOKAMHU.
3aganue Ne23

HpI/IBeCTI/I AJITOPUTM IMOUCKA y5I3BI/IMOCTeI7I K aTakaMm XSS u PCaIN30BaATH €TO

OI_ICHKa Ilokazarenu oLiIeHKH
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5 3amaHne BBIMTOJIHEHO B IIOJIHOM 00BEME.

4 BaaaHHe BBIITOJIHECHO C HC3HAUYUTCIBbHBIMU OHH/I6KaMI/I.
3 3a/iaHue BBIMOIHEHO C TPYOBIMU OIIMOKAMHU.
3aganue Ne24

[IpousBecTu TeCTUPOBaHUE MPOU3BOAUTEIBHOCTH Web MPUIIOKEHUS:
1. ckopoCTh coeqMHEHHUS

2. Harpy3Ky

3. CTPECCOBYIO Harpy3Ky

Ouenka |Iloxa3arenu oneHKH

5 Brinonneno 3 3aganus us 3.
4 Brimosnneno 2 3aganus us 3.
3 Brimonneno 1 3aganue us 3.
3amanue Ne25

Pa3paborats TecT-Keichl 1 MPOU3BECTH (PYHKIIMOHAIBHOE TECTUPOBAHNE WEb MPUIIOKECHHUS
1. mpoBepka opm

2. TecTupoBaHue 0a3bl JAHHHBIX

3. TectupoBaHue Qaitsion cookie

Onenka |Iloka3zarenu oneHKH

5 Bremonneno 3 3aganus us3 3.
4 Brimonneno 2 3aganus us 3.
3 Bremonneno 1 3aganue u3 3.
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