IlepeyeHb TeOpeTHYECKHUX U MPAKTHYECKHUX 3aJaHUI K IK3aMeHY
no M/IK.09.03 Ob6ecnieuenune 0€30macHOCTH BeO-IPUII0KEHUI
(3 kypc, S cemectp 2026-2027 yu. r.)

®opma kouTtpos: [Ipakrtudeckas padora (MHpopMamOHHO-aHATUTHYECKHIA)
OnucaresabHasi yacTh: [1o BbIOOpY BRIMOMHUTE | TeopeTudyeckoe 3alaHue U 1 mpakTuyecKoe 3a1aHue

IlepeyeHb TeOpeTHYECKUX 3aJaHUI:
3ananmne Nel

[IpencTaBuTh OTBETHI HA CIEAYIONINE BOTPOCHI:

1. Uto takoe SQL unbexuun?
2. Ha xakue nBa Buna neiasrces HTML uanexknuu?

3. Ilepeuncnure 22 Buaa ysI3BUMOCTEH BeO CaliTOB.
Ouenka |Iloka3arenu oueHku
5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI HA 2 BOIIpOCA.
3 [Ipencrasnen oTBeT Ha 1 Bompoc.
3aganue Ne2

[IpencTaBuTh OTBETHI HA CIEAYIOIINE BOTIPOCHI:
1. Yto takoe "HexenmaTeabHbIH KOHTEHT'?
2. Yrto Takoe "YTteuku uHbopmaryun'?

3. YUto Takoe "HecankumoHupoBaHHbINA qocTyn"?

Ouenka |[loka3arenu oLeHKH

5 [IpencraBieHsl OTBETHI HA BCE BOIPOCHI.

4 [IpencraBieHsl OTBETHI HA 2 BOIpoca.

3 [IpencraBnen oreeT Ha 1 Bompoc.
3amanue Ne3

[IpencTaBuTh OTBETHI HA CIEAYIONINE BOMPOCHI:

1. Yto Takoe BeO-ananuTuka?



2. Ha3BaTe OCHOBHBIE METOIBI BEO-aHAJIUTHKH.

3. OnucaTh npolecc HaCTPOHKH CUCTEMbI BeO-aHAJIUTHKH.

Onuenka |Iloka3zaTenu oLeHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanne Ned

Hpe,ZlCTaBI/ITB OTBCTHI Ha CIICAYIOIINEC BOIIPOCHI:
1. Yto nonumaercs noa HECaHKIIMOHHUPOBAHHBIM BO3JCHCTBUEM Ha 34U IaCMY O I/IH(bOpMaI_II/IIO
2. I[aﬁTe IIOHATHC I(OH(I)I/II[eHI_II/IaJ'IBHOCTI/I, HEJIOCTHOCTHU U NJOCTYITHOCTU I/IH(I)OpMaI_II/II/I.

3. Jlaiite onpeneneHre NHPOPMALMOHHOM OE30MACHOCTH.

Onuenka |Iloxa3arenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganmue NeS

[IpencraBuTh OTBETHI HA CIEAYIOLINE BOIPOCHI:
1. Maiite xapakrepuctuky 10 Bugam ysi3BUMOcCTel BeO cailToB.
2. HazoBuTe BH]IBI CETEBBIX aTak.

3. Uro sBnsercst Hanbosee 3QGhEeKTUBHBIM CPEICTBOM JUIsI 3aITUTHI OT CETEBBIX aTaK?

Ouenka |Iloka3zaTenu oLeHKH

5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanne Ne6

Hpe,ZlCTaBI/ITB OTBCTHI Ha CIICAYIOIINEC BOIIPOCHI:
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1. Uto takoe SQL nabexun?
2. Ha xakue nBa suna gensitcs HTML unbekmun?

3. Ilepeuncnure 22 Buaa ys3BUMOCTEH BeO CaliTOB.
Ouenka |[loka3zarenu oueHku
5 IIpencraBneHs! OTBETHI HA BCE BOIIPOCHL.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.
3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanne Ne7

Hpe,ZlCTaBI/ITB OTBCTHI Ha CIICAYIOIINEC BOIIPOCHI:

1. Yo Takoe "HexenareapHpli KOHTEHT'?

2. Yro Takoe "YTeuku nunpopmanun"?

3. Yro takoe "HecaHKIMOHMPOBaHHBIN 1octyn'"?

Onuenka |Iloxa3arenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3aganue Ne§

[IpencTaBuTh OTBETHI HA CIEAYIOIINE BOTIPOCHI:

1. Yro Takoe BeO-aHAITUTHKA?

2. Ha3BaTe OCHOBHBIE METOIBLI BEO-aHAJIUTHKH.

3. Onmcath NpoIecc HaCTPOUKHU CUCTEMBI B€O-aHATMTHUKH.

Ouenka |Iloka3zaTenu oLeHKH

5 [IpencraBneHbl OTBETHI HA BCE BOMPOCHL.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanne Ne9

Hpe,ZlCTaBI/ITB OTBCTHI Ha CIICAYIOIINEC BOIIPOCHI:
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1. Uto moHmMMaeTcs 1Moj HECAaHKIIMOHUPOBAHHBIM BO3/ICHCTBHEM Ha 3aIUIAEMYI0 HHPOPMAIIUIO

2. [aiiTe noHsATHE KOH(PUIESHINAIBHOCTH, LIEIOCTHOCTU U TIOCTYITHOCTH HH(OPMALIUH.

3. [aiite onpenenenne nHGOPMAIIMOHHON O€30MaCHOCTH.

Onuenka |Iloka3zaTenu oLeHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanue Nel(

Hpe,ZlCTaBI/ITB OTBCTHI Ha CIICAYIOIINEC BOIIPOCHI:

1. Maiite xapakrepuctuky 10 Bunam ys3BuUMocTeld BeO cailToB.

2. HazoBurte BUBI CCTCBBIX aTak.

3. Uro sBisgercs Haubosee 3(b(beKTI/IBHLIM CpCACTBOM JUJISl 3allIUTHI OT CETCBBIX arak?

Onuenka |Iloxa3arenu oneHKH

5 [IpencraBieHbl OTBETHI HA BCE BOMPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oTBet Ha 1 Bompoc.
3amanue Nell

1. UccnenoBaTh MEXaHU3M BOCCTAaHOBJIEHUS MapoJiell BBIOPAaHHOTO BEO-NPUIIOKEHHSI U3 TON-PEUTHHTA
SimilarWeb, 1aTh 3KCIEpTHYIO OLEHKY C TOUKH 3pEHHs O€30MacCHOCTH.

2. UccnenoBaTh MUHUMAIBHO JOMYCTUMYIO JJIMHY M CJIOXKHOCTH MapoJieil B MPOU3BOJIbHBIX ISATH BEO-
MIPWIOKEHHUAX U3 Toll-pedTuHra SimilarWeb, 1aTh 3KCEpTHYIO OLIEHKY C TOUYKHU 3pEHUs 0€30I1aCHOCTH.

3. UccnenoBaTh HaTM4KMEe OPaKyJIOB B MEXaHU3MaX ayTeHTU(DUKAIIMY TPOU3BOJILHBIX ISTH BEO-
NPUIIOKEHUSAX U3 Tol-pedTHHra SimilarWeb, 1aTh 3KCIEPTHYIO OIIEHKY C TOUKH 3pEHHsI O€30MaCHOCTH.

Onenka |Iloka3arenu oueHkH

5 BrinonHens! 3 nmyHKTa 3aaHUsA.
4 BrinonHeHs! 2 myHKTa 3aJaHUA.
3 Brmmonnen 1 nmyHkT 3aganus.
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3ananme Nel2
1. Onucath npouenypy NpoBepKH BeO-MPUIIOKEHUS Ha ysa3BUMOCTh k atake CSRF.

2. Kak skxcruioiT, oTnpaisionuil 1anHaele Tuna multipart/form-data.MoxxeT ObITh UCHIOTIB30BaH NpU
CSRF-arake, npuBegure npumep.

3. Onucath npu3HaKy ys3BUMoCTH BeO-npuinoxenust K CSRF-atake

Ouenka |Iloxa3arenu oneHKU

5 BrinosiHeHs! 3 MyHKTa 3a1aHUs
4 BrinonHens! 2 nyHKTa 3aaHus
3 Brimonnen 1 myHKT 3agaHus
3aganmne Nel3

[IpencTaBUTh OTBETHI HA CJICAYIONINE BOIIPOCHI:
1. Uto Takoe mpoToKom?
2. YeMm otimmuarorcst Mmerona GET u POST?

3. Yro Ttakoe JSON?

Ouenka |Iloka3zaTenu oLeHKH

5 [IpencraBieHbl OTBETHI HA BCE BOIPOCHI.
4 [IpencraBneHsl OTBETHI Ha 2 BOIIPOCA.

3 [Ipencrasnen oreet Ha 1 Bompoc.
3amanue Neld

HazBaTp u onmcaTh OCHOBHBIE THIIBI YIpo3 HH(bOpMH.L[PIOHHOfI 0e30IMacHOCTH BC6-HpI/IHO)KeHI/I}I.

Onenka |Iloka3arenu oueHkH

5 [IpencrasieH pa3BepHYThIM OTBET HA BOMPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKuii OTBET Ha BOIIPOC.

3aganue NelS

Onpenenuts U OMUCATh MEPHI MO NPEIOTBPALIEHHUIO YTPO3 HHPOPMALIMOHHOMN 0€3011acHOCTH BEO-
MIPUIIOKEHHUS.
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Onenka |Iloka3arenu oueHkH

5 [IpencrasieH pa3BepHYThI OTBET HA BOMPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKHii OTBET HA BOIIPOC.

3aganue Nel6

Jate knaccudukanuio atak XSS 1Mo BEKTOpY U cioco0y Bo3aercTBus. OxapakTepu30BaTh OCHOBHBIC
SI3BUMOCTH K aTakaMm XSS, CBSI3aHHBIEC C KOHTEKCTOM, B KOTOPBIN BBIBOJISITCS TaHHBIE.

Onenka |[loka3arenu oueHkH

5 [IpencraBieH pa3BepHYThI OTBET HA BOMPOC.

4 [IpencraBneH pa3BepHyTHI OTBET Ha BOIPOC, C HE3HAYUTEIbHBIMH OIIMOKAMH.
3 [IpencraBneH KpaTKHii OTBET HA BOIIPOC.

3aganue Nel7

[IpencraBUTh OTBETHI HA BOIPOCHI:
1. Kakue tumnsl TecTupoBaHus BeO-IPUIOKEHHS CYIIECTBYIOT?
2. Kaxoii Tun TecTupoBaHusl IPEANOUYTUTEIIECH ISl aHAJIN3a BEO-TIPUIIOKEHUH?

3. Onmcarh Nponecc TECTUPOBAHMS JIsI OHOTO U3 THUIIOB TECTHPOBAHMUS.

Onenka [IlokazaTenu oueHKH

5 [IpencraBnens! 3 nmyHKTa 3a0aHUs.
4 [IpencraBnensl 2 myHKTa 3aJaHHUS.
3 [IpencraBnen 1 myHKT 3anaHus.
3aganue Nel8

HpOBCCTI/I aHaJIn3 MCTOAOB 3allIUTHI OT 4TAK Ha YPOBHC Backend u o6ocHOBaTh HE MeHee 9
€KOMEHIAIMI JIJIS UX MNpCaAOTBPALICHUA

Onenka |Ilokaszarenu oneHKH
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[IpoBenen aHanu3 MeTOIOB 3alIUTHI OT aTak Ha ypoBHe Backend u o6ocHoBaHbI HE MeHEE 9
pexkomennaumii (/. Aymenmughuxayus u asmopuzayus, 2. 3awuma om unvexkyui, 3.
Ynpasnenue ceancamu, 4. 3awguma om medxccarimosoii nooodenxu 3anpocog (CSRF), 5.
Konmpons 0ocmyna u asmopuzayus, 6. Monumopune u ayoum 6ezonacuocmu, 7.
Obnoenenus u namyu 6ezonacrnocmu, 8. Obyuenue nepconana, 9. Tecmuposarnue) ans ux
MIPEIOTBPAICHUS

4 CdopmynupoBaHsl He MeHee 9 peKOMEHIAIHH sl MPEAOTBPAILEHUs aTaK Ha YPOBHE
Backend

3 CdopmynupoBaHbl HE MEHEe 5 peKOMEHIAIHH sl MPEAOTBPAILIEHUs aTaK Ha YPOBHE
Backend

3amanue Nel9

Onpenenure He MeHee 9 0a30BbIX MPUHIIMIIOB Pa3pabOTKH 0€30MaCHbIX BEO-MPHIIOKEHUN

OreHka

Tloka3zarenu olleHKHA

5

[IpoBeneH aHamu3 NOTEHIMANIBHBIX YITPO3 M 000CHOBaHBI HE MeHee 9 peKoMeHAalui 1o
paspaboTke 6e3onacHbIX BeO-mpmnoxenuit ( [LmannpoBanue TpeboBanmii 0€30MaCHOCTH,
JOKYMEHTHPOBaHHbIH 1J1aH 6e3omacHocTH, [IpakTuku 6e30macHOro KoaupoBaHus, MUHUMYM
3aBHCHMOCTH OT BHEIIHUX cyliHocTel, [IpoBepka nanHbIX, mudpoBanue u odgdyckamnus,
AyTtenTudukanus u apropuzanus, Pa3nenenue 1 MUHUMHU3ALUS TPUBMIIET U, V30511
KOMIIOHEHTOB, MOHUTOPHUHT M ayIUT, TECTUPOBAHUE HA IPOHUKHOBeHHE, [lonuTrka
0e301acHOCTH KOHTeHTa, [lonuTHKa ynpaBieHue ceancamu, 3aluTa JaHHbIX CeCCHH,
OO6HOBNIEHNE KOMIIOHEHT))

[IpuBenens! He MeHee 9 pekoMeHaaluil 1o pa3paboTke 6e30MaCHBIX BEO-TIPUIIOKEHUN

[IpuBenens! He MeHee 7 pEKOMEH AU 10 pa3paboTke 0€30MaCHBIX BEO-MPUIIOKEHUM

3amanue Ne2(

Kakue Mepbl mo3BONISIOT MACHTH(HUITMPOBATH YSI3BUMOCTH CBSI3aHHBIE C 3arpy3Koil (aiioB Ha cepBep

OreHka

Tlokazarenu olleHKHA

5

[IpoBeneH aHanM3 MOTEHUMANBHBIX YSI3BUMOCTEH 1 000CHOBaHbI He MeHee 10 pekoMeHaIuii
(ompenenensl: GyHKIUY 3arpy3ku (aiinoB, GyHKIHOHATIBHOCTD 3arpy3Ku (aiios,
TECTUPOBAaHUE TUIIOB paclIMpeHHi (ailioB, MPOBEpKa TUIIOB 3arpy>KaeMbIX JTaHHBIX (CKPHUIIT,
LIeJIJI-KOJI, BUPYC), IPOBEPKAa MAaKCUMaJIbHOTO pa3Mepa (paiiyioB, MpaBUIbHOCTH UMEH (DaiiioB
(HamMuue 3anpereHHbIX CUMBOJIOB), ayTEHTU(HUKALIMY U KOHTPOJIb JOCTYIIA IIPH 3arpy3Ke,
HaJIM4us ysI3BUMOCTEH MpH nepe3anucu ¢aiisia, OTCIeKUBaHUE U pErUCcTpalus 1eUCTBUS BO
BpEMs TECTUPOBAHUs, JOKYMEHTUPOBAHUE YS3BUMOCTEH U/UIH ITPOOIIEM), TO3BOJISIOIIUX
UIACHTUQUIMPOBATH YA3BUMOCTHU CBSI3aHHBIE C 3arpy3Koi (paiiyioB Ha cepBep

[TpuBenens! 10 pekoMeHAaNMIA, TO3BOJISIOMINX UACHTU(PUIIUPOBAT YSI3BUMOCTH CBS3aHHBIE C
3arpy3koi (aityioB Ha cepBep
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3 [IpuBeaeHb! MUHIMYM 7 PEKOMEHIALNMN, TTO3BOJSIONINX UACHTUPHUIIMPOBATH YA3BUMOCTH
CBSI3aHHBIE C 3arPy3K0il (paiijIoB Ha cepBep
3ananue N2l

Onucatb caMble paCIpPOCTPaHEHHBIE BUJIbI XSS, MIPUUMHBI U MEXAHU3M HX BO3JEHCTBHS

Ouenka |[loka3zarenu oueHku

5 [TonmHOCTBIO OMUCaHbI Bce BUABI XSS, MPUYMHBI, MEXaHU3M U pe3yJIbTaThl UX BO3JEHCTBUS,
JlaHBI PEKOMEH/IAINH 110 TIPEIOTBPAIICHUIO YyTPo3bl XSS

4 Omnwucansl Bece BUAbl XSS U MEXaHNU3M UX BO3AECUCTBHS, JaHbl PEKOMEHIALUU 110
MPEAOTBPAIEHUIO YTPO3bl XSS

3 Onucansl He MeHee 2 BUIOB XSS U pe3yibTaThl UX BO3AEHCTBUA

3aganue Ne22

[lepeuncnute OCHOBHBIE pa3HOBUAHOCTH aTak SQL-injection, onmUIIMTe MEXaHU3M JACHCTBUS KaXKIOU U3

HUX

Ouenka |[loka3zarenu oueHku

5 [IpuBenens! He MeHee 6 pasHOBUAHOCTEH aTak SQL-injection (kiaccuueckas; «cienas THIa
boolean-based; «cnenas» Tuna time-based; error-based; BnokeHHas; pparMeHTUpPOBaHHAsA),
JIeTa’dbHO pa300paHbl AHCTBUS KaXI0M U3 HUX

4 [IpuBenens! He MeHee 4 pazHoBUAHOCTEH atak SQL-injection, onucaHbl AEUCTBUS KaKIOU U3
HUX, JIOMYIIEHbl HE3HAUUTEIIbHBIE OITNOKH

3 [IpuBeneno He 60see 3 pazHoBunHOCcTel aTak SQL-injection, EMCTBUS KaXKI0M OMKCAHBI,
JIOTYIIEHBI TpyObIe OMINOKU

3aganue Ne23

1. Onucate npoueaypy NpoBEpKU BeO-NPUIIOKEHUS Ha ysI3BUMOCTh k atrake CSRF.

2. Kak skcruioiit, otnpasistominii 1anHble Tuna multipart/form-data MoxxeT ObITh UCTIONB30BaH MPU
CSRF-arake, npuBeaute npumep.

3. Onmcarh npusHaAKK ys3BUMOCTH BeO-npusioskennst K CSRF-arake

Onenka |Iloka3zarenu oneHKH

5 Brinonnens! 3 nmyHKTa 3aaHus
4 BrinosiHeHBI 2 MyHKTA 3a1aHUs
3 Brinonnen 1 nyHKT 3aganust
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3aganue Ne24

IIpou3sBecTu TeCTUPOBAaHUE M0JIB30BATENLCKOr0 HHTEP(Eiica web IpUIoKEeHNU:

1. pazpaboTath TeCT-TpeOOBAaHUS U TECT-IUIAH Ul IPOBEPKHU I0JIb30BATEILCKOT0 HHTEpdEIica;

2. pa3paboTaTh TECT-KEHC M TECT-ChIOT JJIS MPOBEPKHU TMOJIH30BATEIBCKOT0 HHTEp(elica;

3. IpOU3BECTH BHIIOJHEHHE TECTOBBIX MPUMEPOB U cOOp MH(OPMALIMU O BBHIITOJIHEHUHU TECTOB.

Ouenka |Iloxa3arenu oneHKH

5 Brinonneno 3 3aganus us 3.
4 Brimosnneno 2 3aganus us 3.
3 Brinonneno 1 3aganns us 3.
3amanue Ne25

1. Yro Ttakoe DoS araka?

2. Yto takoe DDoS artaka?

3. Kak 3amururcst ot DoS 1 DDoS arak?

Onenka |Iloka3arenu oueHkH

5 [an otBet Ha 3 Bompoca u3 3.
4 Jlan oTBeT Ha 2 Bompoca u3 3.
3 Jan otBeT Ha 1 Bompoc u3 3.

IlepeyeHb NPpaAKTHYECKHUX 32JaAHUI:
3amanue Nel

1.Haiitu anMuHHUCTpaTUBHBIE UHTEP(ENCH KOMMYHUKAIMOHHOTO M CETEBOI0 000pYy10BaHUs
(Buneoxamepsl, kommyTtatopsl JIBC, nomamnne Wi-Fi MapiipyTusaTopsl, U T.1.), MOAKIIOYEHHBIE K CETH

HuTtepner.

2. U3BectHO, uTo aapec Beb-untepdeiica cucremsl VM Ware Horizon View HTML Access comepxut
cTpoky portal/webclient/views/mainULhtml. Haiitu Takue cuctemsl, 1OCTynHbIe U3 ceTH MIHTEpHET.

3. Ouenuth koanuecTBo KoMMmyTaTopoB Cisco Catalyst ¢ aAMUHUCTpAaTUBHBIM BeO-MHTEpdErcoM,
MOJIKJIFOUEHHBIM K ceTu MHTepHerT.

OreHka

Tlokazarenu olleHKHA

5

HpeI[CTaBJ'IeHBI BCC ITYHKTBI 3a/IaHHA.
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4 [IpencraBnens! 2 myHKTa 3a0aHUs.

3 [Ipencranen 1 myHKT 3a1aHus.

3aganne Ne2
1. Uto Takoe ayTeHTHUUKAIIS?
2. Yto Takoe aBTOpH3aLNs?

3 Hanmcats Ha php npuMep 3aluIIeHHON aBTOPU3AIIUN U PETUCTPAITIH.

Onenka [IlokazaTenu oueHKH

5 3aaHue BBIIOJHEHO B MOJIHOM OOBEME.
4 BrinonHeHo 2 myHKTa 3a/1aHus.

3 BoinonHen 1 myHKT 3aaHus.

3aganue Ne3

HpI/IBeCTI/I pa60q1/1ﬁ AJITOPUTM ITPOBCPKH 3AINUIICHHOCTH MCXaHNU3Ma YIIPABJICHUS JOCTYIIOM U CCCCUAMU

OI_ICHKa Ilokazarenu oLiIeHKH

5 Brienensr OCHOBHBIE aTaky HA MEXaHU3M YIIPaBJICHUS CeCCUsIMHU (HE MeHee 4),
c(hopMyIUPOBaHBI OCHOBHBIC TPeOOBaHMS 0€30MACHOCTHU K pean3aluid MeXaHu3ma
YIpaBJICHUS CECCUSIMU (HE MEHee 8) U aJTOPUTM MPOBEPKH 3ANTUIIICHHOCTH MEXaHU3Ma
YIPABJICHUS JOCTYIIOM U CECCUSIMU

4 CdopmynupoBaHbl OCHOBHBIC TPEOOBaHMS O€30MACHOCTH K pean3alii MEXaHN3Ma
yHOpaBlIeHUs ceccusiMu (MeHee 8) M aIrOpuT™M MPOBEPKHU 3aLTUIIICHHOCTH MEXaHH3Ma
YIPaBJICHUS JOCTYTIOM M CECCHSIMU C HE3HAYUTEIHLHBIMH OITHOKAMU

3 [IpuBeneH anropuT™M NIpOBEPKH 3aLUTUIIEHHOCTH MEXaHW3Ma YIPABICHUS TIOCTYIIOM U
CECCUAMM C OIIMOKaMM

3aganue Ne4
OmnpenenuTh KOHTEKCT BBIBOAA JAHHBIX JIJIS KQKJOTO U3 HIDKETPUBEACHHBIX BEKTOPOB XSS-ataku
<hI>Hello,<img/src=1 onerror=prompt(0)></h1>
<script>var name=";alert(1);";</script>
<a href="javascript:alert&lpar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>
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<div syle="width:expre/**/ssion(alert(1))">...</div>

VYkazatb MephbI 7151 TpeI0TBpaIieHuss XSS-aTaku B 3aBUCUMOCTH OT KOHTEKCTA.

Onenka |IlokazaTenu oueHKH

5 be3omm60o4yHO BhINONHEHA HACHTUDUKALMS ysI3BUMOCTEH K atake XSS B 3aBUCUMOCTH OT
KOHTEKCTa BBIBOJUMBIX JIaHHBIX, JJIs1 KaxaA0ro XSS-BEKTOpa yKa3aHbl MEPHI 110
MIPEIOTBPALLEHUIO YTPO3bl aTaKH.

4 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxxkaoro XSS-BekTopa U MEpHI 110
MIPEJOTBPALLECHHUIO YTPO3bI ATAKU BBIITOJHEHBI C HE3HAYUTEIbHBIMU OLITHOKaMHU.

3 WNnentudukanus ysa3Bumoctel k atake XSS i kaxxaoro XSS-BekTopa U MEpHI 110
MPEJOTBPALLEHHUIO YTPO3bl ATAKU BBIITOJHEHBI YACTUYHO, OMYIIEHbI OIIUOKH

3ananne NeS

HpOBeCTI/I TCCTUPOBAHUC HA yCTOI\/'ILII/IBOCTL K aTaKaM OTKa3a B O6CJ'IY)KI/IB8.HI/II/I.

Orenka |Ilokasarenu oLeHKH

5 3agaHye BBIIIOIHEHO B IIOJIHOM OOBEME.

4 3amaHne BBIMIOIHEHO C HE3HAYNUTEILHBIMU OITHOKAMH.
3 3a/iaHue BBINOJIHEHO C IPyOBbIMU OLIMOKAMHU.
3amanue Ne6

1. Uto Takoe ayTeHTHUUKAIIS?

2. YUto Takoe aBTOpH3aLUs?

3 Hanmcats Ha php npuMep 3aIueHHON aBTOPU3AIIUN U PETUCTPAITIH.

Onenka [IlokazaTenu oueHKH

5 3aaHue BBIIOJHEHO B IIOJIHOM O0OBEME.
4 BrinonHeHo 2 myHKTa 3a/1aHus.

3 BoinonHeH 1 myHKT 3aaHus.

3aganue Ne7

Onpe;[eJme KOHTCKCT BbIBOJIa JAHHBIX IJIS KAXKIO0TO U3 HUKCIIPUBCICHHBIX BEKTOPOB XSS-araku

<h1>Hello,<img/src=1 onerror=prompt(0)></h1>

<script>var name=";alert(1);";</script>
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<a href="javascript:alert&lpar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

VYkazatb Mephl 7151 TpeI0TBpaIieHust XSS-aTaku B 3aBUCUMOCTH OT KOHTEKCTA.

Onenka |IlokazaTenu oueHKH

5 be3omm60o4yHO BhINOMHEHA HACHTUDUKALMS ysI3BUMOCTEH K atake XSS B 3aBUCUMOCTH OT
KOHTEKCTa BBIBOJUMBIX JIaHHBIX, AJIs1 KaxaA0ro XSS-BEKTOpa yKa3aHbl MEPHI 110
MIPEIOTBPALLEHHUIO YTPO3bl aTaKH.

4 WNnentudukanus ysa3Bumoctel k atake XSS i kaxxaoro XSS-BekTopa U MEpHI 110
MIPEJOTBPALLECHHUIO YTPO3bI ATAKU BBIIOJHEHbBI C HE3HAYUTEIbHBIMU OLITHOKaMHU.

3 WNnentudukanus ysa3Bumoctel k atake XSS /i kaxxaoro XSS-BekTopa U MEphI 110
MPEJOTBPALLECHHUIO YTPO3bI ATAKU BBITOJHEHBI YACTUYHO, OMYIIEHbI OITUOKH

3ananne Ne§

1. IlpousBecTu TecTupoBaHue web npuioxeHus Ha XSS.

2. IIpousBectu TecTupoBanue web mpunoxenus Ha Cross-Site Scripting.

3. [IpousBectu TectupoBanue web npunoxxenus Ha SQL-UHBEKIHUS.

Ouenka |Iloxa3aTenu oneHKU

5 Brimonneno 3 3aganus us 3.
4 Brinonneno 2 3aganus us 3.
3 Brmmoaneno 1 3aganue u3 3.
3amanue Ne9

[IpuBecTu pabounii anropuT™ NPOBEPKU 3aLUTUIIIEHHOCTH MEXaHH3Ma YIIPaBJICHUs JOCTYIIOM U CECCUSIMU

OreHka

Tlokazarenu olleHKHA

5

Briienenbl OCHOBHBIE aTaky HA MEXaHHU3M YIIPABJICHUS CECCUsIMU (HEe MeHee 4),
chopmyIMpOBaHBI OCHOBHBIE TPEOOBaHHUS OE30MTACHOCTH K peain3allii MEXaHu3Ma
yIpaBlIeHUs cecCcUusMU (HE MEeHee §) U aTOPUTM MPOBEPKH 3AIUIEHHOCTH MEXaHU3Ma
YIPaBICHUA JOCTYIIOM U CECCUAMU

CdopmynupoBaHbl OCHOBHBIE TpeOOBaHUS 0€30MACHOCTH K pean3alii MEXaHU3Ma
yIpaBieHUs cecCUsIMU (MeHee 8) U aJrOpUTM MPOBEPKHU 3aLIUIIIEHHOCTH MEXaHU3Ma
yIpaBJIEHUS IOCTYIIOM M CECCUSMHU C HE3HAUUTEIbHBIMU OLIMOKaMHU

HpI/IBeZIGH aJIFopI/ITM HpOBepKI/I 3alMUIIICHHOCTH MCXaHNU3Ma praBJ’IeHI/Iﬂ )IOCTYHOM Hu
CECCUSAMMU C OIIMOKAMU
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3amanue Nel(

[Ipoananu3upoBaTh KOA YacTH O’KEHa CTpaHULIbl BeO-puiiokeHus. OnpenenuTb Haluune ysI3BUMOCTH,
IIPUYMHBI BO3HUKHOBEHHUS, TUII, MEXaHU3M PEaIN3alluy, IPEAJIOKUTD MEPHI YCTPAHEHHUS YTPO3BbI

<?php
if( isset( $_GETJ 'Change']) ) {

// Tlommy4aeM BBIBOJT

$pass new =$ GET][ 'password new' |;

$pass_conf=3$ GET][ 'password conf |;

// TIpoBepka Ha COBMAaICHUE MAPOIIs

if( $pass_new == $pass_conf’) {

$pass_new = ((isset(SGLOBALS["  mysqli_ston"]) && is_object(SGLOBALS["  mysqli_ston"])) ?
mysqli_real escape string(SGLOBALS["  mysqli_ston"], $pass new ) :
((trigger_error("[MySQLConverterToo] Fix the mysql escape_string() call! This code does not work.",
E _USER_ERROR))?"": ""));

$pass new = md5( $pass_new );

// ObHOBIIIEM TaposH B 6aze

$insert = "UPDATE ‘users’ SET password = '$pass_new' WHERE user ="' . dvwaCurrentUser() . "';";

$result = mysqli_query(SGLOBALS["  mysqli_ston"], $insert ) or die( '<pre>'.
((is_object(SGLOBALS["  mysqli_ston"])) ? mysqli_error(SGLOBALS["  mysqli_ston"]) :
(($___ mysqli_res =mysqli connect error()) ?$  mysqli_res : false)) . '</pre>');

/I Coob1ieHue 06 U3MEHEHUH MapoJis

$html .= "<pre>Password Changed.</pre>";

b

else {

// BBeleHHbIE TapOIU HE COBMAIAIOT

$html .= "<pre>Passwords did not match.</pre>";

}
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((is_null($_ mysqli_res =mysqli_close(SGLOBALS["  mysqli_ston"]))) ? false : §  mysqli_res);

>

Onenka |Ilokaszarenu oneHKH

5 OmnpezneneHo HaIM4YUE YA3BUMOCTH BEO-NIPUIIOKEHNUS, IPUUNHBI €€ BOSHUKHOBEHHUS, THIT
yTpo3bl (TOKEHBI HE UCIIOJIb3YIOTCS, CEKPETHBIX KIItouel HeT, B popme - ysa3Bumoctb CSRF ),
BEKTOp aTaku (3amyck html-daiina nonpzoBarenem), NpeaaokKeHbl MEPHI 0 HEUTPATU3ALMU U
YCTPaHEHUIO YIPO3bl

4 OnpeneﬂeHo HaJIMYUC YA3BUMOCTU Be6-HpI/IJ'IO)KeHI/IH, THUII YI'PO3bI, BEKTOP dATaAKH, C
HECYHICCTBCHHBIMU HEAOUCTAMU MPEIAJIOKCHBI MCPEI 110 HeﬁTpanmaum/I YI'PO3bI

3 OmnpeneneHo HaIMUUE YA3BUMOCTU BEO-NPUIIOKEHUS, TUIl YTPO3bl, C OIIMOKAMU MPEJI0KEHbI
MEpBI 110 HEUTPAIU3ALUN YTPO3BI

3amanue Nell
1. OncaTh npecTaBICHHBIN KOJI.

2. Hailtn yA3BUMOCTb B IIPEACTABICHHOM KOJIE.

public function Auth ()

{

;rn"_rqui = new mysgli ] . e . ) ;
sJguery = ; I ROl [HERI 1 . % GET[
and ‘password’ = ; password'

3. McpaBUTh ys3BUMOCTb.

Onenka |Iloka3arenu oueHkH

5 BoinonHens! 3 myHKTa 3a1aHus.
4 BrinonHeHs! 2 MyHKTa 33/JaHUS.
3 Brimonnen 1 nyHkT 3aganus.
3ananme Nel2

HpeI[CTaBI/ITI) AJITOPUTM TCCTUPOBAHHA 3aIUIIICHHOCTH MECXaHU3Ma YIIPABJIICHUA JOCTYIIOM U CECCUAMU U
€aJIn30BaTh €ro.

OI_ICHKa ITokazartenu oLieHKH
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5 3aaHue BBIIOJHEHO B MIOJIHOM O0BEME.

4 3a/1aHue BBINOJIHEHO B MOJHOM 00BEME. C HECYIIECTBEHHBIMU OIINOKaMHU.
3 3aaHue BBINOJIHEHO C IPyObIMH OIIMOKAMHU.

3ananne Nel3

[Ipoananu3upoBaTh MEXaHU3MbI BO3JICHCTBUS M MEpPHI 3aIlUThl BeO-puioxenus ot Cross Site Scripting
(XSS). [IpuBectn npumepsl 3aMTHl BeO-priioxkeHus ot Cross Site Scripting (XSS).

Onenka [IlokazaTenu oueHKH

5 IIpencraBneH pa3BepHyThIA OTBET Ha BOIIPOC.

4 [IpencraBneH pa3BepHyTHIN OTBET HA BONPOC, C HE3HAYUTEIbHBIMU OLINOKAMHU.
3 IIpencraBneH KpaTKuii OTBET Ha BOIIPOC.

3aganue Nel4

Hpe,ZlCTaBI/ITB OTBCTHI Ha BOITPOCHI:

1. Kakue Tumsr TCCTUPOBAHUA Be6-HpI/IJ'IO)KCHI/IH Cy]J_IGCTByIOT?

2. Kakoii Tun TCCTUPOBAHUA IMPECATIOYTUTCIICH AJIsI aHAIN3a Be6-HpHJ10)KeHPIfI?

3. Ommcatb IIpoLCCC pCain3allu OAHOTO U3 THIIA TCCTUPOBAHMNA.

Ouenka |Iloxa3aTenu oneHKU

5 [IpencraBnensl 3 MyHKTa 3aAaHUsA.
4 [IpencraBieHsl 2 MyHKTa 3a/JaHUS.
3 [IpencraBnen 1 myHKT 3a1aHus.
3aganmne Nel5s

[IpuBecTr npumMepbl OCHOBHBIX cr1oco00B npenorspamienust SQL injection.

Onenka [IlokazaTenu oueHKH

5 IIpencraBneH pa3BepHyThIA OTBET Ha BOIIPOC.

4 [IpencraBneH pa3BepHyTHIN OTBET Ha BONPOC, C HE3HAYUTEIbHBIMU OLIMOKAMHU.
3 [IpencraBneH KpaTKuii OTBET Ha BOIIPOC.

3aganue Nel6
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OnpenenuTth aIropuT™M NOKUCKa Y3BUMOCTEHN K aTakaM XSS U peaan3oBaTh €ro.

Onenka |Ilokaszarenu oneHKH

5 3ajaHye BBIIOJIHEHO B HOJIHOM 00BEME.

4 BaaaHHe BBIITOJIHECHO C HC3HAUYUTCIBbHBIMU OIHI/I6K3MI/I.
3 3a/aHue BBIMOIHEHO C TPYOBIMU OIIUOKAMHU.
3aganue Nel7

BrimoaauTts MPAKTUYCCKUC 3aJJaHUA:

1. dnsa 6oxana cepBepa b/l co3nats 3amauy Backup dbl. Ykasars kiuenta (dbl-fd) u FileSet (MySQL
Database).

2. Jlnst cepBepoB MpUIIOKEHHM co3aaTh 3aaaun Backup appl u Backup app2. Ykazars npaBuiibHOE
3Hayenue B Client (appl-fd u app2-fd) u FileSet (Apache DocumentRoot).

3. Coznats 3agauy Backup Ibl mist GamancupoBIIMKa Harpy3KH, yKa3aB COOTBETCTBYIONINE 3HAUCHUS B
Client (Ib1-fd) u FileSet (SSL Certs and HAProxy Config).

Onenka |IlokazaTenu oueHKH

5 BrinonneHo 3 myHKTa 3a1aHusl.
4 BrinonHeHo 2 myHKTa 3a/1aHus.
3 BoinonHen 1 myHKT 3aaHus.
3aganue Nel8

Onpenenuts BUJ MOTEHIIUAIBHON YA3BUMOCTU BEO-MPUIIOKEHHS PU HATMYHUH CIEAYIOUIeH QyHKIMH
CepBHCa COXPAHEHUS MapOJIEH MOJIb30BaTENEH:

function savePassword(password) {
// Coz0aem xewr-mabauyy OJis1 XparHeHus napoJei
passwordTable = allocateHashTable(10);
// Konupyem 66edennblii napons 8 xew-maoauyy

copyData(password, passwordTable);

Kakum MoxeT ObITh BEKTOP aTaKH, €€ MOCIEICTBHS M KaK UX n30exath?

Onenka |Ilokaszarenu oneHKH
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5 JlaH noJIHBIN pa3BEepHYTHIA OTBET C KOJAOM YCTPAHEHUS YTPO3bI MEPEMIOTHEHHS KAlIa

4 JlaH MOMHBIN OTBET C KOJIOM YCTPAaHEHUs yTPO3bl M HE3HAUNTEIbHBIMU OLINOKaAMU

3 Jlan kpaTkuii OTBET ¢ OMMUOKaMU, MPUBEICHHBINA KO HE TapAaHTUPYET MOJIHON 0e30MacHOCTH
3amanue Nel9

1. Onucats NPUHIMITEI OE30MACHBIX APXUTEKTYPBI U AU3aiiHa BEO-NPUI0KEHUS

2. Onucarb BUIbI U ITPUHIUIIBI TCCTUPOBAHUA Be6-HpHHO)KeHI/II>'I

3. CocTaBUTh YEK-IUCT I code review

Onenka |IloxaszaTenu olieHKH

5 Brimosnneno 3 3aganus us 3.
4 Bremonneno 2 3aganus us3 3.
3 Brmmonneno 1 3aganue u3 3.

3amanue Ne2(

Kak aBroMatnyeckn uIeHTU(DHUITMPOBATH YI3BUMOCTH, CBSI3aHHBIC C 3arpy3Koi (hailyioB Ha CEpBEP

Ouenka |[loka3arenu oleHKH

5 JlaH NOJIHBIN OTBET C ONMMCAHUEM UHCTPYMEHTApHs U MPUMEpPaMH aBTOMATHYECKOU
UIEeHTU(DHUKAIINY ySI3BUMOCTEH, CBI3aHHBIX C 3arpy3Koil (ailioB Ha cepBep

4 JlaH OTBET C mpuMepaMu MPUMEHEHHUS CPECTB, O3BOJISIOLIUX AaBTOMAaTUUYECKU
UIEHTU(DUIIMPOBATD YSA3BUMOCTH, CBSI3AHHBIC C 3arpy3Koi (haiiJioB Ha CEPBEP

3 Jla" OTBET C ONMMCAHUEM CPEICTB, MO3BOJISIONINX aBTOMATHUECKH UACHTHPHUIIPOBATH
ySI3BUMOCTH, CBSI3aHHBIE C 3arpy3Koi (ailioB Ha cepBep

3ananue Ne21

OrnpeaenuTh MOTEHIIUATBHYIO YTPO3Yy, KOTOPYIO HECET MPUBEACHHBIN KO, [IpeaioxkuTh BapruaHThI e
MPEIOTBPALLECHUS

<IDOCTYPE html>

<html>

<head>

<title>Auther</title>
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</head>

<body>
<h1>Jlo6po noxanosats!</h1>
<p>BBe)11/1Te TAHHBIC IJId aBTOpI/13aIII/II/II</p>
<form method="post">

<input type="text" name="username'>

<input type="password" name="password">
<input type="submit" value="OrmnpaButp'>
</form>

</body>

</htmI>

Onenka |Ilokaszarenu oneHKH

5 Bepno omnpenenena noteHuuansHas yrposa (XSS, 6e3 sxpaHupoBaHHs BBO/IA CKPUIIT
BHeApuTcss B HTML cTpanuiibl ¥ BHINOTHUTCS B Opay3epe M0oJIb30BaTelsl IPU MPOCMOTpE
MIPUBETCTBUS ), IPEAJIOKEHBI BAPUAHTHI €€ PEA0TBPALLCHUS

4 BepHo omnpeneneHa NoTeHIMAIbHAS YTPO3a, IPEUIOKEH BApUAHT €€ MPEAOTBPAICHUS C
HE3HAYUTEIIbHBIMU OLTHOKaMHU

3 Omnpenenensl NOTEHIUAIBHBIE YTPO3bl, BAPHAHTHI UX MPEIOTBPALIEHUS OUTMOOUYHbI

3apnanue Ne22
Hns wero ucnosb3yrorcs URL cnepyromero tuna:

http.//www.test.app.com/index?id=1'" http.//'www.test.app.com/index?id=1"
http://www.test.app.com/index?id=1" order by 1000 http://www.test.app.com/index?id=1"--
http.//www.test.app.com/index?id=1'"/* http.//www.test.app.com/index?id=1"#
http://www.test.app.com/index?id=1 and 1=1— http://www.test.app.com/index?id=1 and 1=2—
http.//www.test.app.com/index?id=1'"and '1'='"1 http.//www.test.app.com/index?id=1"and '1'="2

Kakyro nadopmaliyo MoOXKHO MOJIYYUTh C MX NOMOUIbIO M KaK €€ HHTEPIPETUPOBATH?

Onenka [IlokazaTenu oueHKH

5 IIpencrasieH pa3BepHYTHIN OTBET.

4 [IpencraBneH pa3BepHyTHIN OTBET C HE3HAUUTEIbHBIMU OLIMOKAMHU.
3 [IpencraBneH pa3BepHYTHII OTBET € TPYOBIMU OIIMOKAMHU.
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3amanue Ne23

[IpuBecTH anropuT™ MoKcKa ysa3BUMOCTEN K aTakaM XSS U peaJn30BaTh €ro

Onenka |Ilokaszarenu oneHKH

5 3ajaHye BBIIOJIHEHO B HOJIHOM 00BEME.

4 BajlaHI/Ie BBIITOJIHECHO C HC3HAUYUTCIBbHBIMU OIHI/I6K3MI/I.
3 3a/aHue BBIMOIHEHO C TPYOBIMU OIIUOKAMHU.
3aganue Ne24

HpOI/ISBGCTI/I TCCTUPOBAHUC ITPOU3BOAUTCIIBHOCTU web IMPUITOKCHUA:

1. cKOpOCTh COETUHEHUS

2. Harpy3Ky

3. CTPECCOBYIO HArPY3Ky

Orenka |Ilokasarenu oLeHKH

5 Brimonneno 3 3aganus us 3.
4 Brimonneno 2 3aganus us 3.
3 Brmmonneno 1 3amanue u3 3.
3amanue Ne25

Pa3zpaboTaTh TecT-KeWUChl U MPOM3BECTH (YHKIIMOHATHLHOE TECTUPOBAHNE Web MpHIIoKeHns:
1. mpoBepka opm
2. TecTupoBaHue 0a3bl JAHHHBIX

3. TectupoBaHue Qaitsion cookie

Onenka |Iloka3zarenu oneHKH

5 Bremonneno 3 3aganus us3 3.
4 Brimosnaeno 2 3aganus us 3.
3 Bremonneno 1 3aganue u3 3.
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