KoHTpo/1bHO-0LIeHOYHBIE CPeACTBA VISl POBEACHUS TEKYIIEro
KOHTPOJIS
no OII.11 KomnboTepHbie H NPOMbILILICHHbIE CETH
(3 kypc, S cemectp 2025-2026 yu. r.)

Texkywmmuii konTpoab Nel (45 MunyT)

®opma kouTpoJs: [Ipaktuueckas padora (Onpoc)

OnucareabHast yacth: [Ipaktuueckas padota ¢ npumenenneMm UKT
3ananune Nel (5 MuHyT)

[Iepeunciuts U onucCaTh:

1. TUIBI,
2. TOIIOJIOTUH,
3. METOJIbl IOCTYTIA K CpeJie epPeIaUu.

Ouenka |Iloka3arenu olleHKH

5 JlaHbl pa3BepHyTHIE OTBETHI HA 3 BOIpOCa.
4 Jlanbl OTBETHI Ha 2 BOIpoOCa.

3 Haun otBeT Ha 1 Bompoc.

3apnanune Ne2 (5 MUHYT)

CdopmynmpoBaTh onpeielieHre CeTEBOT0 alafTepa U ApaiiBepa ceTeBOro aianrepa.

Ouenka |Iloka3arenu olleHKH

5 CdopmynupoBaHoO onpe/ielIeHUE CETEBOTO afanTepa U JpaiBepa CETEBOro ajanrepa oe3
3aMEUYaHui.

4 Omnpenenennst chOpMyITUPOBAHBI C HE3HAUYUTEITLHBIMU OIIMOKAMH.

3 CdopmynupoBaHO BEpHO OJHO OMpPEACICHUE.

3ananue Ne3 (5 muHyT)

Cdopmynuposats onpenenenue moaenu TCP/IP, yposueir mogenu TCP/IP.

Omnenka |IlokasaTenu oneHKH

5 Cdhopmynuposano onpenenenue moaenu TCP/IP, mepedncieHsl ypoOBHH MOJIEIH.

4 Cdopmynuposano onpenenenue moaenu TCP/IP, nepeuncieHsl He BCe YPOBHU MOJICIH.
3 Cdopmynuposano onpenenenue moaenu TCP/IP.

3ananue Ne4 (20 muHyT)

Jlana BupTyanpHas MallvHa ¢ HA0OPOM MPOTrPaMMHBIX MMAKETOB HEOOXOIMMBIX JJIsl YCTAaHOBKU CepBepa




JIHC. Heo6xoaumo npoussectu yctaHoBKy cepsepa JJHC u ero nepBoHayalibHY10 HACTPOMKY.
Hactpouts Jl0KajibHBIE JOMEHHBIE 30HbI (IPSAMYI0 U 00paTHY!0). [IpoBepUTh MPaBUIBHOCTH HACTPOEK U
aspenieHus: umeH cepsepom JTHC.

Onenka |Ilokaszarenu oneHKH

5 [IpousBeneHa ycraHoBKa 1 nepBoHavainbHas HacTpoiika cepsepa JJHC. Co3nana npsmas u
oOpaTHas ToMeHHbIe 30HbI. [IpoBeieHa mpoBepKa NPaBUIBHOCTU Pa3peleHus! JOMEHHBIX
HMEH.

4 [IpousBenena yctaHOBKa U nepBoHavdanbHas HacTporika cepepa [JHC. Co3nana npsimast uinu

O6paTHBIe JOMCHHBIC 30HBI. JIu6o CO3aHbI IpsAMas u 06paTHa;1 HO JOIMYIICHBI OIIMOKH B
JOMCHHBIX 30Hax.

3 [IpousBeneHa ycraHOBKa U IEpBOHAvaibHas HacTpoiika cepsepa JHC.

3apanue NeS (10 MunyT)

Hcnonb3ys cucteMHble YTUIUTHI «pIng» U «traceroutey» onpeneauTb KOPPEKTHOCTh U KaueCTBO Mepeaavu
JAHHBIX, ONPEACIUTh NOTEPIO NakeToB. OOHAPYKUTh KOH(IUKT CETEBBIX aJIPECOB.

OI_ICHKa Ilokazarenu oLiIeHKH

5 O6Hapy>xeH KOH(IUKT ceTeBBIX aapecoB. M3mepena 3aaepkka B mepeaade JaHHBIX MEXITY
y3namu. OmnpenesneH y3ei, Ha KOTOPOM MIPOUCXOTUT HauOoIbIIas 3aiepKKa epeaadn
TAHHBIX M ITOTEPS CETEBBIX MTAKETOB.

4 OO6napysxeH KOHGIHUKT CETEeBBIX apecoB. MI3Mepena 3aepkka B epeaue AaHHbIX MEXITY
y3namu. OnpeneseH y3ei, Ha KOTOPOM IIPOUCXOIUT HauboblIas 3aiepKKa repeadn
JTAHHBIX WJIU TIOTEPSl CETEBbIX MAKETOB.

3 O6Hapy>xeH KOH(IUKT ceTeBBIX anapecoB. M3mepena 3aaepkka B mepeaaue JaHHBIX MEXITY
y31amH, 100 orpeesieH y3el, Ha KOTOPOM MPOUCXOIUT HauOObIIas 3aJepKKa epeaadun
JAHHBIX HJTU TIOTEPS CETEBBIX MAKETOB.

Texymmuii KOHTPoOJIb N2 (45 MUHYT)

®opma kouTpoJs: [Ipaktuueckas padora (Ompoc)

OnucareabHast yacth: [Ipaktnueckas padota ¢ npumenenneM UKT
3apanmne Nel (5 MuHyT)

CoctaBieHue KapThl ceTi IHTepHeT ¢ TOMOIIBIO YTHIIUT «ping» U «traceroutey.

Onenka [IlokazaTenu oLeHKH

5 3agaHue BHINOIHEHO MOTHOCTBIO.

4 3aaHue BBIOJHEHO C HE3HAYUTEIbHBIMU OLIMOKaMHU.
3 3amaHne BBIMOIHEHO C TPYOBIMH OIIUOKAMH.

3apanune Ne2 (5 MuHYT)

cTp. 2 u3 8



[lepeuncauts ypoBHU Mojenu OS] u 1aTh KpaTKoe ONMCAHUE KayKJOT0 YPOBHS.

Onenka |IlokazaTenu oueHKH

5 Ilepeuncnens! u onucansl ypoBHU Mozenn OSI.

4 [lepeuncnens! ypoBuu Mmoaenu OSI u onucanbl He MOJIHO, TUOO HE BCE.
3 [lepeuncnens! ypoBau moaenu OSI.

3apanue Ne3 (5 MUHYT)

[lepeuncanTb NPOTOKOJIBI ISl KaXk10T0 ypoBHs Mozenn OSI.

Ouenka |[loka3zarenu oueHku

5 [Iepeuncneno He MeHee 15 MPOTOKOJIOB AJis KAK MUHUMYM 4 YpPOBHEW MOJEIH.
4 [Tepeuncneno ne menee 10 MPOTOKOJIOB )1 KAK MUHUMYM 3 YPOBHEU MOJICIIH.
3 [lepeuncneno He MeHee 5 MPOTOKOJIOB JIsl KAK MUHUMYM 2 YPOBHEH MOJEH.

3ananue Ne4 (15 MuHyT)

Hcnonb3ys anropuTMbl MOMEX0YCTOMYHNBOrO KOAUPOBAHUS OOHAPYKUTh U YCTPAHUTh OJIMHOYHYIO
KOJUTM3UIO B 3 MpeAokKeHHbIX 3a1a4ax. OOHapyKUTh IBOMHYIO KOJUIM3HIO B OJTHOM U3 JIBYX
MPEIJIOKEHHBIX TPUMEPOB.

Ouenka |Iloka3zaTenu oLeHKH

5 OnuHOYHBIE KOJITU3UU UCTIpaBlieHbl. J{BOWHAs KOUTHU3US OOHApY KeHa.

4 OauHOYHbBIE KOJIJTM3UU UCTIPABIICHBI WIIM JBOIHAS KOJUIM3HS HE OOHApY KeHa.

3 OauHOYHBIE KOJITU3UU UCTIPABIIEHBI HE Bce. J[BoitHAs KOMIHM3uUs HE OOHApYKEeHa.

3ananue NeS (15 MuHyT)

[ToakII0UNTH KOMIBIOTEPHI K CETH C TOMOIIbIO Kabesel U 0eCIIpOBOAHBIX aJalTEPOB, ONpEIEICHHE
CETEBbIX YCTPOICTB 1 KaHAJIOB CBS3H; MPOCMOTP CETEBOro Tpaduka ¢ moMoIpto nporpammsl Wireshark.

Onenka |Iloka3arenu oueHkH

5 3aJaHKe BBIIOJIHEHO MOJTHOCTBIO.

4 3aaHue BBIIOJHEHO C HE3HAYUTEIbHBIMU OLIMOKaMHU.
3 3a/1aHue BBINOJIHEHO C IPyOBbIMU OLIMOKAMHU.

Texymmuii KOHTPoIb Ne3 (45 MUHYT)

®opma koHTpoJs: [Ipaktuueckas padora (Ompoc)

OnucareabHast yacth: [Ipaktuueckas padota ¢ npumenenneM UKT
3apanune Nel (3 MUHYTHI)

ctp. 3 u3 8




JlaTh oIpOOHYI0 XapaKTEPUCTUKY 3 MOAX0aM MIPOBEPKH MPABIIBHOCTHU MEePEAadn JaHHBIX.

Onuenka |Iloka3zaTenu oLeHKH

5 Jlana xapakTepucTHKa 3 MOAX0/1aM MPOBEPKU MPABUILHOCTH MEpeIadn JTaHHBIX.
4 Jlana xapakTepHucTHKa 2 MOAX0AaM IPOBEPKHU MPABUIBHOCTH MEpEAavH JaHHBIX.
3 Jana xapakTtepucTtuka | moaxoaaM nIpoBEepKU MPaBUILHOCTH MEPeIadn JTaHHBIX.

3ananue Ne2 (3 MUHYTBHI)

HasBatb 4 npruynHbl BO3HUKHOBEHUS OLIIMOOK MPH Nepeiaye JaHHbIX U COCOObI UX OOHAPYKEHMUSL.

Onenka |Iloka3zarenu oneHKH

5 HasBanbl 4 npuurHbI BOSHUKHOBEHHSI OIIMOOK MpU Miepeiade JaHHBIX U CIIOCOOBI UX
oOHapyXeHUs.

4 HasBanbl 2 npuurHbI BOSHUKHOBEHHSI OIIMOOK MpU Niepeiade JaHHBIX U CIIOCOOBI UX
oOHapyXeHUs.

3 HasBanbl 4 nprurHbI BOSHUKHOBEHHS OIIMOOK MPH Tiepeave JaHHbBIX.

3apanue Ne3 (5 MUHYT)

O0BsicHuTh oTIIMuUKE ABYX Tabmui T568A u T568B, KoTOphIE OMUCHIBAIOT COSAUHEHNE TTPOBOTHUKOB
ka0eJs TUIa «BUTasl Mapa» ¢ KOHTakTamu pazbreMoB 8PSC.

Ouenka |IlokasaTenu oneHKH

5 OOBbsICHEHBI JIBE CXEMbI 00KaTHs U IPOJAEMOHCTPUPOBAHO O0XKaTHE.
4 OOBSACHEHBI IBE CXEMBI 00KaTHS.

3 OOBscHEHA oJJHa cxeMa 00KaTus.

3ananune Ne4 (17 MuHYT)

[IpoBecTr HACTPOIKY KOMMYyTaTOpa U 3amoIHUTH Tabnuikl MAC-agpecoB KOMMYTaTopa, B KOTOPOH
OyZIeT OTpaKeHo:

1. MeToapbl nepechlIKM HAa KOMMYTAaTOpE.

2. KommyTarus ¢ npoMeKyTOYHbIM XPaHEHHUEM.

3. CkBO3Hasi KOMMYTalHsl.

4. KommyTalioHHbIE JOMEHBI.

5.CHM)KEHUE Neperpy30K CeTH.

OreHka

Tlokazarenu olleHKHA

5

3aIlaHI/Ie BBITIOJTHCHO ITOJITHOCTBIO.

ctp. 4 u3 8




4 3a1[aHHe BBITIOJTHCHO C HE3HAYUTCIIbHBIMU OH_II/I6K8.MI/I, Ta6J'II/ILIa 3all0JIHCHA HCIIOJIHOCTBIO.

3 3amanne BBIMOIHEHO ¢ TPYOBIMH OITMOKAaMHM, TaOJIHIIa 3aII0JITHEHA HETIOJTHOCTHIO.

3apanune NeS (17 MuHyT)

ITo mpennoxxenHoi cxeme 3nanus crpoektupoBatb CKC, pazpaboraTh npaBuiia MapKUpOBKU
o0opynoBaHus U KabenbHOU cucteMsl. [IpuBecTu npumepsl 3anuceil B kadbeabHOM KypHaie. [IpoBectu
TECTUPOBAHUE CETEBOI'0 MOJKIIOUEHHsI ¢ HOMOIIBI0 KOMAH «ping» U «traceroutey.

OI_ICHKa Ilokazarenu OoLiICHKH

5 [Ipennoxxen npoekT kabenbHOU cucTeMbl. Pa3paboTanbl nmpaBuia MApKUPOBKYU U BEICHUS
Ka0eJIbHOTO XKypHaJa.

4 [Ipennoxxen npoekT kabenbHOI cucteMsbl. [IpaBuia MapKupOBKH WU BeACHUS KaOEIbHOIO
XKypHaja colep>KaTh CyIIECTBEHHbIE OIIMOKU U HEJOUYETHI.

3 [Ipennoxxen npoekT kabenbHOI cucTeMbl. [IpaBuia MapKupOBKH U BeJleHUS KaOEIbHOTO
XKypHaJa OTCYTCTBYIOT MJIM COJIEPKaTh CYIIECTBEHHbIE OIIMOKH U HEIOUYETHI.

Texkymmuiit KOHTPOIb Ne4 (45 MUHYT)

®opma koutpoJs: [Ipakruueckas padota (Ompoc)

OnucarensHas yacTh: [IpakTndeckas padora ¢ npumenennem MKT
3apanue Nel (S MuHYT)

OTBETUTD HA IIAThH BOITPOCOB IO TCME MAapIIPyTU3alHA ITAKETOB:

1. MapurpyTtu3zarop.

2. Mapuipytuzanus.

3. ®unbTp.

4. Ilnro3.

5. bpanamayap.

Onenka |IlokazaTenu oueHKH

5 JlaHbI OTBETHI HA 5 BOIIPOCOB.
4 Jlanbl 0TBETHI Ha 4 BoIpoca.
3 Jlanbl 0TBETHI Ha 3 BOIpoOca.

3ananue Ne2 (4 MUHYTBHI)

UTo CTOIBh3yeTCs B Ka4eCTBE MEKCETeBOro HHTepdelica A COSTMHEHUS CeTel MEX Ty co00i?

Onenka |Ilokaszarenu ouneHKH

cTp. S u3 8



5 Jlanbl 4 mpuMepa MexXceTeBOro nuTepgeiica Ui COeMHEHUs ceTeil Mex 1y coboil.
4 Jansl 3 mpumepa MexxceTeBoro uHTepdeiica s CoOeAMHEHUS CETEH MEXKTy COOOH.
3 Jlanbl 2 mpuMepa MeXceTeBOro nuTepgeiica Ui COeJMHEHUS ceTeil Mex 1y coboil.

3ananue Ne3 (4 MUHYTBI)

Cdopmynuposats onpenenenue u kpatkoe onucanue CKC.

Ouenka |[loka3zarenu oueHku

5 Omnpenenenne CKC u B 10CTaTOYHON CTENEHU PACKPBITO.

4 Hano onpenenenue CKC. Onucanue He MOJTHOE WK COJIEPKUT OLIUOKH.
3 Hano onpenenenne CKC.

3ananue Ne4 (16 MuHYT)

C nmomomipto mporpammbl TCPdump, nokazarts:

1. Kak oTcnexuBaTh TOJIBKO UCXOOAIIUE U BXOOAIIINUE ITaKETHI.

2. Kak oTCieXuBaTh TOJBKO ONMPEAECICHHBIN TPOTOKOJI.

Ouenka |Iloka3zaTenu oLeHKH

5 3aJaHue BBIIOIHEHO MOJIHOCTEIO.

4 Baj:[aHI/IC BBIITOJTHCHO C HC3HAYUTCIIBHBIMHA OHH/I6KaMI/I.
3 3a/iaHue BBIMOIHEHO C TPYOBIMU OIIMOKAMHU.

3ananue NeS (16 MuHyT)

Paccuurats cetu ipv4, ipv6 Ha cBoeM paboyeM MecTe.

Ouenka |Iloka3zaTenu oLeHKH

5 3aaHue BBIMOJIHEHO MPABUIIHHO.

4 Baj:[aHI/IC BBIITOJTHCHO C HC3HAYUTCIIBHBIMHA OHH/I6KaMI/I.
3 3aaHue BBIMOIHEHO C TPYOBIMU OIIUOKAMHU.

Texkymmuiit KOHTPOIb NeS (45 MuHYT)

®opma koutpoJs: [Ipakruueckas padota (Ompoc)

OnmucarenbHas yacTh: [Ipaktudeckas padora ¢ ucrnonp3oBanuem KT
3apanue Nel (S MuHYT)

Ha3zBathb crmocoObl IMMPOBEPKH NPABUIIBHOCTHU IEPCAAYN JAaHHBIX C UCIIOJIBb30BAHUCM 3-x Pa3IMYHBIX

cTp. 6 U3 8




MOAXOH0B.

Onenka |Ilokaszarenu oneHKH

5 HasBanbl criocoObI MpoOBEPKHU MPaBUIBLHOCTH NIEpeIavun JaHHBIX ¢ UCMOJIB30BAaHUEM 3-X
paanqux IIOaAXO0I0B.

4 HasBanbl criocoObl MpOBEPKHU MPAaBUIBLHOCTH NIEpeIavun JAaHHBIX C UCMOIB30BaHUEM 2-X
paanqux IIoOaAX0OI0B.

3 Ha3Batb criocoObl MPOBEPKH MPABHIIBHOCTH MEPEIaYH JaHHBIX 0€3 HCIIOIb30BaHUS

Pa3IMYHBIX IIOAXOO0B.

3apnanne Ne2 (5 MUHYT)

Uto ucnosb3yeTcst B KauecTBE MEXKCETeBOro nHTepderica A COeTMHEHUS ceTel Mexay coboii?

Onenka [Iloka3aTenu oLeHKH

5 Jansl 4 mexceTeBoro narepderica yisi COSTMHEHUSI CETEH MEXTy COO0OiA.
4 Hanbl 3 MexceTeBoro uuTepgeiica Ui COeJMHEHUS ceTeil Mex 1y co0oil.
3 Jansl 2 mexceTeBoro narepderica st COeTMHEHUsI CETEH MEXTy COOOi.

3apnanne Ne3 (5 MuHyT)

ChopMynupoBaTh ONpeeIeHUs: CETEBOI MOCT, MapIIPyTHU3aTOP, KOMMYTATOP.

Onenka |Ilokazarenu oneHkH

5 CdhopMymupoBaHO TOCTATOYHO TOJTHOE H KOPPEKTHOE ONPECIICHHE TEPMUHOB.

4 CdopmynupoBano onpeenenue TepMuHOB. OTHO OIpeieTIieHHe COAePKAT CYIIeCTBEHHBIE
OIINOKH.

3 OpHo ompeneneHue OTCYTCTBYET, TUOO BCE OMpPeAeTIeHHs COAepkKAT CYIIECTBEHHBIE OIIHMOKH.

3ananue Ne4 (30 MunyT)

[Ipoussectu ycranoBky JIHC cepBepa 1 JOMEHHbIX 30H.

Onenka [IlokazaTenu oueHKH

5 VYcranosnen JJHC cepsep. CkoHpUrypupoBaHa JOMEHHast 30Ha.

4 VYceranosnen JIHC cepsep. [IpucyTcTByI0T OmMOKH B KOH(DHUTYpAIIKU TOMEHHOMN 30HBI.
3 Ycranosnen JJHC cepsep. [IpucyrcrByror omubku B konpurypanuu JJHC cepsepa.

Texkymmuit KOHTPOJIb N26 (45 MUHYT)

®opma koutpoJs: [Ipakruueckas padota (Ompoc)

OnmucarenbHas yacTh: [Ipaktudeckas padora ¢ ucrnonb3oBanuem KT
3apanue Nel (S MuHYT)

cTp. 7 u3 8




HasBate npunIumne! paboThl aKTHBHOTO M TACCUBHOTO CETEBOT'0 000PYTOBAHMSL.

Ouenka |Iloka3arenu oleHKH

5 JlaHO 10CTAaTOYHO MOJIHOE U KOPPEKTHOE ONpPEIeIEHNE TEPMUHOB U €0 OMKMCAHUE.

4 Hano onpeaenenne TepMuHOB. ONMCaHUE COACPKUT OMIHOKH.

3 Jano onpenenenue TepMuHOB. ONKCAaHUE OTCYTCTBYET JTMOO CONIEPIKUT CYIIECTBEHHBIS

OLIUOKH.

3apnanne Ne2 (5 MUHYT)

Ha3BaTh NpuHIMITEI TOCTPOCHUS CETEBOM MH(PPACTPYKTYPBI MPEAIPUSTHSL.
Onenka |[loka3arenu oueHkH

5 3aJaHKe BBIIOJIHEHO TOJTHOCTBIO.

4 3aaHue BBIIOJHEHO C HE3HAYUTEIbHBIMU OLTMOKaMU.

3 3a/1aHue BBINOJIHEHO C IPyOBbIMU OLIMOKAMHU.

3apanne Ne3 (20 MuHyT)

CIpoeKTHPOBATh JOIMYECKYIO CXEMY peaiu3aliy 6e30mnacHoi HHPPaCTPYKTYphl Ui CpeHero oduca.
Onenka [Iloka3aTenu oLeHKH

5 Jlornueckast cxema CIpoeKTUpOoBaHa 0€3 OIMNOOK.

4 Jloruyeckasi cxema CIpOEKTUPOBaHa C HE3HAYUTEJIbHBIMU OLTHOKaMHU.

3 Jlormueckas cxema CIpoeKTUpOBaHa C IpyObIMU OLIMOKaMHU.

3ananune Ne4 (15 MuHyT)

ITpoBecTu paboTy ¢ nporpaMMaMu MOHUTOPUHTA, aHanu3a u noctpoerus JIBC.

Onenka |Iloka3arenu oueHkH

5 3aJaHKe BBIIOJIHEHO MOJTHOCTBIO.

4 3aaHue BBIIOJHEHO C HE3HAYUTEIbHBIMU OLTMOKaMHU.
3 3a/1aHue BBINOJIHEHO C IPyOBbIMU OLIMOKAMHU.
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