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1. TACHOPT PABOYEHM ITPOI'PAMMBI JTUCITUTLINHBI
OIL.11 KOMIIBIOTEPHBIE U TPOMBIIIIVIEHHBIE CETH

1.1. ObsacTs npuMeHeHus padoueil nporpammsbl (PII)
PII sBnsieTcst 4acThiO MPOTPaMMBbI OJITOTOBKH CIICIIUATMCTOB CPEIHEr0 3BEHA 110
crietimanbHOCTH 09.02.01 KOMIbIOTEpHBIE CUCTEMBI U KOMILICKCHI.

1.2. Mecro mucuuminnbl B crpykrype HIICC3:
OI1.00 O6menpodeccrnoHaTbHbBIN UK.

1.3. lesau 1 3agaum JUCHUILIMHBI — TPeOOBAHMSA K Pe3yJIbTaTaM O0CBOCHUA

AUCUMILIUHBI:
PesynbTarsl No DopMUPYEMBIN PE3YIHTAT
OCBOCHHSI pe3yJibTara
JUCHUTUTUHBI
3HaTh 1.1 CETEBBIE APXUTEKTYPBI: TUIIBI, TOIIOJIOTHH, METOIbI
JOCTyIIa K Cpejie mepeaadn
1.2 arrnapaTHble KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEN
1.3 MIPUHIIUIIBI TAKETHOW MEPENaYr JaHHBIX
14 MOHATHE CETEBOM MOJieNu; ceTeBasi Moaesb OSI; npyrue
CETEBbIE MOJEIHN
1.5 3agaun U QyHKIUH 110 ypoBHIM moaenu OSI
1.6 MIPOTOKOJIBI: OCHOBHBIE MTOHATHS, TPUHIUIIBI
B3aMMOJICUCTBUS, PA3JINYUs U OCOOEHHOCTH
PacIpOCTPAHEHHBIX MPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB
B OIEPAIMOHHBIX CUCTEMAX; MPUHIIUIIBI pa0OTHI
MIPOTOKOJIOB Pa3HbIX YPOBHEH (HA MPUMEpPEe KOHKPETHOTO
cteka npotokosoB: TCP/IP, IPX/SPXwu T.1.)
1.7 CIIOCOOBI MPOBEPKHU MPABUIILHOCTH MEPEavH TaHHBIX
1.8 Croco0bl OOHAPYKEHUS U YCTPAHEHUs OIMOOK MPHU
nepeaye JaHHbIX
1.9 MapHIpyTH3alUs MaKeTOB; GUIBTPAIIHS TAKETOB;
MOHSATHS MapIIPyTU3aTOPaA, CETEBOT0 IUII034,
OpaHaMayspa u T.JI.
1.10 CrocoObl OpraHu3alui MEKCETEBOI0 B3aUMOICHUCTBUS
1.11 MPUHITUIIBI IOCTPOCHUS CTPYKTYPUPOBAHHOUN KaOEIbHOU
cucremsl (CKC)
1.12 Ha3HAYEHUE METOJI0JIOTUU OECKIIACCOBOM apecaliuu

cereil (CIDR)

ctp. 4 u3 34




1.13

MPUHITUITBI PA0OTHI AKTUBHOTO U TTACCUBHOTO CETEBOTO
o0opymoBaHUs

1.14 MPUHIUIBI IOCTPOEHHUS CETEBOU NHPPACTPYKTYPbI
peanpUsTUS
Ymerb 2.1 YcranaBiIMBaTh U HACTPAUBATH NTAPAMETPHI,
ycraHaBiuBaTth [P-aipeca B ceTsx
2.2 MPOBEPATH NMPABUIBHOCTD NEPENAYN TAHHBIX
2.3 OoOHapyXKHUBaTh M YCTPAHAThH OIIMOKH MPHU TIEpeiaye
TAHHBIX
2.4 00XKMMaTh ceTeBOM Kabemb
2.5 YCTaHABJIMBATh B3aMMO/ICCTBUE C TIPUKJIATHBIMA
MIPOTOKOJIAMU
2.6 OpPraHu30BBIBATH IIPEJOCTABIEHUE CETEBBIX YCIYT
MI0JIb30BATEIBCKUMH IPOTPaMMaMHU
2.7 MIPOBOJIUTH HACTPOUKY KOMMYTaTopa
2.8 opopmisITh KabenbHbIe KypHaT6l CKC
2.9 paccuuThIBaTh CeTH ipv4, ipv6
2.10 HCIIOJIb30BaTh COBPEMEHHBIE CPENICTBA JJISl IOCTPOEHUS
ceTeBOI MHPPACTPYKTYPHI IPEATPUATHS
2.11 HCII0JIB30BaTh NIPOrPaMMHBIE CPEACTBA AJIs1 MOHUTOPHUHTA
KOMIIBIOTEPHBIX CETEN
JInyHOCTHBIE 3.1 JIeMOHCTpUPYIOLIUI TPUBEPKEHHOCTD TPAIULIMOHHBIM
pe3yJIbTaThl IyXOBHO-HPAaBCTBEHHBIM LIEHHOCTSIM, KYJIbTYPE HApOJI0B
peanuzanuu Poccun, npuHIMNIAM YECTHOCTHU, TOPSIAOYHOCTH,
pOrpaMmbl OTKPBITOCTHU. JIEHCTBYIOIINM U OLICHUBAIOIINN CBOE
BOCIIUTAHUS MOBEACHUE U TIOCTYIIKH, TOBEICHUE U MIOCTYIKH JAPYTUX

JOJIEN C MO3ULNNA TPAJAUIHOHHBIX POCCUMCKHUX TyXOBHO-
HPABCTBEHHBIX, COLIMOKYJIbTYPHBIX [IEHHOCTEN U HOPM C
Y4ETOM OCO3HAHHUS MOCIEICTBUI NOCTYNKOB. ['0OTOBBIN K
JIeIOBOMY B3aUMOJCHCTBUIO U HE(HOPMATLHOMY
OOIICHHIO C MPEICTaBUTEISIMU Pa3HbIX HAPOIOB,
HAIlMOHAJILHOCTEN, BEPOUCIIOBEJAHU M, OTIMYAOIIUNA UX
OT YYACTHUKOB I'PYIII C I€CTPYKTUBHBIM U JICBUAHTHBIM
MOBeJICHHEM. J[eMOHCTPUPYIOIINI HEMPUATHE COLIMAIBHO
OMAaCHOTO MOBEICHUS OKPYKAIOLIUX U
npeaynpexaaromun ero. [Ipossiustonyii yBaxKEHHUE K
JIIOJISIM CTapILIErO MOKOJIEHUs, TOTOBHOCTh K YYaCTHIO B
COLIMAIbHOM NOJJIEPKKE HYKIAIOIIUXCS B HEU
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3.2 [IposiBisironuii yBaK€HHUE K 3CTETUYECKUM LIEHHOCTSIM,
00J1a oMl OCHOBAaMHU ACTETUUECKOM KYJIbTYPHI.
KpuTtnuecky olieHUBAIOMIMI U JEATEIBHO MPOSBIISTIOIINI
IMMOHUMAaHUE SMOILIMOHAIIBHOT'O BO3/IEUCTBUS UCKYCCTBA,
€ro BJIMSHUSA Ha JyIIEBHOE COCTOSIHUE U TIOBEJICHUE
moae. bepexuBo OTHOCIIIUICS K KyJIbTYype Kak
CpPEACTBY KOMMYHUKAIIUU U CAMOBBIPAKEHHUS B
00111eCTBE, BEIPAXKAIOIIUNA COMTPUYACTHOCTD K
HPaBCTBEHHBIM HOpMaM, TPAJULIUSIM B UCKYCCTBE.
OpueHTHPOBAaHHBIM HA COOCTBEHHOE CAMOBBIPAKEHHUE B
pPa3HBIX BHJIaX UCKYCCTBA, XYI0’)KECTBEHHOM TBOPYECTBE
C YYETOM POCCUMCKUX TPAAUIIMOHHBIX TyXOBHO-
HPaBCTBEHHBIX IIEHHOCTEM, ICTETHYECKOM O0yCTPOMCTBE
coOcTBeHHOr0 ObITa. Pa3zaemnsroniuii IEHHOCTH
OTE€YECTBEHHOT'O U MUPOBOTO XYJI0KECTBEHHOTO
HACJIEUs], POJIM HAPOJHBIX TPATULMKA U HAPOJIHOTO
TBOPYECTBA B UCKYCCTBE. BhIpaxaromnil HEHHOCTHOE
OTHOILLIEHUE K TEXHUYECKOU U NMPOMBIIIJIEHHON 3CTETUKE

33 JIeMOHCTpUPYIOIIMI HaBbIKK aHAM3a U UHTEpPIpETalun
uH(MOpMAIUHU U3 Pa3TUIHBIX UICTOYHHUKOB C YYETOM
HOPMATUBHO-TIPABOBBIX HOPM

3.4 JIeMOHCTpUPYIOUTUH TOTOBHOCTh U CITIOCOOHOCTH K
00pa3oBaHHUIO, B TOM YHCJIE CaMOOOPa30BaHUI0, HA
MPOTSIKEHUU BCEH KU3HU; CO3HATEIILHOE OTHOIIEHUE K
HEMPEPhIBHOMY 00pa30BaHUIO KaK YCIOBHUIO YCIIEUTHOMN
poecCHOHATEHOM U OOIIECTBEHHOM eI TETLHOCTH

1.4. ®opmupyemMblie KOMIIETCHIMH:

OK.1 Bei6upats crocoObl perieHus 3a1a4d mpoPecCHOHATBHON AeSITEIbHOCTH
NPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM

OK.2 Wcnonb3oBaTh COBpEMEHHBIE CPEACTBA MIOUCKA, AHAJIW3a U UHTEPIIPETAIIUU
uH(popMaIm, 1 ”HPOPMAIIMOHHBIE TEXHOJIOTMH JIJIsl BHIIIOJIHEHUS 3a1a4
po¢deCCUOHAIBHON JIeSITEIbHOCTH

OK.3 IInanupoBath U pean30BbIBaTh COOCTBEHHOE MPO(PECCHOHATIBHOE U JINYHOCTHOE
pa3BUTHE, IPEANPUHUMATEIBCKYIO AESITENBHOCTh B PO ecCuoHaNbHOU chepe,
MCIIOJIb30BaTh 3HAHUS IO MTPABOBON U (PMHAHCOBOI IrPaMOTHOCTH B Pa3IMYHBIX
KU3HECHHBIX CUTYyAaIHIX

OK.4 DddexTrBHO B3auMOACHCTBOBATh U PA0OTATh B KOJUICKTHBE M KOMAHJIE

OK.5 OcymiecTBasATh YCTHYIO M MUCbMEHHYI0 KOMMYHHUKAIIUIO Ha TOCYAapCTBEHHOM
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a3bpike Poccuiickoit denepanuu ¢ yueTroM 0COOEHHOCTEHN COLMAaIbHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK.9 ITonb3oBaThest mpodeccuoHanbHOM JOKYMEHTALME Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM SI3bIKaxX

[1K.1.1 Ananu3upoBaTh TpeOOBAHUS TEXHUUYECKOTO 3aJaHHs Ha TPOSKTUPOBAHHE
IU(POBBIX CUCTEM

[TK.1.3 OpopMIsaTh TEXHUYECKYIO JOKYMEHTAIINIO HA IPOSKTHPYEMbIE YCTPOUCTBA
ITIK.3.1 I[IpoBOAUTH KOHTPOJIb IAPAMETPOB, JUATHOCTUKY U BOCCTAHOBJICHUE
paboToCocoOHOCTH U(PPOBBIX YCTPOUCTB KOMITBIOTEPHBIX CUCTEM U KOMILIEKCOB

1.5. Kostu4yecTBO 4acoB HA OCBOCHHME MPOrPaAMMBbI M CLUIIJIMHBI:
OO6mmit 00beM TUCIUILTAHEI 88 9acoB.

ctp. 7 u3 34



2. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI
2.1. O0beM AUCHMILVIMHBI U BUABI Y4e0HO padoThI

Buabl yueOHoi1 padoThI O0bem

4acoB
O01mmit 00bemM 1M CHUITHHBI 88
Pa0ora 0o0y4aomuxcs B0 B3aUMOACHCTBHH C NpenojaBareiem: 86
TEOPETUICCKOE 00yUCHHE 36
nabopaTOpPHEIE 3aHATHS 0
NIPAKTUYECKUE 3aAHATUSA 44
ITpomexxyTounas arrectanus B opme "Dk3amen" (cemectp 5) 6
CamocrosiTesibHAsA padoTa CTY/I€eHTOB 2
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2.2. TeMaTH4YeCKHUI IVIAH U COAEPKAHNE JUCHMIIHHbBI

HaumenoBanu [HammeHoBaHHMe TeMbl TEOPEeTHYECKOr0 00y4eHHs, NpakTHYeckux U (O0bém | Popmupyembie | Dopmupyemble Texymmii
e pa3zejioB J1a00paTOPHBIX 3aHATHI, CAMOCTOATEIbHOI PadoThI, 4acoB pe3yJbTaThl: KOMIIEeTEeHI[UH KOHTPOJIb
KOHCYJIbTALMI, KypCcOBOro NMpoexTa (padoTsl) 3HATb, YMETh,
JIMYHOCTHBIE
pe3yJIbTaThl
peanu3anuu
NMPOrpaMmbl
BOCIIUTAHUS
1 2 3 4 5 6
Pa3nea 1 BBenenue B cereBble TEXHOJOIMH U KOMMYTHPYEMbIE CeTH 82
Tema 1.1 Komnsbrorepnsbie cern. CereBble npoTokoJibl. CereBas mogeas OSI | 30
3anstue 1.1.1 |Buasl komnbroTepHbix ceTeil. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas 2 1.1,1.2,34 OK.1
Teopus cpelia U ceTeBble yCTpoicTBa. TeXHOIOTHH MOAKIIOUYeHNs K UHTepHeT.
OcHOBHbIE TIOHATHUS CETEBON 0€30MacHOCTH. TeHAeHIIMN pa3BUTHUS
CETEH.
3anstue 1.1.2 [CocraBnenue xaptel cetv HTEpHET € MOMOLIBIO YTHIIUT «ping» U 2 1.3,1.7,2.1,2.2, OK.2, IIK.1.3
npakTU4yeckoe |«traceroutey». Co3naHue MPOCTOM CETU: YCTAHOBKA CEaHCa KOHCOJIH € 2.3
3aHsTHE CEeTEeBbIM 000pyI0BaHHEM IPU TTOMOIIH ITPOrPaAMMBbI
CiscoPacketTraser; HacTpolika OCHOBHBIX ITApaMETPOB KOMMYyTaTOpa.
3anstue 1.1.3 |CereBbie mpoTokonsl. Habop mporokono TCP/IP u npornecc oOMena 2 1.4,1.5,1.6,2.1, OK.3
TEOpUs nanHbiMU. Opranuzanuu no cranaaptusanuu: ISOC, IAB, IETF, IEEE, 23
ISO. Muoroyposuessie moaenu OSI u TCP/IP. CereBast agpecarnus.
MAC- u IP- agpeca.
Zanstue 1.1.4  |I[IpocMoTp ceTeBoro Tpaduka ¢ moMombpio nporpammsl Wireshark. 1 1.1,1.2,2.1,2.2, OK.1,0K.2 1.1,1.2,1.6,2.1,
npaktuyeckoe [OOxum ceteBoro kabens. [TonkmoueHne KOMIBIOTEPOB K CETH C 2.4 2.2
3aHsATHE MOMOIIIBIO Kabenei u OecIpoOBOIHBIX aalTePOB, ONPEIeIICHUE

CCTCBbBIX YCTpOﬁCTB 1 KaHAJIOB CBA3U; IPOCMOTP HAHHBIX.
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3anstue 1.1.5 |IIpocmoTp cereBoro Tpaduka ¢ momoiurso nporpamMmmbl Wireshark. 1.1,1.2,2.1,2.2, OK.1, OK.2
npaktuyeckoe |[OOxum cereBoro kabdems. [lonkmroueHne KOMIBIOTEPOB K CETH C 24
3aHATHE MOMOIIbIO Kabesel u 6eCrpoOBOIHBIX aIalITEPOB, ONpeIeICHIEe

CETEBBIX YCTPOMCTB U KaHAJIOB CBS3M; IPOCMOTP JaHHbIX.
3anstue 1.1.6 |CereBoit gqoctym. Crioco6s! moakmrodeHus K cetu. CeTeBbie 1.6,1.7,1.8, 1.9, OK.1
TEeOpUst unrepdeiicupie miatel (NIC). Cpensl nepegaun JaHHBIX U UX 33

XapaKTEPUCTUKU: POIMYCKHAs ClIOCOOHOCTb, IPOU3BOJUTENBHOCTD.

Bunsl kabeneil. becpoBo/HbIe cpencTBa nepenaun AaHHbIX. CTanaapT

Wi-Fi IEEE 802.11. KananbHblil ypoBEeHb U €0 MOAYPOBHH.

CrannapThl KaHaIbHOTO YpoBHs. PU3nyeckas U JOruuecKas

TOMOJIOTHUS CETH.
3anstue 1.1.7 |M3ydenne Ethernet-rexnonoruii: mpocmorp MAC-aapecoB ceTeBbIX 1.10,1.9,2.2,2.3 OK.4
NpaKkTUYecKoe |ycTpoiicTs, u3yuenue kaapos Ethernet ¢ momornipro nporpamMmsl
3aHATHE Wireshark; [Tpocmorp ARP ¢ momomnisto mporpammer Wireshark,

uHTepdeiicoB komanaHoi crpokn Windows; Tabnunamu MAC-

aJipecoB KOMMYTaTOpa.
3ansarue 1.1.8 [[IpoTokonsl ceTeBoro ypoBHs. OCHOBHbIEC XapaKTepUCTUKH [P- 1.8, 1.9 OK.5
Teopus nporokoisa. Ctpykrypa nakeroB IPv4 u [Pv6. Tabauna

MapIIpyTU3allUY y3JI0B U MapuIpyTH3aTopa Y cTpoicTBO

MaplIpyTU3aTopa.
3anstue 1.1.9 |Iloctpoenue cetn Ha 0aze MapIIpyTU3aTOPa U KOMMYTaTOpa: 1.6,1.7,2.1,2.3 OK.1, OK.2, 1.3,1.4,1.5,2.3,
NPaKTUYECKOE |MpOCMOTp TaOJIMI MAPIIPYTU3ALMH Y3JI0B, U3YUEHUE (PU3MUECKUX [IK.1.1, IIK.1.3 24
3aHsTHE XapaKTepUCTHK V3yueHune TpaHCIOPTHOTO ypOBHS: HAOJI0IEHUE 3a

MPOLIECCOM TPEXCTOPOHHETO «pyKonoxarusi» TCP, nuzyuenue
3axBauyeHHBIX JaHHEIX DNS UDP, 3axBauennnix naketoB FTP u TFTP
¢ nomoIbto nmporpammsl Wireshark.
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Sausarue 1.1.10
MPaKTUYECKOe
3aHATHE

[Toctpoenue cetu Ha 6a3ze MapUIPyTU3aTOpa U KOMMYTATOpa:
MIPOCMOTP TAOIUI] MAPIIPYTH3AIMH Y3JI0B, U3YYCHHE (DU3UICCKIX
XapaKkTepUCTHK V3yueHue TpaHCIOPTHOTO YPOBHS: HAOIOIEHUE 3a
IIPOLIECCOM TPEXCTOPOHHETO «pykonoxkatus» TCP, n3yuenue
3axBadyeHHBIX gaHHBIX DNS UDP, 3axBauennbix maxkeroB FTP u TFTP
¢ momorpko mporpammel Wireshark.

1.6,1.7,2.1,2.3

OK.1, OK.2,
[K.1.1, I1K.1.3

3ausarue 1.1.11
Teopus

Haznauenue u 3a1auu TpaHCIIOPTHOTO YPOBHS. MyJIbTUIIIIEKCUPOBaHUE
ceancoB cBs3u. [Iporokonsr TCP u UDP O6men gannbivu o TCP.
[Tponeccrr TCP ceprepa. [Iporeccs u 3anpockt UDP-cepsepa.
[Tpunoxxenus, ucnonssyroue UDP u TCP.

1.6,1.7,1.8,3.2

OK.1, OK.2

3ausarue 1.1.12
MPAKTHYECKOE
3aHATHE

Hacrpoiika [P-anpecannu: Onpenenenue [Pv4/IPv6-anpecos,
KOHBEpTaLMsl, HaCTpoiika. TecTupoBaHUE CETEBOTO MOJIKIIOYEHHUS C
MIOMOIIBIO0 KOMaH[ «ping» U «traceroute». Cermenranus [P-cerei:
Pacuét noacereit [Pv4; paznenenue ceTeit ¢ pa3iuyHbIMUA
TOTIOJIOTUSIMU Ha TojiceTu; Pa3paboTka U BHEAPEHUE CXEMBI aJIpecaliiu
[Pv4-cetn, VLSM. [Panpecanus: anainu3 Tpaduka 0 JHOAAPECHOMN
nepeaady, MUPOKOBEIIATEIBHON U MHOT0aPECHON PaCChUIKY;
HacTpolika u npoBepka aapecanuu [Pv4 u [Pv6. Cermenranus IP-
ceTei: opraHu3alys MOJICETH MO PA3IMYHBIM CLEHAPHUAM; pa3padoTKa U
BHEApPEHUE CTPYKTYpHI aapecaruu VLSM; BHeagpeHUE cXeMbl
azpecaluu pasaenéHHoi Ha noaceru [Pv6-cern.

1.10,1.11, 1.9, 2.8,
2.9

OK.2, OK.3

3ausarue 1.1.13
MPaKTUYECKOE
3aHATHE

M3yueHne OCHOBHBIX CETEBBIX CIIyK0: 0OMeH (hailimaMu MexIy
OJTHOPAHTOBBIMH YCTPONCTBaMU olpenaeneHue npeoodpasoanuii PAT;
npaswia pabotel DNS; nmpotokon FTP. M3yueHne 0oCHOBHBIX CETEBBIX
ciyx0: oOMeH (aiimaMu MeXay OJTHOPAHTOBBIMHU YCTPOHCTBAMU
onpeaenenue npeodpazoanuit PAT; npasuia padotsl DNS; npoTokon
FTP.

1.4,15,2.2,2.3,
2.5

OK.1, OK.4
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3anstue 1.1.14 |AHanu3 KOMIIBIOTEPHON CETU U HACTPOKKa MaplIpyTH3aTOpa: 1.10, 1.9, 2.5, 2.6, OK.1, OK.5
MPaKTUYECKOE |MPOBEPKA 3a/ICPKEK B MEPEIadl CETEBBIX MAKETOB C IIOMOMIBIO YTHIIUT 3.1
3aHATHE «ping» U «traceroutey»; UCMOIb30BaHUE UHTEPPeiica KOMaHHOU

ctpoku (CLI) gyt cOopa cBeleHUH O CETEBBIX YCTPOUCTBAX;

yropasiieHue ¢aitiaMu KoHGUTrypalu MapipyTu3aTopa ¢ HOMOIIbIO

MPOTPaMMBbI SMYJISIIIUHA TEPMUHAIA, ¢ ucnonb3oBanuem TFTP, dnem-

namsatu 1 USB-Hakonureneil, u3ydeHue npoueayp BOCCTaHOBICHUS

rapoJen.
3anstue 1.1.15 |O6benunénnnie cetu. Mepapxus B kommyTupyemoii cetu. Poib 1.12,1.13,2.3,2.7 OK.1, OK.2
Camocrositens |[KkoMmmMyTHpyeMbIX ceteidl. KoMmmyTupyemas cpena. Jlunamuueckoe
Has pabota 3anonHenue Tabauipsl MAC-aapecoB kommyTaTopa. Meroabl

MEePEeChUIKN Ha KOMMyTaTtope. KommyTanius ¢ mpoMexXyTOUHBIM

xpanerreM. CkBo3Has KoMMmyTanus. KoMmmyTanroHHbIE JOMEHBI.

CHMIKEHHE NEePErpy30K CETH.
3anstue 1.1.16 |ba3oBast HacTpoiika komMmyTatopa. Hactpoiika 6e30macHOCTH 1.7,2.3,2.7 OK.1, OK.9 1.7,1.8,2.4,2.7,
mpakTU4YecKoe |KommyTatopa: mpotokoia SSH; ¢pynkiuu Switch Port Security. [Tonck 2.8
3aHsTUE U YCTpaHEHHE HEMOJAJ0K B cUCcTeMe 0e30MacHOCTH MOPTOB

KOMMYTAaTopa.
3anstue 1.1.17 |bazoBas HacTpoiika kommyTtaropa. HacTtpoiika 6e3omacHocTr 1.7,2.3,2.7 OK.1, OK.9
npakTuiyeckoe [kommyTtaropa: mporokona SSH; dynkmum Switch Port Security. ITouck
3aHATHE U yCTpaHEHHE HEMOJaJ0K B cucTeMe 0e30MacHOCTH MOPTOB

KOMMYTaTopa.
3anstue 1.1.18 |HacTpoiika mapuipyTruszaTopa: UCIOIB30BaHWE KOMAH I traceroute s 1.10,1.9,2.2,2.3 OK.1, OK.2

NpaKkTU4YecKoe |oOHapyeHus ceTH; HacTpoiika unrepdeiicos IPv4 u IPvo;
3aHATHE UCCIIeIOBaHNE MapIIPYTOB C NPAMbIM NOAKI0YeHreM. Hactpoiika
0a30BbIX MapaMeTPOB MapUIPyTHU3aTOpa C OMOILBIO HHTEpdeiica
komanaHo# ctpoku (CLI) cuctemsl Cisco I0S; ¢ momomsio CCP.
Tema 1.2 Bupryanabnsle JokajabHble ceTd (VLAN)
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3anstue 1.2.1 |Koundurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB, TIOUCK U 1.3,1.7, 1.8 OK.1, OK.2
Teopus yCTpaHEeHHE HenoaaoK B KoHpurypaunn VLAN; peanuzanus

cuctembl 6e3omacHoctu cetd VLAN.
3ansatue 1.2.2 [Mapmpyrtuzanus mexay VLAN: i kaxnoro uatepgeiica; Ha OCHOBE 1.10,1.8,1.9,2.2, OK.I, OK.3
npakTuueckoe |cranaapta 802.1Q u TpankoBoro kaHaia. [louck u yctpanenue 2.3
3aHsTHE HENOJIaJ0K B MaplIpyTU3auuu Mexay cetsimu VLAN.
Tema 1.3 Buabl mapmipyTuzanuu u ceMeiicTBo nporoko108 OSPF
3anstue 1.3.1 |IIpoTOKOJIBI CTATUCTUYECKON M TUHAMHYECKON MapIIpyTHU3AIUU — 1.7,1.8,1.9 OK.1, OK.2
Teopus Ha3HauYeHUe, MPUHIUIBI paboThl U UCTOpHs pa3BuTHs. CpaBHEHHE

JUHAMAYECKON M CTATUYECKON MapmpyTu3anud. [IpuHImmbs: padboTsl

IIPOTOKOJIOB MApUIPYyTU3aLUU: IIyCK [1OCJIE BKJIFOUEHUS TTUTAHHUS,

CereBoe oOHapyxeHue, OOMEH JaHHBIMU MapILIPyTU3aLUH,

Ob6ecneuenne cxoaumoctu. Kiaccudukanus mpoToKkonoB

MapIIpyTU3ALHNH.
3anstue 1.3.2 |Hactpoiika ctatnueckoit mapuipytusanuu: [Pv4/IPv6 no ymonuanuto; 1.7,1.9,2.5 OK.1, OK.3 1.10, 1.11, 1.9, 2.5,
npakTuueckoe |cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM; pacuér cyMMapHbIX 2.9
3aHATHE MapIIpyTOB, IOUCK U ycTpaHeHue Henonaaok [Pv4 u IPv6.
3anstue 1.3.3 |Hactpoiika crarnueckoi Mapipytusanuu: [Pv4/IPv6 mo ymomuanuto; 1.7,1.9,2.5 OK.1, OK.3
npakTHueckoe |cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM; pacuér cyMMapHbIX
3aHATHE MapIIpyTOB, MOMCK U YcTpaHeHue Henoaanok IPv4 u [Pvé6.
3anstue 1.3.4 |HacTpoiika TMHaMMYE€CKOW MapUIPyTHU3AIMU: UCCIIEI0BAHNE 1.10,1.8,1.9 OK.1, OK.3
TeopUs CXOJIMMOCTH; CPaBHEHHE METO/IOB BbIOOpa MyTH B mpoTokoiax RIP.

Hacrpoiika nporokosnos RIPv2 u RIPng.
3ansarue 1.3.5 |CemeiictBo npotokonos OSPF. Hacrpoiika nporokosno OSPFv2 n 1.6,1.7 OK.I1, OK.4

Teopus

OSPFv3 mng oguoit obnacTu.

Tema 1.4

KonTpoas nocryna
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3anstue 1.4.1 |IIpunnun padorel ACLcnuckoB. Tunber ACL-ciuckoB Cisco ais [Pv4. 1.10,1.7,1.9 OK.1, OK.2, OK.9
TEOpUs ITpucBanBanue HomepoB U UMEH ACL-cniuckam. Pacuér mabioHHoR

macku B ACLcnuckax. PekoMeHaalum 1no co3qaHuio U pa3MerieHuIo

ACL-cnuckoB. PazMenienue cranaapTHeix U pacmupeHHbix ACL-

cnuckoB. Hactpoiika crannapraoro ACL-cniucka. [lpumenenune

crangapTHeix ACL-crinckoB Ha untepdeiicax. Kommenrapun k ACL-

cnuckaM. [IpoBepka 1 pelakTupOBaHHE CTAHAPTHBIX HYMEPOBAHHBIX

CLcnuckoB. ACL-craTucTHka.
3anstue 1.4.2 |3amura noptoB VTY ¢ nomousto ctanaaptHoro ACL-cniucka [Pv4. 1.7,1.8 OK.2, OK.3
TEeOpUst Crpykrypa n HacTpoiika pacmnpeHHbIX ACLcnuckoB ais [Pv4.

OunpTpanus Tpapuka ¢ UCIoib3oBaHueM paciiupeHHbIXx ACL-

cnuckoB. [louck u ycrpanenune Henonanok ACL-CIIUCKOB.

Pacnipoctpanénnsie ommbku ACL-criuckoB. CpaBuenne ACL-ciickoB

st IPv4 n IPv6. Hactpoiika u nposepka ACL-cniuckos nis IPv6.
3anstue 1.4.3 |M3ydeHne MexaHHU3MOB paOOThI CO CIICKAaMHU KOHTPOJIS TOCTYTIA: 1.12,1.7, 1.8 OK.1,0K.2
MpaKkTUYECKOe |HarsigHoe npeactasieHue padotel ACL-cniucka; Hactpoiika ACL-
3aHsTHE cuckoB. [Touck 1 ycTpaHeHue Hemonaa0K B padboTe.
Tema 1.5 IIporoxoa DHCP
3anstue 1.5.1 |DHCPv4: 6a3oBas oneparusi, hopMat cooOmEeHn, COOOIIICHUS 1.6,1.7, 1.8 OK.1, OK.2
Teopus oOHapy>keHus U npeanoxenus. Hactpoiika, mpoBepka 1 peTpaHCsus

npoctoro DHCPv4-cepBepa. Hactpoiika mapipyTu3zaropa B Ka4eCTBE

DHCPv4-knuenra. Hactpoiika mapmpyTtusatopa knacca SOHO.

[Touck u ycTpanenue Henosaaok B pabore mapmpytuzaropa DHCPv4.
3anstue 1.5.2 |IIporoxonmr DHCPv6. ABToMaTH4eckas HacTpoiika aapeca 6e3 1.6,1.7, 1.8 OK.1, OK.2

Teopus

orcnexxuBanus coctosiaus (SLAAC). [Tpunmun padotet SLAAC ¢
DHCPv6. DHCPv6 ¢ u 6e3 oTcnexxuBanus coctostHus. [Iporiecchbl
DHCPv6. Hactpoiika Mapuipytusaropa B kauectse DHCPv6-cepBepa
u DHCPv6-knmuenTa. [Touck u ycTpaneHue HEMOJIA0K B paboTe
DHCPvé6.
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3anstue 1.5.3 |Uzyuenue nporokonoB DHCP: 6a3oBas Hactpoiika DHCPv4 Ha 2 1.6,1.7,2.3,2.5, |OK.I, OK.2, OK.3
IIpaKTHYECKoe |MapiipyTusarope; HacTpoiika cepsepa DHCPv6. [louck u ycrpanenue 2.6
3aHSTHE Hernonanok B pabore DHCPv6. Hactpoiika npotokosia DHCP.
Tema 1.6 IIpeoOpa3oBanme ceTeBbIX APECOB
3anstue 1.6.1 |[IpeoOpaszoBanue ceTeBbix aapecos IPv4. KonnenryanpHoe 1.6,1.7, 1.8 OK.1, OK.2
TEOpHs npeoOpasoBanue ceTeBbix aapecoB (NAT). TepmuHOIOTHS 1

npuniunsl padotsl NAT. IIpoctpancTBo yactHbIX [Pv4-agpecos.

CraTudeckoe U IMHaMHUYeCcKOe MPeoOpa3oBaHKe CETEBBIX a/IpECOB

(NAT). [Ipeobpaszosanue agpecos noptoB (PAT). CpaBuenne NAT u

PAT. ITIpeumymiectBa u HegoctaTku NAT. AHanu3 ctaTH4ECKOro

npeoOpaszoBanust NAT. [Ipuauun padots! auHamuueckoro NAT.
3anstue 1.6.2 |Hactpoiika u npoBepka NAT, PAT. [lepeaapecanusi mopTos. 2 1.6,2.5,2.6 OK.1, OK.2
npaktudyeckoe |Hactpoiika NAT u nporokosia IPv6. [louck u ycTpaHeHre HENoJal0K
3aHsTHE B pabote NAT.
3anstue 1.6.3 |IIpeoOpa3oBanue CETEBBIX aIPECOB: NU3YUCHUE IPUHIIUIA PAOOTHI 2 1.6,1.7,2.5, 2.6, OK.1, OK.2
npaktuueckoe |NAT. Hacrpolika nepeanpecanuu noptos. [IpoBepka, mouck u 2.7
3aHATHE ycTpanenue Henosanok koHpurypamuiit NAT. Hactpoiika NAT-myna ¢

neperpyskoii u PAT.
Tema 1.7 OcHOBHBIE COCTABHbIE YaCTH MPOMBILIVICHHBIX ceTeil 12
3anstue 1.7.1 |BBeneHue B MPOMBIIIJICHHBIE CETH. 2 1.1,1.2 OK.1, OK.2
Teopus
3ansarue 1.7.2 |®Ousnyeckuil ypoBeHb IPOMBIIIJIEHHBIX CETEH. 2 1.1,1.2 OK.I, OK.2
Teopus
3anstue 1.7.3 |MaTEepdEiichl 1 MPOTOKOIBI MEpeIad TaHHBIX B IPOMBITIUICHHBIX 2 1.1,1.4 OK.1, OK.2
IPAKTHYECKOE |CEeTsX.
3aHATHE
3anstue 1.7.4 |IIporpaMmmupyeMble IPOMBIILUIEHHBIE KOHTPOJUIEPHI. 2 1.4,2.2,2.3,2.5 OK.3, OK.9
IPAKTHYECKOE
3aHATHE
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3anstue 1.7.5 |MaTEpdEiichl cCONPsHKEHUS C TaTYNKAMU U UCTIOJTHUTEILHBIMHU 1 1.7,1.8, 2.6 OK.1, OK.2 1.10,1.12, 1.7, 2.6
npakTudeckoe |ycrpoiictBamu. [IpeoOpazoBarenu nuHTEpQEiicoB.
3aHATHE
3anstue 1.7.6 |MuTepdeiickl conpspkeHus ¢ JaTYMKaMH U UCTIOJIHUTEbHBIMU 1 1.7,1.8,2.6 OK.I, OK.2
nmpakThyeckoe |ycrpoiictBamu. [IpeoOpazoBarenu nHTEpPEIHCOB.
3aHATUE
3anstue 1.7.7 |U3ydenne untepdeiica 1-Wire u MpUHIMIIOB TOCTPOCHUS CETH 2 1.10, 1.12, 1.7, 2.6 OK.1, OK.2
npaktuueckoe |1WireNet.
3aHsTUE
Tema 1.8 IIpombllieHHOE ceTeBOe 000PYA0BaHUE 10
3anstue 1.8.1 |M3ydyeHue NpUHIMIIOB MOCTPOCHHUS TPOBOAHBIX IPOMBIIIJIEHHBIX ceTel| 2 1.13,1.14 OK.1, OK.2
Teopus Ha 6a3e obopynoBanus pupmsl MOXA.
3anstue 1.8.2  |M3ydeHre NPUHIMIIOB TOCTPOCHUS OECTIPOBOIHBIX TPOMBIIIIICHHBIX 2 1.13,1.14 OK.1, OK.2
TEOpHs ceTelt Ha 6a3e obopynoBanus GupmMbr MOXA.
3ausarue 1.8.3 |YnaneHHoe aIMUHUCTPUPOBAHKUE POMBIIIJICHHBIX CETEH. 2 1.13, 1.14, 2.10, OK.1, OK.3
MPAKTUYECKOE 2.11
3aHATHE
3anstue 1.8.4 |IIpoekTpoBaHHEe MHOTOYPOBHEBBIX MPOMBILIJIEHHBIX CETEH. 2 1.13, 1.14, 2.10, OK.1, OK.3
MPAKTHYECKOE 2.11
3aHATUE
3anstue 1.8.5 |Pa3paboTka nepapxudeckoil IpOMBIIUICHHON CeTH i yIPaBICHUS U 1 1.13, 1.14, 2.10, OK.1, OK.3, 1.13,1.14, 2.10,
MPAKTUYECKOE |KOHTPOJIS 32 COCTOSTHUEM OOBEKTOB. 2.11 IK.1.1, IIK.3.1 2.11
3aHsTUE
3anstue 1.8.6 |Pa3zpaboTka nepapxudeckoil MpOMBIIICHHON CETH I YIIPaBICHUS U 1 1.13,1.14, 2.10, OK.1, OK.3,
MPaKTUYECKOE |KOHTPOJIS 32 COCTOSTHUEM OOBEKTOB. 2.11 IK.1.1, IIK.3.1
3aHSTHE

DK3aMeH 6

BCET'O:| 88
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2.3. dopMHUpOBaHHE JIMYHOCTHBIX pe3yJIbTaToB peajiu3anuu NMPOrpamMMmbl BOCIIMTAHUSA
HaumeHoBaHue TeMbl 3aHATHSA HaymeHoBaHHE JTMYHOCTHOIO Tun HaumeHnoBanue
pe3yJbTara peaju3anuu NporpaMMbl | MEpPONIPUATHSA MepONnpUuATHS
BOCIIHMTAHUSA
1.1.1 Buapl KOMIBIOTEPHBIX CETEN. 3.4 JIeMOHCTpPUPYIOLIUI TOTOBHOCTD U becena CoBpeMeHHbIe

OCHOBHBIE KOMIIOHEHTBI CETEH, CeTeBas
Cpella ¥ CETEBbIC YCTPOMCTBA. TEeXHOIOrnH
nojkiroueHust K TurepHer. OCHOBHBIC
TTIOHSTHS CETEBOM OE30IIaCHOCTH.
TenaeHIMU pa3BUTHUS CETEN.

CIIOCOOHOCTh K 00pa30BaHMIO, B TOM YHUCJIC
caM000pa30BaHUIO, Ha MPOTSHKCHUH BCCH
’KU3HH, CO3HATEIIbHOC OTHOIIICHUE K
HEIPEPHIBHOMY 00Pa30BaHUIO KaK
YCIIOBHIO YCIIEHIHON TPO(HEeCCHOHATLHOM 1
0O0IIIECTBEHHOM 1eTeIbHOCTH

TEHJCHIIUN Pa3BUTHUSA
ceTen

1.1.6 CereBoit noctym. CrnocoObl
MOJKJIFOYEHHS K ceTU. CeTeBbie
unTepdericapie mwiatel (NIC). Cpensr
nepenadn JaHHBIX U UX XapaKTEPUCTHKU:
MPOMYCKHAs CIIOCOOHOCTb,
MPOU3BOAUTEILHOCT. BUIbI Kabenen.
becnipoBoaHbIE CpeicTBa Mepeaun
nannbix. Crangapt Wi-Fi IEEE 802.11.
KananbHbIi ypOBEHB U €r0 MOAYPOBHHU.
CraHIapThl KAHATBHOTO YPOBHSI.
dusnyeckasi ¥ JOTUYECKAs TOMOJIOTHS
CETH.

3.3 JIeMOHCTpUPYIOIIMI HABBIKA aHAN3a U
WHTEpIpeTanny HHPOPMAIUA U3
Pa3JIMYHBIX UICTOYHUKOB C YYETOM
HOPMAaTUBHO-IIPABOBBIX HOPM

becena

dusnueckas u
JIOTUYECKASA TOIOJIOT U
CEeTH
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1.1.11 Ha3nauenwue u 3aaun
TPAHCIIOPTHOTO YPOBHSI.
MybTUIIIEKCUPOBAHNUE CEAHCOB CBSI3U.
[Tpotoxosnsl TCP u UDP O6MeH naHHBIMU
o TCP. IIpoueccer TCP cepsepa.
ITpoueccsl u 3anpocsl UDP-cepepa.
[Ipunoxenus, ucnosus3yromue UDP u
TCP.

3.2 [IposiBnsironIni yBaXKEHHUE K
ACTETUYECKUM IIEHHOCTSIM, 00J1a1at0IIHi
OCHOBaMH 3CTETHYECKOMN KYJIbTYPBHI.
Kputnueckn oleHUBAOIINN U IESITENBHO
MPOSIBIISIONINI TOHUMAHHE
SMOLMOHAJIBHOTO BO3JEHUCTBUS NCKYCCTBA,
€ro BJIWAHUS Ha AYIIEBHOE COCTOSIHUE U
NoBeAeHUE Jiroen. bepexnuBo
OTHOCSIIMICA K KYJIbTYPE KaK CPEIACTBY
KOMMYHUKAIIUU U CAMOBBIPAXKEHUSI B
00II1eCTBE, BEIPAKAIOIINIA COMTPUIACTHOCTh
K HPaBCTBEHHBIM HOPMaM, TPAJIULIHIM B
uckycctBe. OpMEHTHUPOBAHHBIN HA
cOOCTBEHHOE CAMOBBIPAKEHUE B PA3HBIX
BUJIaX UCKYCCTBA, XYy/I0KECTBEHHOM
TBOPYECTBE C YUETOM POCCUUCKHUX
TPAAUIIMOHHBIX TyXOBHO-HPABCTBEHHBIX
LEHHOCTEH, 3CTEeTUYECKOM 00yCTPONCTBE
coOctBeHHOro ObITa. Paznenstonuit
LIEHHOCTH OT€YECTBEHHOTO U MUPOBOIO
XYZI0KECTBEHHOTO HACIIEUs, POJIH
HapOAHBIX TPAAUIUNA U HAPOAHOTO
TBOpPUYECTBA B UCKYCCTBE. BhIpakaromuii
LIECHHOCTHOE OTHOLLIECHUE K TEXHUYECKOMN U
IIPOMBILIJIEHHOW 3CTETUKE

becena

[Ipunoxenus,
ucnons3ytommue UDP u
TCP

ctp. 18 u3 34




1.1.14 AHanu3 KOMOBIOTEPHOU CETH U
HACTpOIKa MaplIpyTU3aTopa: MpoBepKa
3a/IEP/KEK B MEPEIauu CETEBBIX MTAKETOB C
MOMOILBIO YTUJIUT «ping» U «traceroutey;
UCIOJIb30BaHUE UHTEPPeiica KOMaHTHOM
ctpoku (CLI) nyst coopa cBeeHuit o
CETEBBIX YCTPONCTBAX; yNpPaBICHUE
¢aiinamu KoOH(pUTypalud MapuIpyTU3aTopa
C OMOUIBIO IPOrpaMMBbl IMYJISILUN
TepMHUHAaJa, ¢ ucrojibzoBanueMm TFTP,
baem-namara 1 USB-HakonmTenei,
U3Yy4YEHHUE NPOLETYP BOCCTAHOBJICHUS
IapoJeu.

3.1 JleMOHCTpUpYIOLIMI TPUBEPKEHHOCTh
TPaAULIMOHHBIM JyXOBHO-HPABCTBEHHBIM
LEHHOCTAM, KyJIbType HapoaoB Poccuu,
NPUHLUIIAM YECTHOCTH, HOPAIOYHOCTH,
OTKPBITOCTH. J[eNCTBYIOLIUN U
OLICHUBAIOIIMI CBOE MTOBEACHUE U
MOCTYIIKH, TOBEJAECHUE U TOCTYIIKU APYTHUX
JOJIEH C TTO3ULHAN TPAAUIIMOHHBIX
POCCHICKUX TYXOBHO-HPaBCTBECHHBIX,
COLUOKYJIbTYPHBIX LIEHHOCTEN U HOPM C
YYE€TOM OCO3HAHUS MOCIEICTBUM
IIOCTYIIKOB. ['OTOBBIN K A€I0BOMY
B3aMMOJICUCTBHIO U HEHOPMATTLHOMY
OOIIEHUIO C MPEACTABUTEISIMU Pa3HBIX
HapoOJI0B, HAIITMOHAIBHOCTEH,
BEPOUCIIOBEIAHU, OTINYAOIIHNI UX OT
YYaCTHUKOB T'PYIII C I€CTPYKTUBHBIM U
JICBUAHTHBIM MTOBEJICHUEM.
JIeMOHCTpUPYIOIINK HENPUITHE
COLMAJIBHO OMACHOT'O MOBEICHUSA
OKPYXAaIOUIMX Y MPEIYNPEKIAIOUINN €TO0.
[IposBnsironnid yBaXEHHE K JTFIOAAM
CTapIIEro MOKOJICHUS, TOTOBHOCTb K
YYaCTHIO B COLIMAJIbHOW MOJJIEPIKKE
HYXKJAOUUXCS B HEU

becena

AHaIu3 KOMIBIOTEPHOU
CETH W HaCTpOIKa
MapuIpyTu3aropa

ctp. 19 u3 34




3. YCJOBMUS PEAJIM3AIIMUA PABOYEHR ITPOI'PAMMBI TUCIHUATIIUHBI
3.1. TpeOoBaHMS K MUHMMAJIbHOMY MaTEPHAIBLHO-TEXHUYECKOMY 00eCeYeHH 0

Peanuzanus mporpaMMbl AUCIUIUIMHBI TpeOyeT HAIUYHUS y4eOHOTO KaOuHeTa:
JIaGopaTtopust HH(POPMAITMOHHBIX TEXHOJIOTHIA.

OBECIIEYEHHOCTDB BCEX BUJ10B TABOPATOPHBIX PABOT N
NMPAKTUYECKHUX 3AHSATHUH (nanee — JITIP)

HaumenoBanue 3ansatus JIIIP

Ilepedyens o00pyaoBaHus

1.1.1 Buapl KOMIBIOTEPHBIX CETEN.
OcHOBHBIE KOMIIOHCHTBI CETEH, ceTeBas
Cpelia U CETEBbIC YCTPOUCTBA. TEXHOJIOrun
noakatoueHus: kK arepHet. OCHOBHbIE
TIOHATHS CETEBOM 0€30IIaCHOCTH.
TenaeHIMU pa3BUTHUS CETEU.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.2 CocraBienue kapThl cetu THTEpHET C
MOMOIIIBIO YTUJIUT «ping» U «traceroutey.
Co3pgaHue TpoCTOil CETU: YCTaHOBKA
ceaHca KOHCOJIU C CETEBbIM
000py1I0BaHUEM TPHU MTOMOIIIU TPOTPAMMBbI
CiscoPacketTraser; HacTpoiika OCHOBHBIX
napaMeTpoB KOMMYTaTOpa.

[TepconanbHbIit KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.3 CereBnie nmpoTokoisl. Habop
npotokosioB TCP/IP u npouiecc oOMeHa
naHHbIMU. OpraHu3aIyH 110
cranpapruzauu: ISOC, IAB, IETF, IEEE,
ISO. MuoroypoBHeBbie moaenu OSI u
TCP/IP. CeteBas aapecarusi. MAC- u IP-
ajapeca.

[TepconanbHbIil KOMIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.4 TIpocmoTp cereBoro Tpaduka c
nomoIikio nporpammel Wireshark. O0xxum
ceteBoro kabens. [logkmtouenue
KOMIIBIOTEPOB K CETH C MOMOIIbI0 Kabemei
1 OeCIIpOBOHBIX aJIaNITEPOB, ONPEICTICHHIE
CETEBBIX YCTPONCTB U KAHAJIOB CBS3H;
MIPOCMOTp JTaHHBIX.

[TepconanpHbIl KOMIIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Microsoft Office 2010, Google Chrome,
Wireshark
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1.1.5 [IpocmoTp ceTeBOrO Tpaduka ¢
nomoikto nporpammbel Wireshark. O0xxum
ceteBoro kadens. [logkmtouenue
KOMITBIOTEPOB K CETH C MOMOIIIbIO Kabeneil
1 OeCIIPOBOHBIX aJIaNITEPOB, ONPEICTICHIE
CETEBBIX YCTPONCTB 1 KAHAJIOB CBSI3H;
MIPOCMOTP JTaHHBIX.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Microsoft Office 2010, Google Chrome,
Wireshark

1.1.6 CereBoii noctym. CriocoObI
MOAKIIOUEHUS K ceTH. CeTeBbie
untepdericupie miatel (NIC). Cpenpl
nepenayn JaHHBIX U UX XapaKTEePUCTHKU:
IPOITYCKHAsI CIIOCOOHOCTb,
MIPOU3BOIUTEIILHOCTh. BubI Kabemnei.
becnipoBoiHbIE CpeICTBA Mepeiaun
nanubix. Crangapt Wi-Fi IEEE 802.11.
KaHnanbHBIN YPOBEHB U €T0 ITOAYPOBHH.
CranmapThl KAHAIBHOTO YPOBHSI.
duznueckas v JIOru4eckasi TOmoJOTHs
CETH.

[Tepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.1.7 Uzyuenue Ethernet-texHosorui:
npocMoTp MAC-aapecoB ceTeBbIX
yCTpOMCTB, uzyuenue kaapos Ethernet ¢
oMol nporpamMmmbsl Wireshark;
[IpocmoTtp ARP ¢ momomipro mporpaMmsl
Wireshark, uarepgeiicoB komannnoit
ctpoku Windows; Tabmumamu MAC-
aJpecoB KOMMYTaTOpa.

[TepconanbHbIit KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Wireshark

1.1.8 IIpoTOKOJIBI CETEBOTO YPOBHSI.
OcHoBHbIE XapakTepucTuku [P-npoTokomna.
Crpykrypa naketro IPv4 u IPv6. Tabnuna
MaplIpyTU3aLUX y3JI0B U MapLIpyTU3aTopa
Y CTpolcTBO MapHIpyTHU3ATOPA.

[TepconanbHbIit KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC
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1.1.9 [TocTpoenue cetn Ha 6aze
MapuIpyTH3aTopa 1 KOMMyTaTopa:
MPOCMOTP TAOIUI] MaPUIPYTU3AIUU Y3JIOB,
u3ydeHue GU3NUECKUX XapaKTEPUCTUK
N3yyeHue TpaHCTIOPTHOTO YPOBHS:
Ha0JII0/ICHKE 3a TTPOIIECCOM
TPEXCTOPOHHETO «pyKomnoxatus» TCP,
M3YUYCHHE 3aXBaYCHHBIX AaHHbIX DNS
UDP, 3axBauennbix maketoB FTP u TFTP ¢
ITOMOIIIBIO MporpamMmbl Wireshark.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Wireshark

1.1.10 IToctpoenue cetn Ha 6a3ze
MapuIpyTH3aTopa 1 KOMMYTaTopa:
IPOCMOTP TAOIUI] MAPLIPYTHU3ALUU Y3IIOB,
U3y4eHUe PU3HUECKUX XapaKTEPUCTUK
N3yyeHue TpaHCIIOPTHOTO YPOBHS:
HaOII0/ICHKE 32 TTPOIIECCOM
TpEXCTOpOHHETO «pyKonoxaTus» TCP,
M3Yy4YEHUE 3aXBaYEHHBIX JaHHBIX DNS
UDP, 3axBauenHbix mmaketoB FTP u TFTP ¢
nomoikto mporpammbel Wireshark.

[TepconanbHbIll KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Microsoft Office 2010, Google Chrome,
Wireshark

1.1.11 Ha3nauenue u 3a1auun
TPAHCIIOPTHOTO YPOBHSI.
MynpTUIUIEKCUPOBAHUE CEAHCOB CBSA3HU.
[TpoTtoxonsl TCP u UDP O6MeH naHHbIMU
o TCP. Ilpoueccst TCP cepsepa.
ITpoueccel u 3anpocskl UDP-cepepa.

[Ipunoxenus, ucnosb3yromue UDP u
TCP.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC
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1.1.12 Hactpoiika [P-agpecanuu:
Omnpenenenue [Pv4/IPv6-anpecos,
KOHBEpTauus, HacTpolika. TectupoBanue
CETEBOI0 MOJKJIKYEHUS C IOMOLIBIO
KOMaH/I «ping» u «traceroute».
Cermenranus [P-cereii: Pacuér noaceren
IPv4; pa3znenenue cerel ¢ pa3IMuHBIMUA
TOMNOJIOTUSMH Ha MojceTH; Pa3paboTka u
BHEJIpeHHE cxeMmbl aapecaunu [Pv4-cern,
VLSM. IPanpecanus: ananu3 Tpaduka
OJIHOQJAPECHOM TepeIayH,
IIMPOKOBENIATEIIBHOM U MHOT0aIPECHOU
pacChUIKH; HACTPOMKA U MPOBEpPKa
anpecauuu [IPv4 u IPv6. Cermenranus IP-
CETEel: OPraHu3alus NOACETH O
Pa3IMYHBIM CLIEHAPUAM; pa3paboTKa U
BHEJIPEHHE CTPYKTYpHI aapecaruu VLSM;
BHEJIPEHUE CXEMBI a/ipecaluu
pazaenénnon Ha noacetu [Pvo-ceru.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.13 M3ydyeHne OCHOBHBIX CETEBBIX
ciryx0: oOMeH (aiiiaMu MexIy
OJIHOPAHTOBBIMHU YCTPOMCTBAMHU
onpeaeneHue npeodpazopanuii PAT;
npaBuiia padotel DNS; npotokon FTP.
N3yyeHue 0CHOBHBIX CETEBBIX CITYKO:
oOMeH (aililaMu MEXTy OJJHOPAHTOBBIMU
YCTPOMCTBAMH OIPEIECIIEHUE
npeoOpazoBanuii PAT; npaBuna paboTsl
DNS; npotokoin FTP.

[Tepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer
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1.1.14 AHanu3 KOMOBIOTEPHOU CETH U
HACTpOIKa MaplIpyTU3aTopa: MpoBepKa
3a/IEP/KEK B MEPEIauu CETEBBIX MTAKETOB C
MOMOILBIO YTUJIUT «ping» U «traceroutey;
UCIOJIb30BaHUE UHTEPPeiica KOMaHTHOM
ctpoku (CLI) nyst coopa cBeeHuit o
CETEBBIX YCTPONCTBAX; yNpPaBICHUE
¢aiinamu KoOH(pUTypalud MapuIpyTU3aTopa
C OMOUIBIO IPOrpaMMBbl IMYJISILUN
TepMHUHAaJa, ¢ ucrojibzoBanueMm TFTP,
baem-namara 1 USB-HakonmTenei,
U3Yy4YEHHUE NPOLETYP BOCCTAHOBJICHUS
IapoJeu.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome, Cisco Packet Tracer

1.1.15 O6benunénnnie cetu. Mepapxus B
KOMMYTHpyeMou ceTth. Poib
KOMMYTHUpPYEMBIX ceTer. Kommytupyemas
cpena. JJnHamudeckoe 3anoIHEHUE
tabmmmbel MAC-anpecoB KoMMyTaTopa.
MeTo1bl IEpECHUIKA Ha KOMMYTAaTOpE.
KoMMmyTanus ¢ npoMeKyTOUYHbIM
xpaneHneM. CKBO3Hasi KOMMYTaLusl.
KoMMyTanmonssle 1oMeHbl. CHIKEHUE
NIEPETPY30K CETH.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.1.16 ba3zoBast HacTpoiika KOMMyTaTOpa.
Hactpolika 6e30macHOCTH KOMMYTaTOpa:
nporokona SSH; dyukmuu Switch Port
Security. [Touck u ycTpaneHue HEMoIaI0K
B cUCTeMe O€30MacCHOCTH MOPTOB
KOMMYTAaTopa.

[lepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.1.17 ba3zoBast HacTpoiika KOMMyTaTOpa.
HacTtpoiika 6e30macHOCTH KOMMYTaTopa:
nportokosia SSH; ¢pynkuun Switch Port
Security. [louck u ycTpaHeHue HENoJaI0K
B cHCTeME O€30MMacCHOCTH MOPTOB
KOMMYTaTopa.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.1.18 Hactpoiika MmapuipyTtuzaropa:
UCIIOJIb30BAaHUE KOMaH/IbI traceroute Jist
OOHapY>KEeHHUS CETU; HaCTPOIKa
unrepdeiico [Pv4 u IPv6; nuccnenoranue
MapuIPyTOB C MPSMBIM TOJIKIIOUEHHUEM.
Hacrpoiika 6a30BbIX TapaMeTPOB
MapuIpyTH3aTOpa ¢ MOMOILBIO HHTEpPeiica
koMaHiHO# cTpoku (CLI) cuctemsr Cisco
I10S; ¢ momompro CCP.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.2.1 Konduryparus cereit VLAN u
TPAHKOBBIX KaHAJIOB, IOMCK U YCTPAHECHHE
Hernoaagaok B koHburyparuu VLAN;
peanu3anus CUCTeMbl 0€30IaCHOCTH CETU
VLAN.

[TepconanpHbIl KOMIIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.2.2 Mapupytuzanus Mmexxay VLAN: s
KaXJI0T0 MHTepdeiica; Ha OCHOBE
crangapta 802.1Q u TpaHKOBOro KaHaa.
[Touck u ycTpaHeHHE HEMONAI0K B
MapuipyTuzauuu Mexay cersimu VLAN.

[TepconanbhbIil KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.3.1 IIpOTOKOJIBI CTATUCTUYECKOU U
JUHAMUYECKOM MapuIpyTH3aLUU —
Ha3HA4YEHUE, IPUHLUIBI PAOOTHI U UCTOPUS
pazButus. CpaBHEHUE AUHAMUYECKON U
craTndeckour mapupyruzanuu. [[puHuune
paboThI MPOTOKOJIOB MAPIIPYTU3AIINHN:
MyCK MOcJe BKIOYEHUs nuTanus, CeTeBoe
oOHapyxeHue, OOMEH TaHHBIMHU
MapuipyTtuzanuu, OdecnedyeHue
cxonumoctu. Knaccudukaius mpoTokosioB
MapuIpyTU3aLUH.

[lepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.3.2 HacTpoiika cratuueckoi
mapmpyTuzanuu: [Pv4/IPv6 no
YMOJIYaHUIO; cXeMbl afpecanun [Pv4 ¢
ucrnonab3oBanueM VLSM; pacuér
CYMMAapHbIX MapuIpyTOB, IOUCK U
ycTtpaneHue Henosnaaok [IPv4 u IPve6.

[Tepconanbhblit KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.3.3 HacTpoiika cratnueckoi
Mapipytuzanuu: [Pv4/IPv6 mo
YMOJIYaHUIO; cXeMbl afpecanun [Pv4 ¢
ucnoJib3oBanueM VLSM; pacuér
CyMMAapHBIX MapuipyTOB, TOUCK U
ycTpaHneHnue Henosanok [Pv4 u [Pv6.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.3.4 HacTpoiika TuHaMU4eCKOU
MapLIPYyTU3ALHUU: UCCIIEIOBAHUE
CXOJMMOCTH; CPAaBHEHHE METOJIOB BHIOOpA
nyTd B nmporokoiiax RIP. Hactpolika
npoTokoioB RIPv2 u RIPng.

[Tepconanbhblit KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.3.5 CemeiictBo npotokosioB OSPF.
Hactpoiika nporokonoB OSPFv2 u
OSPFv3 nns ogHol 06sacTy.

IlepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.4.1 Ipuniun pa6otsl ACLcnuckos.
Tuner ACL-couckosB Cisco s [Pv4.
[IpucBanBanne HomepoB U UMEH ACL-
cruckaM. Pacuér maba0HHOM Macku B
ACLcnuckax. PekoMmenganuu no
co3nanuto u pazmenieHno ACL-cnuckos.
Pa3mMemenne ctangapTHeIX U
pacuupennbix ACL-cnnckoB. Hactpoiika
crangaptHoro ACL-cnucka. [Ipumenenue
ctangapTHbiXx ACL-crinckoB Ha
untepdericax. Kommentapun k ACL-
cnuckaM. [IpoBepka u perakTupoBaHue
CTaHJAPTHBIX HyMepoBaHHBIX CLCIUCKOB.
ACL-craTucrtuka.

[TepconansHbIll KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.4.2 3ammra noptoB VTY ¢ nomorpro
crangaptHoro ACL-cniucka [Pv4.
CrtpykTypa u HaCTpOilKka pacIlIMPEHHbBIX
ACLcnuckos s IPv4. @unbTpanus
TpaduKa ¢ UCIOIH30BAHUEM PACIIMPEHHBIX
ACL-cnuckoB. Ilouck u ycrpanenue
Hernoaanok ACL-cuckos.
Pacnpocrpanénnsie ommoku ACL-
criuckoB. CpaBHenne ACL-cruckoB aJist
IPv4 u IPv6. Hactpoiika u npoBepka ACL-
CIUCKOB Jis [Pv6.

[lepconanbublit KOMIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC
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1.4.3 N3yueHnue MexaHU3MOB PabOTHI CO
CIIUCKaMH KOHTPOJISI IOCTYTIA: HATJISAHOE
npenacrasienue paborel ACL-cniucka;
Hactpoiika ACL-ciiuckoB. [Touck u
YCTpaHEHHE HEMOJaJ0K B padoTe.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.5.1 DHCPv4: 6a3oBas oneparnus, hopmat
COOOIICHH, COOOIIEeHNsT 0OHAPYKEHUS U
npeaoxenus. Hactporika, nposepka u
peTpaHCIsALIUs IPOCTOrO
DHCPv4-cepBepa. Hactpoiika
MapIIpyTHU3aTOpa B KAUECTBE
DHCPv4-knuenta. Hactpoiika
Mapuipytuzaropa kinacca SOHO. Iouck u
YCTpaHEHHE HEMOJaJ0K B paboTe
mapuipytuzaropa DHCPv4.

[TepconanbubIil KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.5.2 ITporokon DHCPv6.
ABTOMaTHYeCcKasi HACTpoiika ajgpeca 6e3
orcnexuBanus coctostHus (SLAAC).
[Tpunuun padotet SLAAC ¢ DHCPv6.
DHCPvV6 ¢ u 6e3 oTciexuBanus
coctosinus. [Ipoueccet DHCPv6.
Hactporika mapuipytusaropa B KaueCTBe
DHCPv6-cepsepa u DHCPv6-knuenra.
[Touck u ycTpaHneHue HenoiagokK B paboTe
DHCPv6.

[Tepconanbublii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.5.3 NU3yuenue nportokonos DHCP:
6a3oBas HacTpoiika DHCPv4 Ha
MapIlIpyTHU3aTOpPE; HACTPOIlKa cepBepa
DHCPv6. ITouck u ycTpaHeHUE HEMOJIAI0K
B pabote DHCPv6. HacTpoiika npoTokona
DHCP.

[TepconanbHbIl KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.6.1 [IpeoOpazoBaHue CETEBBIX aAPECOB
[Pv4. KonuenrtyanbHoe peoOpa3oBaHue
ceteBbIx aapecoB (NAT). Tepmunonorus u
npuHiumnbl padotel NAT. IIpoctpancTBo
yacTHbIX [Pv4-agpecoB. Cratnueckoe u
JUHAMUYECKOE TPE0Opa30BaHUE CETEBBIX
aapecoB (NAT). [IpeoOpazoBanue aapecoB
noptoB (PAT). CpaBuenue NAT u PAT.
[IpenmymectBa u Hegoctatkn NAT.
AHanu3 cTaTHYecKoro npeoOpa3oBaHus
NAT. [Ipuniun paboTel TMHAMHYECKOTO
NAT.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.6.2 Hactpoiika u npoBepka NAT, PAT.
[Tepeaapecanus noptoB. Hactpoitka NAT
u nipotokoJia [Pv6. [Touck u ycrpanenue
Hemnonagaok B padote NAT.

[lepconanbublii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.6.3 [IpeoOpazoBaHme CETEBBIX aPECOB:
n3yueHue npuHiuna padorsr NAT.
Hactpoiika nepeaapecaiuy nopTos.
[IpoBepka, MOUCK U yCTPAHEHUE
Hernonaaok koHurypanuii NAT.
Hacrtpoiika NAT-mmyna ¢ neperpy3koi u
PAT.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.1 BBeneHue B IPOMBIILICHHBIE CETH.

[Tepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.2 ®uznueckuii ypoBEHb
IIPOMBIIIJICHHBIX CETEH.

[lepconanbHblii KOMIIbIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.3 UnTtepdeticbl 1 MPpOTOKOJIBI IEpeiaun
JTAHHBIX B MIPOMBIIIUICHHBIX CETSIX.

[Tepconanbnblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.7.4 IIporpamMmMupyeMble TPOMBILLIICHHbBIE
KOHTPOJLIEPHI.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.5 UnTtepdelicbl conpsiKeHus ¢
JATYUKAMU U UCTIOTHUTEIbHBIMU
ycrpoiictBamu. [IpeoOGpazoBarenu
uHTepdeicos.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome
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1.7.6 Untepdericbl conpsiKkeHus ¢
JATYUKAMU U UCTIOTHUTEIbHBIMU
ycrpoiictBamu. [IpeoOGpazoBarenu
uHTepdeicos.

[lepconanbhblii KOMITbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.7.7 N3yuenue untepdetica 1-Wire u
IpUHITMTIIOB mocTpoeHwus cetn 1 WireNet.

IlepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.1 3yyeHue npuHUKUIIOB OCTPOCHUS
MIPOBOJIHBIX MTPOMBIILJICHHBIX CETEH Ha
0aze o0opynoBanus pupmel MOXA.

[TepconanbHbIit KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.8.2 N3ydyeHue npuHLIMUIIOB MOCTPOCHUS
OeCcTpOBOIHBIX MPOMBIIIJICHHBIX CETEH Ha
6aze obopynoBanus pupmel MOXA.

[TepconanbhbIil KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC

1.8.3 Y nanenHoe agMUHUCTPUPOBAHUE
IIPOMBIILJICHHBIX CETEH.

[lepconanbHblii KOMIIbIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.4 IIpoekTupoBaHHE MHOTOYPOBHEBBIX
MPOMBIIIICHHBIX CETEH.

[lepconanbhblii KOMITBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.5 Pa3paboTka nepapxuyeckou
POMBIIUICHHOHN CETH I yIPaBICHUS U
KOHTPOJIA 32 COCTOSIHUEM OOBEKTOB.

[lepconanbHblil KOMIIBIOTEDP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Google Chrome

1.8.6 Pa3paboTka uepapxuueckoi
MIPOMBIIIUIEHHON CETH JJI YIIPABJICHUS U
KOHTPOJISl 32 COCTOSTHUEM OOBEKTOB.

[TepconansHbIlt KOMIBIOTEP, Microsoft
Windows 10, Adobe Acrobat Reader DC,
Microsoft Office 2010, Google Chrome

3.2. Mu¢popmanuoHHoe odecreyeHne peau3auu NporpaMmmbl
[lepeueHb peKOMEHIyEMBIX YU€OHBIX, Y4€OHO-METOINYECKHUX NIEYaTHBIX W/UIIH
AJIIEKTPOHHBIX M3AaHUIl, HOPMATUBHBIX U HOPMATUBHO-TEXHUYECKUX JOKYMEHTOB

Ne |bu0auorpapuyeckoe onucanue

Tun (ocHOBHOM
HCTOYHUK,
JAOIOJTHUTEIbHbIH
HCTOYHUK,
3JIEKTPOHHBIU

pecypc)
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4. KOHTPOJIb N1 OIIEHKA PE3YJIBTATOB OCBOEHUA IUCIHUIIJINHbI
KonTposib 1 o11eHKa pe3ysibTaTOB OCBOEHUS AUCHUILUIMHBI TPOBOJUTCS HA OCHOBE
3a/IaHUM U KPUTEPUEB X OLICHUBAHUSI, MPEJICTABICHHBIX B (JOHAaX OLIEHOYHBIX CPEJICTB
no auctuiuimae OI1.11 KoMIblOTEpHBIE ¥ IPOMBIIUIEHHBIE CETH. DOHBI OLIEHOYHBIX
CPEACTB COAEPKAT KOHTPOJIBbHO-OLIEHOYHBIE CPEACTBA ISl TPOBENCHUS TEKYILETO
KOHTPOJISI YCIIEBAEMOCTH, IPOMEKYTOUYHOM aTTECTALINH.

4.1. Texkyuuii KOHTPOJIb YCIIEBAE€MOCTH

TeKylmui KOHTPOJIb YCIIEBAEMOCTH OCYILIECTBIIAECTCS MMPENOAABATEIIEM B IIPOLIECCE
MIPOBEICHUS TEOPETUUECKUX 3aHATUN, TPAKTUUECKUX 3aHATUIM, 1a00paTOPHBIX padoT,

KypPCOBOI'O MMPOEKTUPOBAHUSI.

Pe3yabTaThl 00y4yeHus1 (0CBOEHHbIE
YMEHHUS, YCBOCHHbIE 3HAHUA)

HNHaexc TeMbl 3aHATHSA

Texkymmnii kKoHTpoJb Ne 1 (45 MuHyT).

MeTtoabl u ¢popmbl: [IpakTuaeckas padora (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumenennem UKT

1.1 cereBble apXUTEKTYpHI: THUIIHI,
TOIIOJIOTMH, METOJIbI IOCTyIAa K CPEJe
nepesadn

1.1.1

1.2 anmapaTHble KOMIIOHEHTBI
KOMITBIOTEPHBIX CEeTeH

1.1.1

1.6 mMpOTOKOJIBI: OCHOBHBIE MMOHSATHS,
MPUHLIUTIBI B3aUMOICHCTBUS, PA3IUYHS U
O0COOEHHOCTH PacIpOCTPAHEHHBIX
IIPOTOKOJIOB, YCTAHOBKA IMPOTOKOJIOB B
OIEpaIMOHHBIX CUCTEMaX; MPUHIUIIBI
paboThI MPOTOKOJIOB pa3HbIX YpOBHEH (Ha

IMpUMCPC KOHKPETHOI'O CTCKA IIPOTOKOJIOB:

TCP/IP, IPX/SPXwu T.1.)

1.1.3

2.1 YcranaBnuBaTh U HACTPauBaATh
napaMeTpsl, ycraHaBiausars [P-aapeca B
CeTsIX

1.1.2,1.1.3

2.2 mpoBepATH NMPABUILHOCTH NIEpEIavn
JTAHHBIX

1.1.2

Texkymmnii KOHTPOJIb Ne 2 (45 MUHYT).

Metoasl u ¢popmbl: [Ipakrrueckas padbora (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumernennem UKT

1.3 npuHIMIIBI TAKETHOM NIepe1aun
JTAHHBIX

1.1.2
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1.4 moHsATHE CETEBOM MOJCIIN; CETEBasI 1.1.3

moaenb OSI; npyrue ceTeBbie MOJIEIH

1.5 3agaun 1 PyHKIUU IO YPOBHIM 1.1.3

mozenu OSI

2.3 oOHapyxuBaTh U ycTpansats omubku  (1.1.2, 1.1.3, 1.1.7
IpU nepeaade TaHHbIX

2.4 00)xuMaTh CETEBOM KaOeIb 1.14,1.1.5

Texkymmii KOHTPOJIb Ne 3 (45 MUHYT).

Metoasbl u ¢popmbl: [IpakTrueckas padota (Ompoc)
Bup xontTpoasi: [Ipaktuueckas padota ¢ npumeneanem MKT

1.7 ciocoObl MPOBEPKU MPABUIBHOCTH
nepenayn JaHHBIX

1.1.2,1.1.6,1.1.9, 1.1.10, 1.1.11

1.8 ciocoOb1 0OHApPYKEHUS U YCTPAaHEHUS
OITMOOK TPH Mepeaayue TaHHbIX

1.1.6, 1.1.8, 1.1.11

2.4 00XMMAaTh CETEBOM KAOEIb

2.7 npoBOAUTH HACTPOHUKY KOMMYyTaTOpa

1.1.15

2.8 opopmisaTh kabenbHbIe )KypHaATBEI CKC

1.1.12

Texkymnii KOHTPOJIb Ne 4 (45 MUHYT).

MeTtoabl u ¢popmbl: [IpakTuaeckas padota (Ompoc)
Bua koutpoas: [Ipaktuueckas pabora ¢ npumenennem UKT

1.9 mapuipyTuszanusi nakeToB; QuibTpanus
NAKETOB; MOHATUSA MapUIPYyTU3ATOPA,
CETEBOI0 1IUII03a, OpaHaMay3pa U T.1.

1.1.6,1.1.7,1.1.8, 1.1.12, 1.1.14, 1.1.18,
1.2.2,1.3.1

1.10 crocoOb1 opraHU3alul MEKCETEBOTO
B3aUMOJCHUCTBUSA

1.1.7, 1.1.12, 1.1.14, 1.1.18, 1.2.2

1.11 npuHUMITBI TOCTPOECHUS 1.1.12
CTPYKTYpPUPOBAHHOU KaOEIbHON CUCTEMBI

(CKO)

2.5 ycTaHaBIMBaTh B3aUMOJIEHCTBUE C 1.1.13, 1.1.14
MPUKJIaIHBIMU IIPOTOKOIaMU

2.9 paccuuThIBaTh ceTH 1pv4, ipv6 1.1.12

Texkymmii KOHTPOJIb Ne 5 (45 MuUHYT).

Metoasbl u ¢popmbl: [Ipaktrueckas padota (Ompoc)
Bua xonTpoasi: [Ipaktudeckas padora ¢ ucnoias3opanuem KT

1.7 ciocoObl MPOBEPKU MPABUIBHOCTH
nepenayn JaHHBIX

1.1.16,1.1.17,1.2.1,1.3.1, 1.3.2, 1.3.3,
1.35,14.1,142,143,1.5.1,1.5.2,1.5.3,
1.6.1,1.6.3
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1.10 crioco6s! opranuzanuu Mexcereroro |(1.3.4,1.4.1
B3aMMOJICUCTBUS

1.12 Ha3HaueHHE METOI0JIOTUH 1.1.15,1.4.3
oeckiaccoBoii anpecanuu ceteit (CIDR)

2.6 OpraHu30BbIBATh MPEAOCTABICHUE 1.1.14,1.5.3,1.6.2, 1.6.3
CETEBBIX YCIIYT M0JIb30BATEIbCKUMHU
nporpaMMamu

Texkymmii KOHTPOJIb Ne 6 (45 MUHYT).
Metoasl u ¢popmbl: [Ipakrrueckas padbota (Ompoc)
Bua koutpoas: [Ipaktudeckas pabora ¢ ucnons3opanuem UKT

1.13 npuHIUIIEI PaOOTHl AKTUBHOTO U 1.1.15,1.8.1,1.8.2,1.8.3,1.84
MaCCUBHOTO CETEBOT0 000PYyA0BaHUS

1.14 npuHIUIIBI TOCTPOEHUS CETEBOU 1.8.1,1.8.2,1.8.3,1.8.4
UHPPACTPYKTYPHI IPEITPHUITHS

2.10 ucnonn3oBaTh coBpeMeHHbIe cpeacTnall.8.3, 1.8.4
JUTSl IOCTPOCHMSI CETEBOM MHPPACTPYKTYPbI
peAIPUATUS

2.11 ucnonp3oBaTh NPOrpaMMHbBIE 1.8.3,1.8.4
CpeIICTBa ISt MOHUTOPUHTA
KOMIIBIOTEPHBIX CETEN

4.2. IIpoMexxkyTouHas aTTecTanus

Ne cemecTpa Bua npome:xxyTo4yHo# aTrecTanuu
5 DK3ameH

JK3aMeH MOKeT ObITh BHICTABJIEH ABTOMATHYECKH 110 Pe3yJIbTATAM TeKYIIUX
KOHTPOJIeH

Texymuit KoHTposb Nel

Texymnit KOHTpOJIb Ne2

Tekymunii KOHTPOJb Ne3

Texymnit KOHTPOJb Ned

Texkymmii KOHTpOJb Ne5

Tekymnii KOHTPOJb Neb

Metoasbl u popmbi: IIpakTrueckas padora (Omnpoc)
OmnucarenbHast yacthb: 10 BEIOOPY BBINOMHUTH | TeopeTnyeckoe 3a1anue u |
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ITPAKTUYCCKOC 3aJaHUC

Pe3yabTaThl 00y4yeHus (0CBOEHHbIE
YMEHUs1, YCBOEHHbIE 3HAHMS)

HNHaexc TeMbl 3aHATHSA

1.1 cereBble apXUTEKTYpHI: THUIIHI,
TOIIOJIOTMH, METOJIbI IOCTyIIA K CPEJE
nepesadu

1.1.1,1.1.4,1.1.5,1.7.1, 1.7.2, 1.7.3

1.2 annmapaTHble KOMIIOHEHTHI
KOMITBIOTEPHBIX CeTel

1.1.1,1.14,1.1.5,1.7.1, 1.7.2

1.3 npuHUKUIIBI TAKETHOM MEpeIadn
JTAHHBIX

1.1.2,1.2.1

1.4 oHsATHE CETEBOM MOJEIIN; CETEBas
mozens OSI; npyrue ceTeBbie MOACIH

1.1.3,1.1.13, 1.7.3, 1.7.4

1.5 3apaun 1 PyHKIMU IO YPOBHIM
monenu OSI

1.1.3,1.1.13

1.6 MPOTOKOJIBI: OCHOBHBIE MOHSTHS,
NPUHIUIBI B3aUMOJICHCTBUS, pa3IHyus U
0COOEHHOCTH PacCIpPOCTPAHEHHBIX
HPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B
OTIEPAIMOHHBIX CHCTEMaX; MPUHITUIIBI
paboTHI IPOTOKOJIOB Pa3HbIX ypOBHEH (Ha
IpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPXwu T.1.)

1.1.3,1.1.6,1.1.9,1.1.10, 1.1.11, 1.3.5,
1.5.1,1.52,153,1.6.1,1.6.2,1.6.3

1.7 ciocoObI MPOBEPKHU PABUIHLHOCTH
nepeaavn JaHHbIX

1.1.2,1.1.6,1.1.9,1.1.10, 1.1.11, 1.1.16,
1.1.17,1.2.1, 1.3.1, 1.3.2, 1.3.3, 1.3.5,
14.1,14.2,143,15.1,1.5.2,1.5.3, 1.6.1,
1.6.3,1.7.5,1.7.6, 1.7.7

1.8 ciocoOb1 0OHApPYKEHUS U YCTPAaHEHUS
OIIMOOK TIPH Tepeave TaHHbIX

1.1.6,1.1.8,1.1.11, 1.2.1, 1.2.2, 1.3.1,
1.34,142,143,15.1,1.5.2,1.6.1,1.7.5,
1.7.6

1.9 mapuipyTtuszanusi nakeTos; puibTpanus
NAKETOB; MOHATUSA MapUIPyTU3ATOPA,
CETEBOr0 1033, OpaHaIMay3pa U T.1.

1.1.6,1.1.7,1.1.8, 1.1.12, 1.1.14, 1.1.18,
1.2.2,1.3.1,1.3.2,1.3.3,1.34,14.1

1.10 crocoObl opraHU3alul MEKCETEBOTO
B3aMMOJICUCTBUS

1.1.7, 1.1.12, 1.1.14, 1.1.18, 1.2.2, 1.3 .4,
1.4.1, 1.7.7

1.11 npuHUMIIBI TOCTPOCHUS
CTPYKTYpUPOBAHHOM KaOETbHON CUCTEMBI

(CKC)

1.1.12
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1.12 Ha3zHaUYeHHE METOI0JIOTUH 1.1.15,1.4.3,1.7.7
oecknaccoBoii agpecaruu cereit (CIDR)

1.13 mpuHIUIIBEl paOOTHl AKTUBHOTO U 1.1.15,1.8.1,1.8.2,1.8.3,1.8.4,1.8.5, 1.8.6
MaCCUBHOTO CETEBOr0 000pYyA0BaHUs

1.14 npuUHIUIIBI TOCTPOCHUS CETEBOM 1.8.1,1.8.2,1.8.3,1.84,1.8.5,1.8.6
UHPPACTPYKTYPHI IPEATPUATHUS

2.1 YcraHaBnuBaTh U HACTpanuBaTh 1.1.2,1.1.3,1.1.4,1.1.5,1.1.9,1.1.10
rapameTpsl, ycraHaBinuBarh [P-anpeca B

CeTAX

2.2 IpoBEPSATHh NPABUWIBHOCTD MEpeaadn 1.1.2,1.14,1.1.5,1.1.7,1.1.13, 1.1.18,

JTAHHBIX 1.2.2,1.7.4

2.3 obHapyxuBaTh U ycTpansath ommoku  |1.1.2,1.1.3,1.1.7,1.1.9, 1.1.10, 1.1.13,

IIpU Nepeaadye JaHHbIX 1.1.15,1.1.16,1.1.17, 1.1.18, 1.2.2, 1.5.3,
1.7.4

2.4 00)kuMaTh CETEBOM Ka0eJIb 1.14,1.1.5

2.5 yCcTaHaBJIMBATh B3aUMOJICCTBUE C 1.1.13,1.1.14,1.3.2,1.3.3,1.5.3,1.6.2,

IIPUKJIATHBIMH IIPOTOKOJIaMU 1.6.3,1.7.4

2.6 OpraHu30BbIBAThH MPEAOCTABICHUE 1.1.14,1.5.3,1.6.2,1.6.3,1.7.5,1.7.6, 1.7.7

CETEBBIX YCIIYT MOJIb30BATEIbCKUMHU

nporpaMMamu

2.7 mpoBoauTh HacTpouky kommyratopa |1.1.15,1.1.16,1.1.17, 1.6.3

2.8 opopmisTh kabenbHbIe )xypHabl CKC [1.1.12

2.9 paccuuTbIBaTh ceTH 1pv4, ipv6 1.1.12

2.10 ucnonw3oBaTh coBpeMeHHbIe cpeacTall.8.3, 1.8.4, 1.8.5, 1.8.6
JUISL TIOCTPOCHMS CETeBOM MHPPACTPYKTYPHI
IPEANPUSTHS

2.11 nucnonb30BaTh NPOrPaMMHBIE 1.8.3,1.8.4,1.8.5,1.8.6
CpeACTBa JIsi MOHUTOPUHTA
KOMIIBIOTEPHBIX CETEN

4.3. Kputepuu 1 HOPMbI OLIEHKHU Pe3yJIbTATOB OCBOCHUS IUCHMILIMHBI
Jns Kaxxaou JUIaKTUYEeCKOW €AWHHUIIBI MPEICTABICHBI MOKA3aTeNIM OLCHUBAHUS Ha
«3», «4y, «5» B dbonae OILICHOYHBIX CpPENCTB () JUCITUTIIINHE.
OueHka «2» CTaBUTCSl B Ciydae, €CiM OOYyYaroIIHMIICs MOJHOCTHIO HE BBIMOJHUII
3aJJaHUE, WU BBINOJHEHHOE 3aJlaHUE HE COOTBETCTBYET MOKA3aTEIISIM HAa OLEHKY «3».
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