KoHTpo/1bHO-01IeHOYHBbIE CPeACTBA I POBEIeHNUs TEKYIero
KOHTPOJISt
no YII.9 Y4yeOHoM npakTUKH
(3 kypc, 6 cemectTp 2023-2024 yu. r.)

Texkywmmit konTpoab Nel
®opma kouTpoJs: [Ipaktuueckas padora (MHpopManmoHHO-aHATUTHYECKUN)
OnucarenbHast yacth: [IpakTuueckas padora ¢ ucnonaszoBanuem KT

ajaHne Jfﬂ
pamKax JOJDKHO OBITH pa3paborano Web-mipritoskeHue « Y crieBaeMOCTh CTYICHTOBY, COCTOSIICE U3

nByx Web-crpanui. Ha nepsoii ctpanune «Defaulty monb3oBatens gomkeH BEIOUPATh (aKyIbTeT,

a
ﬁ"IeIII/IaJIBHOC%L n CT%/I[GH'-ICCK I0oT HH&l N3 COOTBCTCTBYIOIINX 1E)ElCI( bIBAIOIIMXCA CHI/ICKOBS ucC.
€pcaavda BEIOpAaHHBIX IMOJIB30BATCICM IMMapaMETPOB Ha CCPBEP BLIITOJIHACTCA HAXKATHUEM Ha CCBLIKY

«IIpocmoTp». B pesynbpTare BeINONHACTCS NEPEX0] HAa cTpaHuily «Browsey, rie orodpaxaercs
nHpopmalysg 00 ycreBaeMOCTH BRIOPaHHOM CTYAEHUECKOM TPYIIIbI (pHC. 0).
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Ouenka |[loka3zarenu oueHku
3 Pa3pa60TaHa OaHa CpaHI/ILla JJIs1 Web—HpI/IJIO)KeHI/ISI«YCHeBaeMOCTL CTyHeHTOB»; Hepe,ua‘{a

BBIOpPAHHBIX TIOJIH30BATEJIEM ITAPAMETPOB HA CEPBEP MPOUCXOIUT HE KOPPEKTHO

4 Pazpabotansl 00e cpanuibl 1t Web-npuioskeHusi« Y cieBaeéMoCTh CTYIEHTOBY; Iepeiaya
BBIOpAHHBIX M0JIb30BATENIEM IAPAMETPOB HA CEPBEP MPOUCXOAUT HE KOPPEKTHO

5 Pazpabotanbl 00e cpanuibl st Web-npuioskeHusi« Y cieBaéMoCTh CTYIEHTOBY; Iepeiauya
BBIOpAHHBIX MOJIb30BATENIEM IAPAMETPOB HA CEPBEP MPOUCXOAUT KOPPEKTHO

éanaﬂne Ne2
OCTaBHThH IU1aH pa3padoTku MC ¢ mpuMeHeHueM KacKaTHOTO MOIX01a:

1. CoctaBuTh 3CKU3HBIN 1aH pa3zpadboTku MC Ha 0CHOBE KacKaJIHOW MOJACIIH KU3HEHHOTO IHKJIA.

2. 1ns sTana « AHanu3 TpeOOBaHUN» COCTaBUTh TOKyMEHT « TexHuueckoe 3aJJaHue» ¢ NoApOOHBIM
onucaHueM QyHKIHOHATIbHBIX TpeboBanuii k C.

3. s stana «lIpoextupoBanue» cOCTaBUTh NTOKYMEHT « TEXHUYECKUI MPOEKT» € ONMMCAHUEM
MIPOEKTHBIX PEIICHUH (ApXUTEKTYypa CUCTEMBI, JIOTHUECKasi CTPYKTypa 0a3bl JTaHHBIX, PELIEHUS 110
peanu3aluy Mojb30BaTeabCKoro HHTepdeiica u T.1.).

4, I[J'Iﬂ oTala ((TCCTI/IpOBaHI/Ie» COCTaBUTb NOKYMCHT «Ilnan TCCTUPOBAHUA» C OIMMCAHUCM MCTOANKU
TCCTUPOBAHHNA U KOHTPOJIbHBLIX TCCTOB

Onenka |Ilokaszarenu oneHKH

3 IInan pa3pa6OTKI/I HC cocraBneH ¢ MPUMCHCHUCM TOJIBKO HCKOTOPBIX 3TAIIOB, Tpe6yeMa$1
JOKYMCHTaAlMA COCTaBJICHA B COOTBECTCTBUU 3aJTaHUCM YaCTUYHO

4 IInan pa3pa60TKI/1 HC cocraBneH ¢ MPUMCHCHUCM BCCX ITAIIOB, Tpe6yeMa;1 JAOKYMCHTal A
COoCTaBJICHA B COOTBCTCTBUU 3aJaHUECM YaCTUYHO
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[Tnan pazpabotku C cocTaBieH ¢ NPUMEHEHUEM BCEX ITAIoB, Bcs Tpedyemas
JIOKYMEHTAIUsl COCTaBJI€Ha B COOTBETCTBUHU 33aJaHUEM

1. Cozgafite crpammny emailphp. TobdaerTe HazpamHe CIpaHHIEI &H
MOACHHTEIBHEIH TecT, $opMy ¢ JBVME TEKCTOBRIMH OOTAMH: 1ema
coodmenns ¥ TexcT coodmemms. mmomxy OTmpaBHTh. a Tamwue
THIIEPCCRUIKY 4714 BOSEpaTa Ha TTIAEHVIO CTPaHHIY caiTa.

2. CaMOCTOSTEIRHO peaTHIVEATS OOPadOTEKY JaHHEIX (OpPMEI ¢ MOMOINBID
dvexmer mail(). «[loayauTe» oTnpaEIcHEHOS COOOMISHHE EE MOKSTE IO
mokaTeHOMY agpecy: C:\WebServers'tmp'!sendmail

. HPDEEPLTE EOpPpPCETHEOCTE pﬂGGTI:\I: co3gaHTe THOCPCCELIEKH C ITABHOH

CTpaHHIEl cafiTa Ha cTpaHEny emailphp ® co cTpamEmmr email php =Ha
cTpasmmy blog php.

4. CaMocCTOATENIRHO PEeaTHIVITE NPOBEPEKY 3aMOIHCHHA BCeX moaeld GopMEl A14
TOTO, 9TO0HE HCKTIOTHTE OTIPABKY «IIVCTOTO» IMHCEMA.

Oruenka

Tloka3zarenu oLleHKH

3aanue CoAepKUT rpyobie OmnOKU

3aanue COAEPKUT HE3HAUUTEIIbHBIC OIIMOKHT

3a,I[aHI/Ie BBINNOJTHEHO ITOJIHOCTBIO

ﬁana}me Neq
pOI/I3BeCTI/I TCCTHpOBaHI/IC HpOI/I3BOI[I/ITeHLHOCTI/I CBOCTO Web HpI/IJIO)KCHI/ISIZ

1. CkopocCTbh COeTMHEHUS

2. Harpysky

3. CTpeccoByI0 Harpy3Ky

Ouenka |Ilokaszarenu oueHku

3 TectupoBaHue MPOBEAECHHO MO HEKOTOPHIM MapaMeTpam, OOLIHH OTYET O
MPOU3BOJUTENEHOCTH COOCTBEHHOTO MPUIIOKEHHS HE C(HOPMUPOBAH

4 TecTupoBaHue MPOBEICHHO 110 BCEM IMapaMeTpaM, YaCTUIHO C(HOPMUPOBAH OOIIUU OTUET O
MPOU3BOJUTENEHOCTH COOCTBEHHOTO MPUIIOKEHHS

5 TecTupoBaHue MPOBEICHHO 11O BCEM IMapameTpam, CHOPMUPOBAH OOIITUH OTIET O

IMPOU3BOJAUTCILHOCTHU COOCTBEHHOTO IMPHIIOKCHUA

ue Ne5
P%aspa OTaTB BeO MPUIIOKEHHE 0 33aJaHHON TeMe, COTIIACHO BCEM YCTAaHOBIIEHHBIM MapamMeTpam
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vovullavl \.«11/1, SEO'UIIIYILVIYIJGLLYIYI.

Onenka |Ilokaszarenu oneHKH

3 Beb npunosxenue pa3paboTaHHO 10 HEKOTOPHIM mapameTpam, SEOQ-ontumuzaius He
MIPOU3BEJICHA

4 Beb npunosxenue pa3paboTanHo 1Mo BceM mapameTrpaM, SEOQ-onTumu3aius nponu3BeeHa B He
OJIHOM 00BEME

5 Be6 npunosxenue pa3paboTanHo 1o BceM mapameTrpaMm, SEO-ontumu3aius npousBeieHa B
OJIHOM 00BEME

Texkymuii KOHTPOJIb Ne2
®opma kouTpoJsi: [Ipaktuueckas padora (MabopManmoHHO-aHATUTHIECKHN )
OnucaresabHas yacTh: [Ipaktuueckas padora ¢ ucnonb3oBanuem UKT

ajaHue NgE . o
poBeautTe SEOQ-onTUMHU3annio 1 TEXHUYECKYIO ONITUMH3AIMIO caiiTa TexHuKyMa. [Ipoananusupyiite
LIUDVAUVHIYURYIU (ba1\1uym YIUUJIU/J,-)’CLVIUI U ba;ua.
Onenka |Iloxa3arenu oneHKH
3 1SEO u TexHu4eckasi ONTUMHU3ALINA MTPOBE/ICHA B HE MOJIHOM 00XeMe, aHAIIU3 MOBEICHUECKUX
(hakTOpOB COCTaBIICH C HE3HAYNTEIIPHBIMU OITMOKaMH, MEHbIIIAas 9acTh (PaKTOPOB
HCCJIEIOBaHHA
4 SEO u TexHuueckasi ONTUMHU3ALINS POBEICHA B TTIOJIHOM 00XeMe, aHaJIN3 MOBEIEHYECKUX
(hakTOpOB COCTaBIIEH C HE3HAUUTENBHBIMU OLITHOKaMH, OONBITMHCTBO (PaKTOPOB
HUCCIIEIOBAHHEI
5 SEO u TexHuueckas ONTUMH3AIIMS MPOBEACHA B TIOJTHOM 00XeMe, aHalIu3 MOBEACHYECKUX
(haKTOpOB COCTaBIIEH KOPPEKTHO, OOJIBITMHCTBO (haKTOPOB MCCIIECAOBAHHBI

Ne2

Eaﬂg”gpl!l%BHTb APACHE u HacTpOWKHUTb CepBEP

2. YcTaHOBUTH NENIiX U HACTPONKUTH CEpBEP

3. Hactpouts MySQI cepsep

Onenka |Iloxa3zarenu oneHKH
3 3amaHue coAepKUT IpyOble OIMOKU
4 3aanre COAEPKUT He3HAUUTEIIbHBIE OIIMOKHI
5 3aJaHue BBIIOIHEHO MMOJIHOCTEHIO
ﬁana}me Ne3 .
POBEPUTH C TOMOIIBIO cepBuca validator.w3.0rg Ha BaIMTHOCTD CIIEIYIONIYIO YCTh KOJIA TI0
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CJICAYIOUIMM MapaMeTpam:

Baauganus cMHTaKCcHCa

¢ [IpoBepka BJIOKEHHOCTH TITOB
Baaupamusa DTD

¢ [IpoBepka Ha MOCTOPOHHME 3JIEMEHThI

<hitml>
<hgad>
ﬁliflvkx:mnnmvaiftir]v}
<y head>

<body>
<style>
body [ background: url (background.jpgl: |
<Sestyla>
<font color="blus™>
<hl align="center™> Beceo xounbioTepe </ hl>
< Fonkt>

ChHE>

cfant size="4pt™>
cp align="left"> Harosm calite mil CMOEETE NOIVINTE <13 PATTHIHYID HIOPMALIHI
</ 1% 0 KOMOBOTEPE, EM0 APOrPAMMHAOM ODSCIESEHHA H EHAX HE KOMNLRETEPHEE
KOMILIEKTY e </ p
<p align="right"™> TepMHHOAMHYECKHA CAOBADL NOIHAKOMHT BaC ¢ <b>
KOMITEOTEDHBMA TEPMHHAMHE </ B>, @ TAKHKE BR CMORETE TAMIHHTL ANKETY. </ p>
</ font>
€img Src=computer.png width="400" height="300% title="KoMnsoTep"
align=right>
<p align="lefc">
<font face="monotype corsiva">
<font size=4>
[<a href="software.html®> [lporpasmiu </a>] E&nbsp
[<a href="glossary. html®> Chosaps </Sa>] énbsp
[«a href="hardware.html™> KosmMnnesTyidiue </a>]&nbsp
[“a href=Fanketa.html®> Aukera </a>]
& o
<br>
Caddress>
<a href="mallto:agpec BAESN INEKTPOHHON NOUTH >2-mall: agpec
Bamell SNeRTpoHHON nowrs < ab
< S addresg
</font>
</font>
</body>
</ himl>

Ouenka |Iloka3arenu oLleHKH

3 BamunHocTh K012 IpOBEpeHa HE TI0 BCEM NapamMeTpaMm, HaiiJieHa HauMEHbIIIasi 4acTh OIMIMO0K
KoJia

4 BanmunHocTs K012 IpOBEpEHa 1Mo BCEM MapameTpam, HaiieHa 00JIbIiasi 4acTh OMMOOK KoJ1a

5 BanmuaHocTs K0/1a TpoBepeHa 1Mo BCEM MapaMeTpaM, BCE OLTUOKYU KOJ1a HailIeHbI
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aganue No
POM3BECTH (PYHKIIMOHATHHOE TECTUPOBAHUE CBOETO Web IPHIIOKEHUS:
1. IIpoBepka hopm

2. TectupoBanue 6a3bl JAHHHBIX

3. TectupoBanue daiisos cookie

Onenka |Ilokaszarenu oneHKH

3 TCCTI/IpOBaHI/IC MMPOBCACHHO IO HCKOTOPBIM IIapaMECTpaM, B IIPOCBCPCHHBIX (bopMax HalICHBI
HO HC UCITPABJICHHBI OIIUOKM.

4 TectupoBaHue IPOBEAECHHO MO BCEM MapaMeTpaM, B IPOEBEPEHHBIX (OpMax HaWEHbI HO HE
WCIIPABJIEHHBI OIIUOKH.

5 TectupoBaHue NPOBEAEHHO MO BCEM MapaMeTpaM, B IPOEBEPEHHBIX (POpMax HaWIECHbI U
WCIIPABJIEHHBI OIIUOKH.

1’3 anue N
OBepI/ITI) MIPUIIOKEHHE Ha y3sBUMOCTh k atake CSRF, ornpasnsrommii qanHble THITa multipart/form-

data.

2. IlpoBepuTh MpHIIOKEHUE HA Y3IBUMOCTD K aTake XSS, HanucaTh Ha si3bIke JavaScript SKCIUIOuT,
m3Bnekaomuit CSRF-Token.

3. U36asurcs ot ys3sumocteid CSRF, XSS

OI_ICHKa Ilokazarenu oLiIeHKH

3 [IpunoxxeHne npoBEpeHHO Ha Y3sIBUMOCTb K aTakaM, padoTa Mo yCTPaHEHUIO ysI3BUMOCTEH
CSRF, XSS npoBeneHa B He MOJIHOM 00bEME, €CTh HE3HAUUTENIbHBIE OIPEIIHOCTH

4 [IpunoxxeHne npoBEpeHHO Ha Y3sIBUMOCTb K aTakaM, paboTa Mo yCTPaHEHUIO ysI3BUMOCTEH
CSRF, XSS npoBenena B moiHOM 00beMe

5 [IpunoxxeHne npoBEpeHHO Ha Y3sIBUMOCTb K aTakaM, paboTa Mo yCTPaHEHUIO ysI3BUMOCTEH
CSRF, XSS nposeneHna B He MOJIHOM 00beMe, €CTh IpyOble OLIHOKH

Texkymmii KOHTPOJIb Ne3
®opma kouTtpos: [Ipaktuyeckas padora (MHpopMamoHHO-aHATUTHYECKHIA)
OnucareabHast yacth: [Ipaktuueckas padora ¢ ucnonaszoanuem KT

Fzﬂanne Nel
. IToaK:II04nTh CCTEMY MOHUTOPUHTA BeO-TIpuiIokeHus Xfce

2. HactpouTh cucteMy MOHUTOpHHIa BeO npuitoskeHus Xfce

3. CocTaBUTb OTUET O CTATUCTUKE BEO MPUITOKCHUS

Orenka |Iloka3zarenu oLieHKH
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3 Cucrema MOHHUTOPHHTIA MOAKIHOYCHA U HACTPOCHHA C OIJ_II/I6K8.MI/I, OTYECT O CTAaTUCTUKEC
Ipeao0CTaBJICH B HE ITOJITHOM o0BeMe

4 Cucrema MOHUTOPHHTA MOAKIIFOYCHA U HACTPOCHHA BEPHO, OTUCT O CTATUCTUKC
Ipeao0CTaBJICH B HE ITOJITHOM o0BeMe

5 Cucrema MOHUTOPHHTA MOAKIIFOYCHA U HACTPOCHHA BEPHO, OTUCT O CTATUCTUKC
IpeaoCTaBJICH B IIOJIHOM o0BeMe

ananue No2 . "
OCTaBJIATh OTYET IO OCHOBHBIM ITOKA3aTesIM (PEHTHUHT, UCTOYHUKHU U TTOBEJICHUE TI0JIb30BATENICH,

19

I\UHDCPUYII .\ VDBUULUI U BUU'IIPYIJIUKUHYI)I, paopauu1annu1 U b AUV y‘iUUHUYl lll_)al\Ll/ll\l/l
OreHka OKa3areiii OlEHKH!

3 OT4eT cOCTaBICH N0 HAUMEHBIICH YacTH HOKa3aT€JICf/'I, BeO IIPUIIOKCHUC
IpOoaHaJIu3uPOBAHHO HE ITOJIHOCTBIO

4 Ortuer cocTaBicH 1O OOJIBIIECH YacTH HOK&38.TCJ'I€I>1, BeO IMPUIIOKCHUC MMTPOAHAIIU3UPOBAHHO HC
TIOJITHOCTBIO
5 OT4eT COCTaBJICH IO BCEM IIOKa3aTcCiisiM, BeO IMPUITOKCHUC MMOJIHOCTHIO IMTPOAHATIU3UPOBAHHO.

ISﬁHaHne Ne3
OAKJIIFOUHUTH CepBI/IC MOHI/ITOpI/IHI‘a CaI/ITOB

2. HacTpouTs cepBuUC MOHUTOPHUHIA CAUTOB

3. OcymiecTBUTh cO0pa CTATUCTHKU MCTIONB30BaHMs Beb-mpunokenus

OI_ICHKa Ilokazarenu oLiIeHKH

3 Brimmoaraeno 1 u3 3 3agannu
4 Brimonneno 2 u3 3 3amaHun
5 Brimmoanaeno 3 u3 3 3agannu

Fzﬂaﬂne Neq
OHM3BECTH TECTUPOBAaHME CBOEro web npuioxxenus Ha XSS

2. [IpoussecTu TecTupoBanue cBoero web npusoxenus Ha Cross-Site Scripting

3. I[IpousBecTn TectupoBanue cBoero web mpunoxenus Ha SQL-uHBEKIUS

Onenka |Ilokaszarenu oneHKH

3 [Ipunoxenue NpoTeCTUPOBAHHO TOJIBKO Ha SQL-nHBEKIMIO, CHOPMHUPOBAH OOIIMK OTYET O
0€30I1aCHOCTH.
4 [Ipunoxenue nporectupoBaHHo Ha XSS, SQL-uHbeKIus ataku, copMUpPOBaH OOIIUU OTUET

10 0e30I1aCHOCTH.
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[Ipunoxxenue nporectupoBanHo Ha XSS, Cross-Site Scripting, SQL-uHbeKIus aTak,
chopMHUpPOBaH OOIIMH OTYET MO OE30MACHOCTH.

ﬁana}me

POBEIUTE MEPOTIPUSITHS IO MPOABIKEHHUIO pa3pabOoTaHHOTO BEO-NIPUIIOKEHUS B HH(DOPMAITMOHHO-

TeHeKOMMYHHKaHHOHHOﬁ CCTHU I/IHTepHeT.

HazoBure crmocoObl MMPOABUIKCHUA CaI\/'ITOB, KOTOPBIC BbI UCITOJIB3YCTEC JIA IPOABUKCHUSA COOCTBEHHOTO

HIPWJIOKEHHUS

Onenka |Iloka3arenu oueHkH

3 IMeponpusiTust 10 NPOJABUKEHHUIO pa3pab0TaHHOTO BEO-TPUIIOKEHUS IPOBEACHBI B HE
MIOJTHOM 00beMe, CIIOCOObI MPOJIBMXKEHUS CAUTOB HAa3BaHbl HE TPAMOTHO.

4 MeponpusTus o NpoABHKEHUIO Pa3pab0OTaHHOTO BEO-IIPHIIOKEHUS ITPOBEIEHBI B TOJIHOM
00beMe,HO CIOCOOBI POIBUKEHUS CAalTOB Ha3BaHbI HE TPAMOTHO.

5 MeponpusTus o NpoABHKEHHUIO Pa3pabOTaHHOTO BEO-IIPHIIOKEHUS ITPOBEIEHBI B TOJIHOM

O6’BCMC, CIIOCOOBI IMPOABUIKCHU A CalTOB Ha3BaHBI Ir'paMOTHO.

Texkymmuii KOHTpoOIb N4
®opma kouTtpos: [Ipaktuyeckas padora (MHpopMamoHHO-aHATUTHUECKHIA)

OnucareasHast yactb: [Ipaktuueckas padora ¢ ucnonaszoanuem KT

ﬁana}me Nel o
POM3BECTH TECTUPOBAHUE MOJBL30BATEIHCKOTO HHTEpdeiica web MpUIoKeHUs:

1. pazpaboTtath TecT-TpeOOBaHUN U TECT-IIAHOB JUIsI TPOBEPKH M0JIb30BATEIBLCKOTO HHTEpdeiica

2. IIPONU3BCCTH BbIITOJIHCHHUEC TCCTOBLIX IPUMEPOB U C60p I/IHCI)OpMaI_[I/II/I O BBIIIOJIHCHHUU TCCTOB

Onenka |Iloka3arenu oueHkH

3 Pa3paboTaH Tec-maH AT MPOBEPKH MOJI30BATENILCKOTO HHTEepdelica, MPOU3BEICHO
MHUHHMMaJIbHOE TECTUPOBAHUE NPUMEPOB U cOOp MHPOPMALIUU O BHIIIOJHEHUHU TecToB. JlaHHas
nH(popMalys He IPECTaBIECHHA B BUJE OTYETa

4 Pazpabotan Tec-1u1aH 11 IPOBEPKH M0JIb30BATENBLCKOr0 HHTEepdeiica, Mpou3Be1eHO
YaCTUYHOE TECTHPOBAaHUE MMPUMEPOB U cOOp MH(POPMAIIUH O BHIIOJHEHNUHU TeCTOB. J[aHHas
UH(pOpMaLuUs NpeACTaBICHHA B BUJIE OTYETa

5 Pazpabotan Tec-1uian 11l MPOBEPKH MOJIB30BATENLCKOTO HHTEpdeiica, TpOU3BeIeHO

TECTUPOBAaHUE MPUMEPOB U cOOp MH(OPMAINK O BHIOJIHEHUH TecTOB. JlaHHas HH(popMaIys
MIpe/ICTaBJICHHA B BUJIE OTYETA
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