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Bun sansatus

HammenoBanwue paznenos, tem, CPC

Koi-Bo

Jlomarraee 3aganmne

Pa3zoen 1. Cemegvie apxumexmypol

Tema 1.1. Tunwt cemeii

1-2 Teopus Tumns! cereil (JIokanbHasi, KOPIOpaTHUBHAS, 2
rinobaibHas, becpoBoIHAs).
Tema 1.2. Cemegvie mononozuu
3-4 TEOpHs Tomonoruu (I1luna, 38e31a, KONBLO, 2 IToBTOPUTE IPOIAEHBIBIN MaTEPUAIL.
KOMOMHHPOBAHHBIE). HapwucoBats Tomosoruto cety B
KOHKPETHOM TIPEIPUTHH
Tema 1.3. Ynpasnenue oocmynom K cpeoe nepeoaiu 0aGHHbIX
5-6 Teopus Mertonp! moctyma K GU3NIECKOH cpee 2
nepeaav TaHHBIX
Tema 1.4. Cmanoapmol nocmpoeHus 10KaaIbHbIX cemell
7-8 TeopHus CraHpapTHbIE apXUTEKTYPBI JTOKAIbHBIX 2 IToBTOPUTH NPONAECHHBINA MaTepUan
BBIUHMCIIUTENBHBIX CEeTEH
Paszoen 2. Annapamnvie KOMNOHEHMbl KOMUBLIOMEPHDBIX cemell
Tema 2.1. Cemesvie aoanmepul. /Ipaiieepvl cemegvlx adanmepos
9-10 | mpakTmueckoe |CereBble amantepsl. [IpaifBephl ceTeBBIX 2
3aHATHE aJanTepoB
Tema 2.2. Cemesvie kabenu
11-12 | mpaktrdeckoe | CeTeBoii KaOelb: THITBL, CTPOCHUE, 2 Hapucosate cTpykTypy Kabens
3aHATHE BO3MO>KHOCTH, CBOWCTBA.
13-16 | mpaktudyeckoe |OOkaTHE BUTOH MaphI 4
3aHATHE
Pa3zoen 3. Ilpunyunvl nakemnoii nepeoayu OaHHbIX
Tema 3.1. Ilpunyunvt nakemuoii nepeoayu OAHHLIX
17-18 Teopus ITpuHIMIBI TaKETHOW NEpelauy JaHHBIX U 2 IToBTOpEHUE MaTepuana
HEOIpeIeICHHOCTH MapIIpyTa
19-20 Teopus Mapupytusanus nakeros. IIpoTokonst 2
repeiaun JTaHHBIX
Pasoen 4. Cemegvie mooenu
Tema 4.1. Ilonamue cemegoit mooenu
21-22 Teopus Ornpenenenue MOAENU, CETEBOM MOJIENH, 2
Ha3HaYEHHUE CETEeBBIX Mojelne, 001acTu
MIPUMEHEHHUS
Tema 4.2. Cemesasn mooens OST
23-24 TEopus [puHIIMTIEI cO3MaHNs YPOBHEH. YPOBHH MOIENH 2
OSI
25-26 Teopus Ypoan monxemn OSI 2 Hapucosatp Tabmmiry momemu OSI
Tema 4.3. Imanounaa modenv TCP/IP
27-28 Teopus Oranonnas moaenb TCP/IP. YpoBuu Monenu 2
TCP/IP
29-30 Teopus Cpasuenune TCP/IP u OSI. Kputuka monenu u 2
npotokosos OSI
Pa3zoen 5. Ilpomoxkonwt
Tema 5.1. Ocnogenvle nonamusn
31-32 Teopus OcHOBHBIC IOHATHS (TIPOTOKOITBI, XOCTA, 2 Brlyunts onpezaeneHus: npoTOKOJ, XOCT,
ciry0b1). [IpuHIMIIBL B3aUMOCHCTBHS CITYKOBI
(vepapxust IPOTOKOJIOB).
Tema 5.2. Ilpunyunsl pabomovt NPOMOKON06 HA PAZHBIX YPOGHAX
33-34 TEopus CTekr IpOTOKOIIOB 2
35-36 TeopHus [Mpuanuns! padots! npotokonoB TCP/IP, 2 IToBTOPUTH NPONAECHHBINA MaTepHan

IPX/SPX Ha pa3HBIX YpOBHSIX

Tema 5.3. Hacmpoiika nokansnoit cemu ¢ Microsoft Windows XP
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37-38 | mpakTH4ecKoe |YcTaHOBKA CETEBOrO afanrtepa, HacTpoika 2
3aHATHE cereBoi naeHTH(UKauu, HacTpoiika TCP/IP
39-40 | mpakTuaeckoe | Hactpoiika kommbroTepa sl paboThI B 2
3aHATHE JIOKaJIbHOU CETH
Tema 5.4. Hacmpoiixa adpeca 6 cemsax TCP/IP ¢ onepauyuonnoiu cucmeme Linux
41-44 | npaktuueckoe | Hacrpolika nokanbHoil cetu B FreeBSD-5. 4 IloBTOPUTE NPOIAEHHBIN MaTepua
3aHATHE
Tema 5.5. Yemanoeka u konguzypuposanue DNS
45-46 | npaktnueckoe |YcranoBka DNS-cepBepa. Kondurypuposanue 2 [ToBTOpenue Matepuana
3aHATHE DNS-cepaepa
47-48 | mpaktnueckoe |YcranoBka DNS-cepBepa. Kondurypuposanue 2
3aHATHE DNS-cepaepa
49-50 | mpaktnueckoe |YcranoBka DNS-cepBepa. Kondurypuposanue 2
3aHATHE DNS-cepaepa
Pazoen 6. Cnocobwi nposepku npaguibHocmu nepeoasu OGHHHIX
Tema 6.1. Ilposepka npasunvnocmu nepedauu oannvix ¢ cemsax TCP/IP
51-52 | mpaxtuyeckoe | CrocoOBl MPOBEPKH MPAaBUIBHOCTHU TIEpeIadn 2 [1], Ipouutats 171. 2.1.2., cTp. 50-51
3aHATHE na”ubIX B cetssx TCP/IP
53-54 | mpaktudeckoe | [IpoBepka mpaBHUIILHOCTH MEpeIay TaHHbBIX 2
3aHATHE
Pazoen 7. Cnocobwl obnapyscenus u ycmpaneHus ouwudoK npu nepeoaie O0aGHHbIX
Tema 7.1. Cnoco6wl obnapycenus u ycmpanenus ouwiuboK npu nepeoase OAHHbIX
55-56 | mpaktuueckoe |IlomexoycToitunBoe koguposanue.Komsl, 2 [NoBTOpenue MaTepuana
3aHATHE 00Hapy>KHUBAIOIIHNE OMIHOKY.
57-58 | mpaxtrdeckoe |Ycrpanenue omuoku "Kondmukr IP-agpecos” 2
3aHATHE

Pazoen 8. Opzanuzayun mexiccemesozo 63aumooeiicmeus

Tema 8.1. Ocnoenvie nonamusa.llpunyunst 3aumooeiicmeusn cemeil

59-62 Teopus OCHOBHEBIE TIOHSTHS (MapIIpyTH3aTop, 4
MapIIpyTH3anus, GuiabTp, IUTo3, OpaaMaysp).

[IpuHIMnBl B3aUMOAEHCTBYS ceTel

IToBTOpEeHue MaTepuaa, BEIyUUTh
TEPMUHBI | MAPLIPYTH3ATOP,
MapuIpyTH3anus, GUiIbTp, IUTI03,

Opaamayap
Tema 8.2. Bzaumooeiicmeue ¢ RPUKIAOHBIMU RPOZPAMMAMU
63-64 Teopus B3anMoneficTBre ¢ IPUKIIaTHBIMA 2
porpamMMamMu
Tema 8.3. Cemesoe ob6opyooeanue
65-66 TeopHUs AKTHBHOE ceTeBOe 000pY/I0BaHHE: PETTUTEPHI, 2
KOHLIEHTPATOPbI, KOMMYTaTOPBI, MOCTHI
67-70 TEopus KommyTaTopsr: GpyHKIIMOHUpOBaHNE, 4
XapaKTEPUCTUKH, BIUSIOIIUE HA
TIPOM3BOINTEIBHOCTD, METOIBI KOMMYTAIIHH.
71-72 TeopHUs 00630p COBpeMEHHBIX KOMMYTaTOpPOB 2
Pa3INYHBIX TOPTOBBIX MapOK: HEYMpaBIsieMble
KOMMYTaTOpPbI, KOMMYTaTOpBbI cepuu Smart,
yIpaBisieMble KOMMYTATOPBI
Tema 8.4. Hauanvnaa nacmpoiika Kommymamopa
73-74 | npakruueckoe | Hactpoiika 6a30Boit KOHQUTYpaun 2
3aHATHE KOMMYyTaTopa
75-76 | mpaktuueckoe |[logkmouyenue k Web-unrtepdelicy ynpasieHus 2 IToBTOpenue MaTepuana
3aHsTHE KOMMYyTaTopa

Tema 8.5. Bupmyanvhbie 10KanbHble cemu
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77-78 | mpaktuyeckoe | Bupryanpabie nokanbsable ceTi (VLAN): 2
3aHATHE OTIpe/ieICHNE, TEXHOJIOTHH , THITBL.
79-80 | mpaktuueckoe |Hactpoiika VLAN, ocHOBaHHOMH Ha IOpTax. 2
3aHATHE
81-82 | mpaktrueckoe |Hactpoiika VLAN Ha ocHOBe MeTok 802.1q 2 IToBTOpEeHue MaTepuana
3aHATHE
83-84 | mpakruueckoe | DyHkuums cermentanuu Tpaduka (Traffic 2
3aHATHE segmentation)
Tema 8.6. @ynkyuu nosviuieHUs HAOEHCHOCHU U HPOU3EOOUMENbHOCIU
85-86 TeopHus ITporoxoner Spanning Tree: Spanning Tree 2
Protocol, Rapid Spanning Tree Protocol
87-88 | mpaxtrueckoe |Hactpoiika npotokona STP Ha kommyTaTopax 2
3aHATHE
89-92 | mpaktuueckoe | DyHKIHUS MPEAOTBPAIICHUS METIC00pPa30BaHUs 4 IToBTOpEeHue marepuana
3aHATHE HEUHTEIUICKTYaTbHEIM 000pynoBanueM (Loop
Back Detection)
Tema 8.7. Muozoaopecnas paccolika
93-94 | mpakTuueckoe | MHoroanpecHas pacchiika. Aznpecarus 2
3aHATHE MHoOroajpecHoi IP-paccouiku.
95-96 | mpaktuueckoe |Hacrpoiika QpyHKINu mpas qocrymna 6e3 2
3aHATHE ucmnonb3oBanus punbTpanuu no MAC-aapecy u
IP-agpecy Ha KOMMyTaTOpax
Tema 8.8. Oowue ceéeoenus CKC
97-98 TEopus | O6mme cBenennss CKC | 2 | [ToBTOpenmne MaTepuana
Tema 8.9. Axkmuenoe, naccugnoe ooopyoosanue
99-10 Teopust | AKTHBHOE, TACCUBHOE 000pyA0BaHHE | 2 |
v Tema 8.10. CKC, ¢hazvt npoexkmuposanus
101-1 Teopus ApxurektypHas, TeleKOMMYHUKalMOHHAS 4
04 ¢aser mpoektuposanus CKC
105-1 | mpakTtrueckoe |CKC, ha3bl mpoeKTHpOBaHUS 2 [ToBTOpEeHne MaTepuana
06 3aHsTHE
Tema 8.11. Ixcnayamauus CKC, mapkuposka KadenvHble HCYpHAIbL
107-1 | mpaktudeckoe |Ikcruryaramus CKC, mapkupoBka kabeiabpHEIe 2
08 3aHATHE KYPHAJIBI
Tema 8.12. mexnonozua Ethernet, Token Ring, ARP
109-1 Teopust texHonorus Ethernet, Token Ring, ARP 2
v Tema 8.13. Cemeeoii mocm, mapuipymu3zamop, KOMMymamop
111 | mpaktudeckoe |CeTeBoil MOCT, MAapUIPYyTH3aTOP, KOMMYTATOP 1
3aHsATHE
Tema 8.14. Becknaccosasn adpecauusn (CIDR)
112 | mpaxtuaeckoe | becknaccosas anpecamnus (CIDR) 1
3aHsATHE
Tema 8.15. Ilpoxcu cepeuc
113-1 | npaktuueckoe |IIpokcu cepBuc 2 IToBTOpEeHue maTtepuana
14 3aHATHE
Tema 8.16. Cepsuc SMTP, POP
115-1 Teopus Cepsuc SMTP, POP 2
0 Tema 8.17. Cepeuc NTP
117-1 | mpaktuueckoe |CepBuc NTP 2 [ToBTOpEHUe MaTepuana
18 3aHATHE
Tema 8.18. Cemeswie paiinosvie cucmemut
119-1 Teopus | CereBble (aiiJIOBbIE CHCTEMBI | 2
20
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Tema 8.19. Ymunumet 011 pabomsl ¢ KOMRbIOMEPHLIMU CEMAMU

121-1 | npakTHueckoe | YTUIUTHI Ui PaOOThI C KOMIBIOTEPHBIMU 2 IToBTOpeHue maTepuana
22 3aHATHE CeTSIMH

Tema 8.20. 3awguma cemu mesxnccemesvle IKpanvl

123-1 Teopus 3anmTa ceTH MEeKCETEBBIC SKPaHbI 4
Z
° Bcero: 126
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