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KoMMNblOTEPHbIW BUPYC - 3TO
PA3HOBUAHOCTb KOMIMbKOTEPHbIX
nporpamm, OTAUYUTEAbHOM
OCOOEHHOCTbIO KOTOPOU ABASIETCSA
CNOCOOHOCTb K PAa3MHOXEHUIO
(KONMPOBAHMUIO).

B AOMOAHEHKWE K 3TOMY, BUPYCbl MOTYT
NOBPEAUTb MAU MOAHOCTbIO YHUUTOXUTb
Bce ¢dalAbl U AAHHbIE,
MOAKOHTPOAbHbIE MOAB30BATEAID, OT
MMEHWN KOTOPOro ObiAa 3anyLLUEeHa
3apaXXEHHaa nporpamMma, a Takxe
NOBPEAUTb UAU AAXE YHUUTOXMUTb
onepaumMoHHYO CUCTEMY CO BCEMM
dannamMu B LIEAOM.

B 60AbLUMHCTBE CAyYaEB
PACNPOCTPAHAOTCA BUPYCbl YUepes

<’> KOMIbIOTEPHbIE BUPYCbI

NcnoAb3yh COBpPEMEHHbIE OMNEepPauLMOHHbIE CUCTEMBbI,

nmeroLme cepbE3HbIN 3almThI oT

BPEAOHOCHbIX Nporpamm

YyPOBEHb

/

KOTOPblEe aBTOMAaTUYECKU YCTAHABAMBAKOTCA C LEAbHO
AOPabOTKM Nporpammbl) U Apyrve OBHOBAEHWSI CBOEW
onepaumoHHOW cuctembl. CkaumBam UX TOAbKO C
oduLManbHOro cavrta paspaborunka OC. Ecau

CYLLLECTBYET PEXUM aBTOMAaTMYECcKoro OO6HOBAEHMA,

\BKMOLI nero

/" TIoCTOSHHO yCcTaHaBAMBaAM natun (LMPpoBbIe sanaatky, \

v

( Pabotail Ha CBOEM KOMMbIOTEPE
MOAb30BATEAS], @ HE aAMUHUCTPATOPA. ITO HE MO3BOAUT

noA npasamu )

OOAbLUMHCTBY BPEAOHOCHbIX nporpamm
WHCTAAAMPOBATHCS Ha TBOEM NepcoOHaAbHOM
\_ KOMrMboTepe y




<’> KOMIbIOTEPHbIE BUPYCbI

MeToAbl 3aLUUTDI
OT BPeAOHOCHbIX
nporpamm

McnoAb3yh aHTUBMPYCHbIE MNPOrpaMMHbIE  MPOAYKTbI
M3BECTHbIX MNPOU3BOAUTEAEN, C  aBTOMAaTUUYECKUM
obHoBAeHUeM ba3

_[

_
OrpaHuub GUIMYECKUIM AOCTYM K KOMMbIOTEPY AAS
MOCTOPOHHUX AWUL]

McnoAb3yn BHELWIHWE HOCUTEAU MHOOPMALUK, TaKue A
Kak PAELIKa, AUCK UAM GalA U3 MIHTEPHETa, TOABKO K3
NPOBEPEHHbIX UCTOUHUKOB

I He oTKpbiBan KOMMbIOTEPHbLIE dalAbl, MOAYYEHHbIE U3 )

HEHAAEXHbBIX MCTOYHUKOB. Aaxe Te ¢aKnAbl, KOTOpblE
NPUCAAA TBOM 3HAKOMbIW. /Aydylle YTOYHU Y HEro,

OTNPaBASIA AU OH Tebe nx )




¢2) NCNONb3OBAHUE CETEA WI-Fi

C nomoubto WI-Fi
MOXHO MOAYYUTb
6ecnAaTHbI UHTEPHET-
AOCTYMN B OOLLLECTBEHHbIX
MecTax: Kadpe, OTeAdX,
TOProBbIX LEHTPaxX U
asponoprtax. Tak xe
ABASIETCA OTAMYHOM
BO3MOXHOCTbIO BbIXOAA
B UHTepHeT. Ho mHOrue
9KCNEePTbI CYMUTALOT, YTO
obwiepoctynHble Wi-Fi
CETU HEe ABASAIOTCA
6e30nacHbIMMU.

'

Wi-Fi

He nepeaaBai cBOIO
AMYHYIO MHGOPMALUIO
yepes 06LLEeAOCTYNHbIE
Wi-Fi cetn. Pabotas B
HUX, )XXEAATEABHO HE
BBOAUTb NAPOAU
AOCTYNa, AOTUHbI U
KakKne-To Homepa

* ICNOAB3YW U
06HOBASIN

AHTUBUPYCHbIE
nporpamMmbl 1
6paHaMayap. Tem
CaMbIM Tbl
obe3onacuub cebs
OT 3aKauyku BUpYyca Ha
TBOE YCTPOWCTBO

[Mpu ncnoAb3oBaHUM
Wi-Fi oTkAtOuM
dyHKUMIO «OB LM
AOCTYN K GanAam U
npuHTepam». AaHHas
OYHKLUMA 3aKpbiTa Mo
YMOAYAHMIO, OAHAKO
HEeKOoTopble
NOAb30BaTEAU
aKTUBUPYIOT €€ AAA
ypoOCTBa
MCMNOAb30BaHUA B
pabote uam yuebe

Mcnonb3yi TOAbKO
3allMLEeHHOe
coeAvHeHWe yepe3
HTTPS, a He HTTP, T.e.
npu Habope Beb-
aApeca BBOAM MMEHHO

«https://»



%) COLMANBHBIE CETH

CoumManbHas ceTb - 3TO CauT,
KOTOPbIW NPEeAOCTaBASIET
BO3MOXHOCTb AFOASM OCYLLECTBAATb
obuleHne mexay cobon B
MHTEPHETE. Yalle BCEro B HUX ANS
Ka)XXAOro YeNOBEKA BbIAENAETCS
CBOS AMYHAA CTPaHUUKa, Ha
KOTOPOWM OH YKa3bIBa€eT 0 cebe
Pa3AMYHYHO MHPOPMALMIO, HaUMHasA
OT UMEHU, PaMUAUN U 3aKaHUMBASA
AMYHBIMK doTorpaduamu. MHorue
MOAb30BATEAU HE MOHUMALOT, UTO
MHGOPMaLUA, pa3dMeLLEHHAa MU B
COLIMAAbHbIX CETSX, MOXET ObITh
HaMAEHa M UCMNOAb30BaHa KEM
YrOAHO, B TOM YUCAE HE
065A3aTEAbHO C BAArUMMK
HaMepPEHNAMM

OrpaHuyb CNUCOK ApPY3en. Y Tebsa B APY3bAX HE AOAKHO
ObITb CAyYaMHbIX U HE3HAKOMbIX AFOAEN

4 )
3alumLlan cBOK YacTHYHO XM3Hb. He ykasbiBai napoau,
TenedOHbl, appeca, AATy TBOETro POXAEHUS U APYrYHo
AMYHYIO  MHPOPMALMIO.  3AOYMbILLUAEHHUKM  MOTYT
MCMOAB30BaTb AaXe MHGOPMALIMIO O TOM, KaK Tbl U TBOM

pPoAUTEAU NMAGHUPYETE NMPOBECTU KAHUKYADI

\_ v

(" 3awmiwai CBOK penyTaumio - AEpKU ee B umuctote U )
3apaBant cebe Bonpoc: xoten Obl Tbl, UTOObI Apyrue
MOAb30BATEAU BUAEAM, UTO Tbl 3arpyxaelb? Moayman,

NPexae Yem uYTto-To  onybAMKoBaTb, Hanucatb U
\_ 3arpysuThb

v




%) COLMANBHBIE CETH

CoumanbHaa ceTb - 3TO CauT,
KOTOPbIN MPEAOCTAaBASIET
BO3MOXHOCTb AFOASM OCYLLECTBAATb
obLeHre mexay cobor B
MHTEPHETE. Yalle BCEro B HUX AAA
Ka)XAOr0 YeAOBEKA BbIAENAETCA
CBOS AMYHAA CTPaHUUKa, Ha
KOTOPOWM OH YKa3bIBa€eT 0 cebe
Pa3AMYHYHO MHPOPMALMIO, HaUMHasA
OT UMEHU, PaMUAUN U 3aKaHUMBASA
AMYHBIMK doTorpaduamu. MHorue
MOAb30BATEAU HE MOHUMALOT, UTO
MHGOPMaLUA, pa3dMeLLEHHAa MU B
COLMAAbHbIX CETAX, MOXET ObITb
HaMAEeHa U UCNOAb30OBaHa KEM
YrOAHO, B TOM YUCAE HE
06a3aTenbHO ¢ BAarMmu
HaMepPEHNAMM

ECcAM Tbl TOBOpPULLDB C AKOAbMU, KOTOPbIX HE 3HAELlb, HE
MCMNOABb3YM CBOE pPeaAbHOE WMSA U  APYIYIO AWYHYIO
MHGOPMALUUU: UMSA, MECTO XMUTEALCTBA, MECTO y4ebbl U

g

AN cCOLMaAbHOW CETU, MOYThI U APYTUX CanuToB
HEOBXOAMMO MUCMOAb30BATb Pa3Hble NAapPOAU. Toraa eCcAu
Tebs BBAOMALOT, TO 3AOYMbILUAEHHUKK MOAyYaT AOCTYI
TOABKO K OAHOMY MECTY, a HEe BO BCe cpa3sy

a1

npouyee y,
o o N\
N3beran pasmelueHmna ¢otorpaduin B MHTEPHETE, A€ Thl
M3006paxxeH Ha MECTHOCTU, MO KOTOPOM  MOXHO
OnpeAeAnTb TBOE MECTOMOAOXEHUE )
~ N
Mpu pernuctpauum B COLUMAABHOM CETU HEODBXOAMMO
MCMOAB30BaTb CAOXHbIE MAPOAW, COCTOALLME U3 OBYKB U
UMPP N C KOAUYECTBOM 3HAKOB HE MeHee 8 )
\




(:>3I\EKTPOH HASA MOYTA

IAEKTPOHHAA Mnoyta — 3T0 TEXHOAOIUA
N NPEeAOCTaBASIEMbIE €10 YCAYTU MO
NepeCbIAKE U MOAYYEHUIO
9NEKTPOHHbIX COOOLLEHUI, KOTOPbIE )
PacrnpeAenstoTcs B KOMMNbIOTEPHOU
ceTn. OBbIYHO 3NEKTPOHHbIN
MOYTOBbIN ALLUUK BbIFTASAUT
cAepytomMm obpasom:
UMSI_NOAb30BaTEAA@UMSA_AOMEHA.
Takxe Kpome nepepaym NpocToro
TEKCTa, UMEeEeTCs BO3MOXHOCTb
nepepaBaTb GanAbl

U

OcHOBHble coBeTbl N0 6e3onacHo

pabote ¢ INEKTPOHHO

W MOYTOU

\ 4

Hapo BbibpaTb NpaBUAbHbBIM MOYTOBbLIN cepBUC. B
NHTEepHeTE €CTb OrpPOMHbIN BbiOOpP bHecnAaTHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO Aydlle AOBEPATb
TEM, KOro 3Haellb U KTO NEPBbIN B PEUTUHIE

He vykasbiBal B AMYHOW NOYTE  AUYHYHO
nHdopmaumto. Hanpumep, Aydwe BblibpaTh
«MY3blKaAbHbIM_paHaT@» UAK «poKk2013» BMECTO
«Temal3d»

McnoAb3yn ABYX3TarnHytO aBTopu3aumio. 3T0
KOrA@ MOMMMO TMapoOAsi HYXHO BBOAWTb KOA,
npucbinaeMbii No SMS

Bbibepr CAOXHBIM  MApPOAb.  AAS  KaXAOro
MOYTOBOrO ALLMKA AOAKEH ObiTb CBOM HAAEXHbIN,
YCTOMUYMBBIN K B3AOMY NMapPOAb



(:>3I\EKTPOH HASA MOYTA

OcHOBHbIe coBeTbl N0 6be3onacHou

pabote ¢ INEKTPOHHO

A4

W MOYTOU

MCnoAb3y  HECKOAbKO  MOYTOBbIX  SLLMKOB.
[epBbIM ANl YACTHOM NEPENUCKU C appecaTamu,
KOTOPbIM Tbl AOBepsSA€llb. 3JTO 3AEKTPOHHbIN
aApPec He HapO MCMOAb30OBATb MPU Perncrpauunmn
Ha popymax U camTax

He oTkpbiBan ¢auAbl U ApPyrMe BAOXEHWUSA B
MMCbMAx AaXe €eCAM OHM TMPULLIAM OT TBOMX
APy3€en. Aydlle yTOUYHU Yy HUX, OTNPABASAU AU OHU
Tebe aTn danAbl

[Nocae okOHYaHMA paboTbl HA MOUYTOBOM CEPBUCE
nepea 3akpbiTUEM BKAAAKM C CaUTOM He 3abyab
Ha)kaTb Ha «BbINTU»



(’>MOBMAbeIﬂ TEAEDOH

CoBpeMeHHble cMapTOHbI U MAGHLLEThI
copepxat B cebe BNOAHE B3POCAbIN
dYHKUMOHAA, U Tenepb OHU MOTYT
KOHKYPMPOBaTb CO CTALMOHAPHbIMMU
komMmnbtoTepamn. OAHAKO, CPEACTB
3aLLMTbI AAS MOAOOHbBIX YCTPOMCTB NoKa
O4YeHb Mano. TeCTMpoBaHME M MOUCK
YyA3BMMOCTEN B HMUX MPOUCXOAUT HE TaK
MHTEHCUBHO, KaK AAA K, To e camoe
KacaeTcsa U MOOUAbHbBIX MPUAOKEHWN.
CoBpeMeHHble MOBUAbHbIE Bpay3epbl
y)XXe NPaKTUUYECKM AOTHAAM HACTOAbHbIE
aHaNOr1, OAHAKO pacLuMpeHue
dYHKLMOHAAA BAeYET 3a cob60r BOAbLLYIO
CAOXHOCTb M MEHbLLY 3aLUULLEHHOCTb.
AaneKo He BCe NMPOMU3BOAUTEAU
BbINyCKatoT 0OHOBAEHUS, 3aKpbiBatOLLNE
KPUTUUYECKUE YA3BUMOCTU AN CBOUX
YCTPOWUCTB.

OcHoBHble coBeTbl AN 6e3onacHoCcTM MO6UAbHOTO TenepOoHa

w—
\ /0

ByAb OCTOpOXeH, BeAb Korpa Tebe
6ecnAaTHbIM KOHTEHT, B HEM MOTYT ObITb CK
TO NAATHbIE YCAYTU

Ayman, npexae yem otnpaButb SMS, ¢oT0 MAK BVIA\eO£\
Tbl TOYHO 3HAELLb, FAE€ OHU BYAYT B KOHEYHOM UTOrE?

o

HeobxoaMo  0OHOBAATb
TBOEro cMaptdpoHa

OMEepaLMOHHYO  CUCTEMY

NcnoAb3yt aHTUBUPYCHbIE NPOrpaMmMbl AANT MOOUABbHbIX
TenepOHOB m

&y N

e 9
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C °
He 3arpyxaii NpUAOXKEHHSs OT HEU3BECTHOrO UcTo@HkKa, ¢ ™ @
BEAb OHM MOTYT COAEPXaTb BPEAOHOCHOE @ 4° ;//)/‘
nporpamMmmHoe obecneveHue g o
[MocAe TOro Kak Tbl BbIMAELLb C CanTa, A€ BBOAUA
AMYHYIO MHPOPMALIMIO, 3aAM B HACTPOMKK Bpay3epa U
yAaAu cookies
MNepnoanyeCcKr NPOBEPAN KaKME NAATHbIE YCAYTU

AdKTUBNPOBAHbI Ha TBOEM HOMEpPE

Bluetooth pAoAXeH ObITb BbIKAHOYEH, KOTAA Tbl UM HE
noAb3yellbcs. He 3abbiBait MHOTAQ NPOBEPSATHL 3TO



(:>¢I4LIJI4HF UAU KPAXKA AUYHDBIX AAHHDbIX

[AaBHaA LeAb OULLKHT - BUAA
NHTEPHET-MOLLUEHHNYECTBA, COCTOUT
B MNOAYYEHUN KOHOUAEHLIMAABHbIX
AAHHbIX MOAb30BaTEAEN — AOTMHOB U
napoAen. Ha aHrAMMCKOM A3bIKe
phishing untaeTca Kak GULLKHT (OT
fishing — pblbHas AnoBAs, password
— NapoAb)

-

CAepn 3@ CBOMM aKkayHTOM. EcAM Tbl NoOAO3peBaellb,
yto TBOA aHkeTa Oblna B3AOMaHa, TO HEOob6XOAMMO
3abroKMpoBaTb ee U COoOOLWMTb apAMUHMCTPaTopam

pecypca 06 3TOM Kak MOXHO ckopee

\. v

4 )

Mcnonb3yn 6e3onacHble BebO-caWTbl, B TOM YUCAE,
MHTEPHET-MarasmHoOB M MOMCKOBbIX CUCTEM

\_ N

MCNOAb3yW CAOXHblIE W  pa3Hble NapoAu. Takum
obpa3om, ecan Teba B3AOMAKOT, TO 3AOYMbILUAEHHUKU
NOAyYaT AOCTYMN TOAbKO K OAHOMY TBOEMY MPOPUAID B

CETU, @ HE KO BCEM
v




Ecan 1€69 B3AOMAAM, TO HEOBXOAMMO MPeAynpeAnTb
BCEX CBOWMX 3HAKOMbIX, KOTOpble poDaBAEHbI y Tebsa B
APY3bsiX, O TOM, 4TO TebA B3AOMAAU WU, BO3MOXHO, OT
TBOEro UMeHu BypeT paccbiAaTbCs CMaM M CCbIAKM Ha

GULLMHIOBbIE CaNTbI )J

7

\.

YctaHoBM HapexHbid napoab (PIN) Ha MOOMAbHbIN
TenedpoH

\

OTKAIOUM COXpaHeHWEe Napons B bpaysepe

He oTkpbiBan GanAbl U APYrMe BAOXEHUS B NUCbMaXx
AaXe €CAU OHU MPULLIAK OT TBOMX APY3en. \ydlle YTOUHU
Y HUX, OTNPaBASIAU AW OHU Tebe 3T1 dpanAbl

~N

J




YnpasneHue depepanbHoU CAy>K6b| no Hap3opy B cepe CBA3M, UH
& TEXHOAOITMHA U MACCOBbIX KOMMYHHUKaLUH
no Upkytckou obaactu

Cnacu60 3a BHUMaHue!



